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Kurzfassung

Der Fingerabdruck ist eine der am weitesten verbreiteten biometrischen Modalit ten und eig-
net sich hervorragend zur Identit ts berpr fung, vor allem aufgrund der Einzigartigkeit und
Best ndigkeit von Papillarleisten und deren Mustern. Fingerabdruckerkennungwird von Straf-
verfolgung und Grenzkontrolle bis hin zur Absicherung pers nlicher Gerte und nanzieller

Transaktionen benutzt. W hrend Fingerabdr cke traditionell durch direkten Kontakt erfasst
werden, bieten kontaktlose Methoden Vorteile bez glich Hygiene, Sicherheit und Benutzer-
freundlichkeit. Die praktische Anwendung wird jedoch durch die freie Pr sentation der Hand,
wechselndenAufnahmeumgebungensowie der Notwendigkeit mit bestehenden kontaktbasierten
Fingerabdruckdatenbankeninteroperabel zu bleiben, erschwert. Diese Dissertation pr sentiert

eine Reihe von Algorithmen und Methoden, um diese Probleme entlang der gesamtenErken-
nungspipeline zu adressieren.Die Beitr ge umfassenL sungen fr die Bildnormalisierung, die
Quialit tssicherung der Daten, die robuste Validierung und die Privatsph re sch tzende Finger-
abdrucksvergleiche,wodurch Genauigkeit, Zuverl ssigkeit und der Datenschutz von kontaktlosen
Fingerabdrucksystemenverbessertwerden.

Ein notwendiger Schritt in jedem kontaktlosen Sensorsystermist die pr zise Segmentierungder
Fingerspitze vom Hintergrund, welcher komplex und dynamisch sein kann. Diese Arbeit stellt
drei neue Deep-Learning-Architekturen fr dieseAufgabe vor. Das erste Modell ist eine Variation
der U-Net Architektur und wurde fr bereits zugeschnitteneEinzel ngerbilder entwickelt. Es
bertrit bestehendeState-of-the-Art (SOTA) Segmentierungsmodellen Genauigkeit [217].
Darauf aufbauendwurde FingerUNeSt++ entwickelt, welcheseinen ResNeSt-Encodemit einem
UNet++- hnlichen Decoderkombiniert und einedurchschnittliche Intersection-over-Union (mloU)
von 99% erreicht und damit bestehendeSOTA Methoden erneut bertrit. Das dritte Modell,
TipSegNet macht den vorgelagerten Fingerdetektionsschritt ber ssig, indem es alle vier
Fingerspitzen direkt auseinemBild der Hand segmentiertund klassi ziert. Durch die Nutzung
einesResNeXt-101-Backbonesnit einem Feature Pyramid Network (FPN) erreicht TipSegNet
eine SOTA-Leistung mit einer mloU von 99% und Genauigkeit von 100%.

Um die Interoperabilitt mit kontaktbasierten Systemenzu verbessern,m ssen die geometri-
schenVerzerrungen bei kontaktlosen Aufnahmen korrigiert werden. Im Rahmen dieser Disserta-
tion wurde eine Verarbeitungspipeline entwickelt, welche Rotationen sowohlin der Bildebene
(Hand-Drehung) als auch aus der Bildebene heraus (Hand-Kippung) korrigiert und anschlie end
die Fingerober chentextur mittels parametrischer Entzerrungsmodelleebnet. Dabei kann auf
verschiedeneparametrische Entzerrungsmodelle zur ckgegri en werden, welche das Abrollen
verschiedenerFingerformen auf dem Sensorsimulieren. Fr die Drehkorrektur wird die im vor-
herigen Absatz beschriebeneSegmentierungsmaskeur Bestimmung der zentralen Fingerachse
verwendet. Fr die Kippkorrektur kommt die Segmentierungsmaskerneut zum Einsatz um die
Querschnittsbreite einesellipsoiden Fingermodells zu bestimmen und um dann, mithilfe des
detektierten Coresals Referenzpunkt, die Kippkorrektur durchzuf hren. Bei der Evaluierung
reduzierte eine ngerspezi sche Anwendung dieser Prozessschrittedie Equal-Error-Rate (EER)
fr den Abgleich von kontaktlosen mit kontaktbasierten Abdr cken um relative 36,9 % (von
1,57 %auf 0,99 % EER). Eine zus tzliche empirische Analyse der Position desCoresvon ber
40.000Fingerabdr cken zeigte, dassdessenPosition nicht geometrischzentriert ist und syste-
matische, modalit tsbedingte Abweichungen sowie eine nat rliche Variabilitt von 6-12 %der



Fingerbreite aufweist. Diese Studie quanti ziert eine grundlegendeGrenzefr die Genauigkeit
von Pr sentationskorrekturmethoden, die ausschlie lich auf dem Core als Referenzpunktbasieren,
und identi ziert die nicht-zentrale Fischer-(NCF)-Verteilung als passendestatistisches Modell
fr dessenPosition. Eine ngerspezi sche Auswertung wurde ebenfallsdurchgef hrt.

Fr die nale Identi kation einesFingerabdrucksist dessenQualitt, sowiedie Qualitt der
Referenzaufnahme entscheidend.Diese Arbeit begegnetdem Mangel an spezi schen Qualit ts-
metriken fr mobile kontaktlose Fingerabdr cke durch die Evaluierung von MCLFIQ , einer
Adaption des etablierten NFIQ 2 Frameworks. Durch das erneute Trainieren des Random-
Forest-Klassi kators von NFIQ 2 auf modalit tsspezi schen, synthetischen Daten zeigt MCLFIQ
eine verbessertelLeistung bei der Vorhersageder Qualitt von kontaktlos aufgenommenenkFin-
gerabdr cke im Vergleich zum urspr nglichen NFIQ 2.2 und anderen Standardmetriken. Das
angepassteModell priorisiert Merkmale, die mit Bildsch rfe und lokaler Klarheit der Papil-
larleisten zusammenh ngen,welche die dominanten Qualit tsfaktoren bei mobilen Aufnahmen
sind.

Dar ber hinaus wird in dieser Dissertation ein neuartiges, self-supervisedFramework zur
Erkennung von St cklungs-Artefakten vorgestellt. Diese Artefakte k nnen w hrend desZusam-
mensetzensvon mehrerenFinger-Einzelaufnahmenzu einem Master-Fingerabdruck entstehen.
DiesesProblem wird von Standard-Qualit tsmetriken, wie zum Beispiel NFIQ und auch von
adaptierten Metriken wie MCLFIQ, nicht erfasst. Durch die programmatische Erzeugungvon
Artefakten wurde ein Deep-Learning-Modelltrainiert um diese Defekte zu erkennen,ohne manu-
elle Annotierungsarbeit zu ben tigen. Der resultierende Detektor ist genau(loU > 90%), robust
gegen ber anderenQualit tsm ngeln desFingerabdrucks und generalisiertgut ber verschiedene
Fingerabdruckmodalit ten (kontaktlos, gerollt, ach).

Die Validierung dieserkomplexen Algorithmen erfordert standardisierte und wiederholbare
Testmethoden. Zu diesemZweck wurde die Herstellung von physikalisch-synthetischenFinger-
phantomen untersucht. VerschiedeneHerstellungstechniken(direkte Lasergravur, CNC-Fr sen,
3D-Druck von Gussformen)und Materialien (Silikon, Gelatine, Elastomer) wurden getestet. Die
Arbeit zeigt, dasshochpr zise, stabile und physikalisch realistische 3D-Phantome erfolgreich
hergestellt werden k nnen, inshesonderedurch den Gussvon Silikon in hochpr zise Gussformen.
Diese Phantome replizieren erfolgreich einen Fingerabdruck und dienen als Werkzeugefr die
objektive und wiederholbare Evaluierung der Leistungsf higkeit von Sensorenund Verarbeitungs-
algorithmen, ohne den Einsatz von echten Fingerabdr cken.

Um den Einsatz der Fingerabdruckerkennungin datenschutz-sensitivenAnwendungenwie dem
Abgleich von Fahndungslisten an Grenzkontrollen zu erm glichen, demonstriert dieseArbeit eine
praktische, die Privatsph re wahrendeL sung. Ein SOTA Minutien-basierter Vergleichsalgorith-
mus, SourceAFIS, wurde erfolgreichfr die Ausf hrung in einemMultiparty Computation (MPC)
Framework adaptiert. Durch algorithmische Umstrukturierung von Operationen welcheim MPC
Protokoll stark rechenintensivsind und die Nutzung von Klartextberechnungen f r nicht-sensitive
Zwischendatenerreicht die Implementierung eine Abgleichzeit von ungef hr 17 Sekunden.Diese
Geschwindigkeitwird unter Beibehaltung einer hohen, mit dem Klartext-Algorithmen vergleichba-
ren Erkennungsgenauigkeiterzielt, wodurch ein sichererFingerabdruckabgleichunter realistischen
Bedingungenpraktisch umsetzbar wird.

Abschlie end zeigt diese Arbeit, dassdie Herausforderungen,die mit einer vollst ndigen
End-to-End-Pipeline fr die sichere,kontaktlose Fingerabdruckerkennungeinhergehen,gel st
werdenk nnen. Durch die Integration der entwickelten L sungen wird der Weg von den erfassten
Rohbildern zu standardisierten und interoperablen biometrischen Templates erm glicht. Die
Relevanzdiesesintegrierten Ansatzesliegt darin, Hochsicherheitsanwendungerauf kontaktlosen
Systemenzu erm glichen, wie beispielsweisalen Abgleich mit Fahndungslistenan Grenzkontrollen
durch einen Beamten mittels einesStandard-Smartphones.



Abstract

Fingerprint recognition is a widely used biometric modality becauseof its uniquenessand
persistenceof friction ridge patterns, which provide a reliable meansof verifying identity. It is
a key technology in applications ranging from law enforcementand border control to securing
personaldevicesand nancial transactions. While traditionally acquired through direct contact,
contactless methods o er advantagesin hygiene and user convenience. However, practical
deployment is challengedby the unconstrained nature of the acquisition process,which introduces
variations in nger pose,illumination, and scale,while still requiring to be interoperability with
large, legacy contact-based ngerprint databases.This thesis presentsa set of algorithms and
methodologiesto addressthese problems acrossthe recognition pipeline, from image capture to
securetemplate comparison. The contributions include solutions for image normalization, data
assurance robust validation, and securedeployment, which improve the accuracy, reliability, and
privacy of contactless ngerprint systems.

A necessarystep in any contactless pipeline is the accurate segmentation of the ngertip
from its background, which is often complex and variable. This work proposesthree novel deep
learning architectures for this task. The rst is a custom U-Net-based model for pre-cropped
single- nger imagesthat outperforms existing segmentationmodels[217]. This was improved
with FingerUNeSt++ , which combinesa ResNeStencoderwith a UNet++-like decoder,achieving
a mean Intersection-over-Union (mloU) of 99% on the test set. The third model, TipSegNet
removesthe needfor a separate nger detection step by segmentingand labeling all four ngertips
directly from a whole-hand image. Using a ResNeXt-101backbonewith a Feature Pyramid
Network (FPN) to handle multi-scale objects, TipSegNet obtains an mloU of 99% and an accuracy
of 100%.

Interoperability with contact-basedsystemsrequires correcting the geometric distortions in
contactlesscaptures. This researchdevelopeda processingpipeline to correct for in-plane (yaw)
and out-of-plane (roll) rotations, which then attens the ngertip texture using parametric
unwarping models. The pipeline usesthe segmentation mask for yaw correction and an elliptical
nger model with the detected core for roll correction. On an operational dataset, a nger-wise
optimized application of the pipeline reducedthe Equal Error Rate (EER) for contactless-to-
contact-basedcomparisonby a relative 36.9% (from 1.57%to 0.99%). A large-scaleempirical
analysis of the ngerprint core’sposition acrossover 40,000samplesshowedthat its location is
not geometrically centered, with systematic, modality-induced biasesand a natural variability of
6-12%of the nger’'s width. This study quanti es a limit on the accuracy of alignment methods
that rely on the coreand identi es the Non-Central Fischer (NCF) distribution asthe best- tting
statistical model for its position for most ngers, including a nger-dependent analysis.

The quality of a captured samplea ects recognition performance. This work addresseghe
absenceof dedicated quality metrics for mobile contactless ngerprints by adapting the established
NFIQ 2 framework, resulting in MCLFIQ . By retraining the NFIQ 2 random forest classi er
on modality-speci ¢ synthetic data, MCLFIQ showsimproved performancein predicting the
utility of contactlesssamplescomparedto the original NFIQ 2.2 and other baselines.The new
model prioritizes featuresrelated to image sharpnessand local ridge clarity, which are key quality
factors in mobile captures. Additionally, this thesisintroduces a self-supervisedframework to
detect structural artifacts from ngerprint mosaicking,a problem not handled by standard quality



metrics. A deeplearning model was trained on programmatically generatedartifacts to detect
these defectswithout manual annotation. The resulting detector is accurate (loU > 0.9), robust
to other quality defects,and generalizesacrossdi erent ngerprint modalities (contactless, rolled,
slap).

The validation of these algorithms requires standardized testing methods. This research
investigated the manufacturing of physical synthetic ngerprint phantoms, evaluating various
fabrication techniques (direct laser engraving, CNC machining, 3D printing of molds) and
materials (silicone, gelatin, elastomer). The work showsthat high- delity, stable, and realistic
3D phantoms can be produced, particularly using silicone castin high-precision molds. These
phantoms replicate a known ground-truth pattern and provide a repeatablemethod for evaluating
sensorand algorithm performance.

For privacy-sensitive applications like watchlist checks,this thesis presentsa practical privacy-
preserving comparison solution. The minutiae-based comparison algorithm SourceAFIS was
adapted for executionwithin a Multiparty Computation (MPC) framework. Through algorithmic
refactoring and the use of plaintext computations for non-sensitivedata, the implementation
achievesa comparisontime of approximately 17 secondswhile maintaining high recognition accu-
racy comparableto its plaintext counterpart. This makessecureremote ngerprint comparison
practical for real-world scenarios.

Finally, this thesis showsthat the challengesaccompanyinga complete, end-to-end pipeline for
securecontactless ngerprint recognition can be solved. By integrating the developedsolutions,
one can go from raw imagescaptured to standardized and interoperable biometric templates.
The relevanceof this integrated approachis its ability to enable high-security applications on
contactlesssystems,such as an agent performing a watchlist checkat a border using a standard
smartphone.
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Chapter 1

Introduction

1.1 Motivation and Problem Statement

From unlocking smartphones to accessingrestricted areas, verifying a person’sidentity or
identifying an unknown individual is a common requirement in many systems. Traditional
methods such as passwords,PINs, or physical tokens are widely used, but they can be forgotten,
lost, stolen, or shared. These weaknessesreate security risks and usability problems.

To addresstheseissues,biometric authentication useshiological traits to either verify a claimed
identity or determine who someoneis. Biometrics are tied to the individual and cannot easily
be transferred or replicated, which makesthem a useful alternative. Common biometric traits
include facial features, iris patterns, voice, gait, and DNA. Among these, ngerprint recognition
is one of the oldest and most widely used methods. The processof identifying individuals by
comparing ngerprints is known as dactyloscopy.

The use of dactyloscopy in criminal investigations has a rich history. In 1893 the Troup
Committee, named after its chairman Charles Edward Troup was formed to investigate ways
to identify habitual criminals in England. As a result, in 1894, all newly arrested criminals in
England and Bengal had their ngerprints recorded. [11]

In 1892,in BuenosAires, Argentina, a murder was solved using thumbprint evidencefound
at the crime scene. The Rojas murder caseis consideredto be the rst homicide solved by
ngerprint evidence,and Argentina becamethe rst country to rely solely on ngerprints asa
method of individualization. Another criminal casein Bengalin 1898is consideredto be the
rst casein which ngerprint evidencewas usedto securea conviction. [11]

Theseearly successekd to the widespreadadoption of ngerprint databasesby law enforcement
agenciesworldwide, enabling the identi cation of suspects,solving of crimes, and maintenance of
criminal records. The uniquenessand permanenceof ngerprint patterns allows authorities to
match crime sceneevidenceto individuals with high accuracy.

Beyond criminal investigations, ngerprint recognition has becomea key technology in border
control and immigration. Many countries deploy ngerprint-based biometric systemsat airports
and border crossingsto verify traveler identities [65], combat identity fraud [159, 198],and ensure
national security. Moreover, ngerprint biometrics have beenwidely adopted in government-
issuedidentity programs, such as Indias biometric identity program called Aadhar. It voluntarily
collects the facial image, both iris and the 10 nger prints of Indian citizens and acts as a
digital identity document [104]. National identi cation systems,voter registration programs
[36], and social welfare distribution schemeg178]increasingly rely on ngerprints to ensurethat
bene ts reach the intended recipients while preventing fraud. In many developing nations, where
traditional forms of identity documentation are lessreliable, biometric identi cation provides
a secureand scalable solution for establishing and verifying identity. Another application of
ngerprint recognition is in nancial transactions and banking. Biometric authentication has
becomea standard feature in mobile banking apps and payment veri cation systems. The
integration of ngerprint recognition in accesscontrol is another major area of application [59].
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Many organizations use biometric attendance systemsand accesscontrol solutions to regulate
entry into securefacilities [201]. Finally, consumer electronics and personal device security
representa rapidly growing domain for ngerprint biometrics. Smartphones,laptops, and smart
home devicesincreasingly incorporate ngerprint recognition asa way to unlock the device.

The strength of ngerprint recognition lies in the unigue characteristics of ngerprint patterns.
Thesepatterns of ridges and valleys are highly distinctive, evenbetweenidentical twins [251], and
remain stable throughout an individual’s life [276]. Historically, the acquisition of ngerprints was
a straightforward process,relying on ink, where a userwould pressor roll their inked nger on a
piece of paper. The next step was the introduction of contact-basedsensors,where a user would
pressor roll their nger against a platen. This simplicity of the contact-basedsensor,coupled
with the high accuracyachievablewith automated biometric identi cation systems(ABIS), ledto
the widespreadadoption of ngerprint recognition and the creation of massive,legacy databases
by law enforcementand government agencies.

However, the traditional contact-basedapproach has limitations that have becomeincreasingly
apparent in recent years. With the onset of the COVID-19 pandemic, hygiene has becomea
major consideration. Contact-based sensorsrequire usersto sharea common surface, creating a
potential vector for the transmission of germsand infectious diseaseq176]. This concernhas
created a strong demand for contactlessalternatives acrossvarious sectors. Beyond hygiene,
contact-basedacquisition can also be inconvenient and uncomfortable. Users must carefully
position and presstheir nger againstthe sensor,which can be challenging for individuals with
dry, oily, or damagedskin, or in situations with limited dexterity. Moreover, the contact itself
introduces non-linear distortions to the nger, and therefore to the ngerprint, which are hard
to reverse[237]. Finally, contact-basedmethods are also prone to creating latent prints on the
sensorswhich create privacy issuesand introduce artifacts into the recorded ngerprints.

Theselimitations together with advancesin imaging technology and computer vision have led
to a shift towards contactless ngerprint recognition. Contactless acquisition removesthe risk of
cross-contamination,improves user comfort, and reducesdistortions. To realize thesebene ts for
the use-caseof identity identi cation, contactlesssystemsmust solvethe interoperability problem
with existing contact-baseddatabases. This is important to allow for a smooth transitions without
loss of historical information of already existing ngerprint databases[217]. This interoperability
problem arisesfrom di erences in image acquisition. In contact-basedsensing,the physical
contact betweenthe ngertip and platen in contact-baseddevicesdeformsthe skin, introducing
distortions. For contactlessacquisition on the other hand, variations in nger pose(roll, pitch,
and yaw are unconstrained) and hand distance can introduce geometric distortions [247]and
scaleinconsistencies.Scaleinconsistenciesmake the same ngerprint appeardi erent sizesacross
captures, and compensatingfor this variation is challenging[87]. Many ngerprint comparison
algorithms, particularly those developedfor legacy systems,are sensitive to scaledi erences,
causing comparisonsto fail, evenfor the same ngerprint [133]. Image quality consistencyis
also a challenge[133]. Uneven illumination, shadows, specular re ections, and focus issues
degradecontactlessimages,obscureridge-valley structures and add noise, further complicating
comparison beyond the poseand scaleissues.

With the introduction of deeplearning approaches,which utilize large amounts of training
data to solve a task, the importance of task-speci ¢ labeled ngerprint datasetsgrew. However,
acquiring and annotating large-scale,high-quality ngerprint datasetsis a labor intensive and
expensiveprocess.Real-world data collection is moreoveralsosubject to strict privacy regulations.
Furthermore, obtaining accurate ground truth labelsfor tasks like segmentation, core or minutiae
point detection, and especially artifact detection can be extremely di cult, often requiring
manual annotation by dactyloscopy experts. This data scarcity hasinspired the development
and use of synthetic ngerprint generators. These generatorso er a way to create perfectly
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labeled data, encompassinga wide range of variations of minutiae pattern, ridge orientations,
ngerprint artifacts, and image quality. Building upon the conceptof synthetic ngerprint images,
the eld is progressingtowards the creation of physical, synthetic ngers. These 3D replicas,
also called phantoms, can be generatedusing synthetic ngerprint data mappedto arbitrary

nger geometries. They o er a standardized approach to biometric system evaluation and
sensordevelopment. Synthetic ngers eliminate the variability and ethical concernsassociated
with using real human subjects. They enable precise control over ngerprint characteristics,
replicating common ngerprint types aswell as edgecasesand evenskin properties like dryness
or elasticity. Furthermore, if combined with a robotic operator, they allow control over more
extensive properties such as presentation posefor contactlesssensorsand pressure,rolling speed
or others for contact-basedsensors.

However, the creation of realistic and e ective synthetic ngers presentsits own set of challenges.
Di erent production methodologies,such as 3D printing, molding, and casting, result in varying
levelsof delity in replicating the details of ngerprints, including ridge structure, pores,and
tactile properties.

For e ective ngerprint enrollment, capturing a substantial portion of the ngertip surface
is important. A larger initial enrollment image provides more biometric data, increasingthe
certainty when comparing ngerprints by future downstream applications. Furthermore, it
allows to work more reliable with latent partial prints where only small sectionsof a nger are
found, as can be the casefor example at crime scenes.In traditional contact-basedsystems
this is accomplishedthrough rolled ngerprint acquisition, wherethe nger is rolled nail-to-nail,
capturing the entire ngerprint surface. This extensive surfacearea, and the resulting increasein
identi able minutiae, make rolled ngerprints the preferred method for enrollment.

Contactless systemsaim to replicate the information captured by rolled ngerprints. How-
ever, without physical contact to guide the nger, contactlessacquisition either recordsa 3D
representation of the ngertip [126], or usesa mosaicking process[49, 109, 163, 252}o stitch
together a complete image of the ngerprint. This secondapproach involves stitching together
multiple partial images,acquired asthe nger is presentedto simulate the rolling motion. This
processis prone to errors, introducing mosaicking artifacts such as misaligned ridges, duplicated
or missing minutiae, and blurred regions. These artifacts present a signi cant challengein
contactlessrolled ngerprint acquisition, and to a lesserextend also in contact-based ngerprint
acquisition, potentially compromising comparisonaccuracy and leading to misidenti cation or
non-identi cation. A further complication is the lack of robust quality assessmentnetrics speci -
cally for contactless ngerprints, and evenmore sofor contactlessrolled ngerprints. EXisting
metrics, like NIST Fingerprint Image Quality (NFIQ) 2 [246], are primarily designedand trained
for contact-basedimagesand do not addressthe unique challengesof contactlessacquisition and
mosaicking artifacts.

Despite the challengesdescribedin the previous paragraphs, contactless ngerprint recognition
holds many bene ts for secure,hygienic and convenient authentication. However, as biometric
systemsbecomemore integrated into applications, data privacy and data safety becomemore
and more important. Unlike passwords,which can be resetwhen compromised,biometric data
is immutable. This makesthe transmission and sharing of biometric information particularly
sensitive. It requires protection against both accidental leaks and malicious misuse. Traditional
ngerprint authentication relies on storing and processingbiometric data locally on secure
hardware, relying on trusted partners when sharing the biometric data. However, this approach
limits broader applications, such asremote identity veri cation or identity identi cation/veri -
cation with a non-trustworthy partner. Multi-party computation (MPC) o ers an alternative
by enabling secure ngerprint comparisonwithout exposingraw biometric data [151]. However,
MPC introduces signi cant computational overhead, especially for minutiae-based template



1.2 ResearchChallengesand Contributions 15

comparisonalgorithms. Despite these challenges,recent advancementsin MPC protocols leading
to reducedcomputational demandshave made privacy-preserving biometric template comparison
increasingly practical.

1.2 Research Challenges and Contributions

This thesis aims to addresskey technical challengeshindering the widespread adoption and
interoperability of contactless ngerprint recognition systems,as describedin section 1.1. The
objective is to develop and evaluate novel algorithms and methods that improve the accuracy,
robustness,and privacy of contactless ngerprint acquisition. To achievethis, the researchis
guided by the following questions:

RQ1 How can segmentationof ngerprints from contactlesshand imagesbe made more accurate
and robust acrossdi erent environments?

RQ2 What techniquescan e ectively correct posevariations in contactless ngerprints to enhance
comparisonaccuracy?

RQ3 How can core point detection in contactlessimagesbe improved to enablebetter alignment
with contact-baseddatabases?

RQ4 What are the problems of established ngerprints quality assessmeninetrics and what can
be changedto improve their performanceon contactless ngerprint images?

RQ5 How canwe detect errors in the mosaicking processof contactless ngerprint sensorsystems?

RQ6 Can we produce realistic, synthetic 3D ngers and how do they perform comparedto real
ngers? What manufacturing techniqguescan be used?

RQ7 How can we create a privacy preserving comparisonapproachthat circumvents the risk of
exposingbiometric data to other parties?

These questionsare explored throughout the thesis, with eachchapter addressinga speci c
researchchallenge,which is linked to oneto many researchquestions.

1.3 Thesis Outline
This thesisis structured as follows:

Chapter 2: Background provides a comprehensiveoverview of the fundamental principles
of ngerprint recognition, including ngerprint history and anatomy, image acquisition, pre-
processing.feature extraction, and comparison,aswell as an introduction to the fundamental
computer vision and deeplearning techniques,such as arti cial neural networks, training of deep
learning models, convolutional neural networks and more specializedarchitectures, that build
the basison which the researchwas conducted.

Chapter 3: Development of Contactless Fingerprint Detection Algorithms s the core
of the thesis, presenting the novel algorithms and methods developedto addressthe challenges
outlined in the previous section 1.2. This chapter is divided into sevensections:
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Section 3.1: Fingerprint Segmentation in Contactless Images discusseghe dicul-
ties in accurately segmentingcontactless ngerprint imagesdue to variations in lighting,
complex backgrounds,and skin tones. It then presentsproposednovel segmentation algo-
rithms (Custom U-Net basedalgorithm, FingerUNeSt++ and TipSegNet) and details their
implementation, evaluation, and results.

Section 3.2: Fingerprint Core Location focusesonthe empiric position of the ngerprint
corerelative to the ngerprint pattern and an accurate way of detecting the core point in
contactless ngerprints. The sectionincludes a description of the empirical analysis and
the outcomes, as well as the proposeddeep learning algorithm to localize the core, the
experimental setup and results of the core localization.

Section 3.3: Pose Correction and Unwarping for Contactless Fingerprints ad-
dresseghe challengeof posevariations (roll and yaw) and non-linear distortions in contactless
images. It proposesa method combining geometric transformations and deeplearning to
correct thesedistortions. The sectionincludes algorithm descriptions, experimental setup,
results, and a critical discussion.

Section 3.4: Contactless Fingerprint Quality Assessment discusseghe needfor a
reliable quality assessmentnetric speci cally designedfor contactless ngerprints. It will
describethe adaption of NFIQ 2 to contactless ngerprint images,leadingto MCLFIQ, and
validate the e ectiveness of this approach.

Section 3.5: Fingerprint Mosaicking Artifact Detection addressesthe artifacts
introduced during the mosaicking process. This processis usedto capture a full nail-to-nail
ngerprint in both contact-basedand contactlessscenarios.A novel deeplearning-based
detection method is proposedto identify and scorethese artifacts.

Section 3.6: Synthetic Finger Phantoms addressegshe production of synthetic 3D
ngers basedon synthetic ngerprints. Dierent manufacturing approachesare presented,
comparedand tested.

Section 3.7: Privacy Preserving Fingerprint Comparison explorestechniquesfor
secureand privacy-preserving ngerprint comparison. It proposesan optimized minutiae-
basedcomparisonalgorithm using Multi-Party Computation (MPC) for e cient encrypted
ngerprint comparisons.

Chapter 4: Conclusion summarizesthe key ndings and contributions of the thesis. It
additionally providesa ctive use-caseshowingthe expectede ect of combining the algorithms
developedin this thesis on a real-world scenario.



Chapter 2
Background

This chapter provides an introduction to the eld of ngerprint recognition aswell asa short
overview of the most important algorithmic discoveriesin the eld of computer vision and deep
learning, which can be applied to the broader context of ngerprint recognition. It beginsby
reviewing the principles of ngerprint recognition, covering aspectsfrom nger anatomy to image
processingand ngerprint comparison. Subsequently,it continues by explaining the specic
contactless ngerprint recognition, highlighting the evolution of the eld, the state-of-the-art,
and the persistent challengesthat motivate this research. The goal is to provide a thorough and
comprehensiveoverview of what is currently known, in order to show where improvement is
possible.

Fingerprint recognition stands as one of the most establishedand reliable biometric modalities,
playing an important role in forensic science,accessontrol, and personalidenti cation. It builds
on the uniquenessand persistenceof ngerprint patterns.

2.1 Fingerprint History

Friction ridge skin, which has unique patters and stays mostly persistent throughout an individ-
ual’s lifetime (exceptinjury or disease)[276],forms the foundation for ngerprint-based biometric
identi cation. This biological characteristic has a long and rich history, predating its widespread
adoption in modern forensic science.

The useof ngerprints can be traced back to ancient civilizations. Archaeological evidence
showsimpressions,both accidental and intentional, on artifacts suchas6000-year-oldearthenware
discoveredin northwest China. The earliestdeliberate useis found in clay sealsusedfor documents
during China’s Qin Dynasty (221-206B.C.), demonstrating an understanding of ngerprints
for proving authorship and preventing tampering. The Chineserecognizedthe value of friction
ridge impressionsfor individualization perhapsasearly as300B.C. and in Japan asearly asA.D.
702. A Japanesedomestic law enactedin A.D. 702 hints at a similar understanding. European
scientists begandetailed observation of friction ridge skin in the 17th and 18th centuries, with
Dr. Nehemiah Grew rst describingit in detail in 1684. [11]

The systematic classi cation of ngerprints beganto take shapein the 19th century. Dr.
JohannesE. Purkinje’s 1823thesis classi ed ngerprints into nine pattern types, a precursorto
later, more comprehensivesystems. Sir Francis Galton’s groundbreaking work in the late 19th
century, including his book Finger Prints (1892), establishedthe uniquenessand permanence
of ngerprints and introduced the now-standard terminology for minutiae (Galton details).
Around the sametime, Juan Vucetich developeda ngerprint classi cation systemand rst used
ngerprints for criminal identi cation in Argentina. Sir Edward Richard Henry, building upon
Galton’s work, developedthe Henry classi cation systemin the late 19th century, which achieved
widespreadadoption. [11]

Concurrent with the developmentof classi cation systems,scienti c advancementsdeepened
our understanding of friction ridge skin. In 1880, Henry Faulds published on the value of
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ngerprints for identi cation, including their potential use at crime scenes. Researcherdike
Hermann Welcker and Sir William James Herschel conducted studies on the permanenceof
friction ridges. Embryological studies by scientists such as Arthur Kollmann, Harris Hawthorne
Wilder and Inez Whipple revealedthe formation of friction ridges and volar pads during fetal
development. [11]

In 1971,the rst optical ngerprint capture machinesbeganto appear[277]and in 1975the
FBI started funding the developmentof sensorsand minutiae extraction technologies. Through
the 1980sand 1990s,optical slap scanners(FTIR-based) becamestandard in law enforcement
AFIS systems. Notably, in 1998 Siemensdemonstrated the rst smartphone with an embedded
ngerprint sensor,spurring others (Motorola, Apple, etc.) to follow [277]. Apple’s 2013 Touch ID
(capacitive) and later developmentsbrought ngerprint sensorsto millions of consumers.In the
late 2010s,under-display sensorsemerged: rst optical (e.g. Vivo in 2018) and soonultrasonic
in OLED screens(e.g. SamsungS10in 2019)[277]. Thermal sensors(using heat patterns) and
multispectral optical sensors(capturing sub-surfacedetail) also appearedin niche roles (car
locks, government ID scanners). Recently (2023), agencieshave even begun experimenting with
contactlesscapture (e.g. smartphone-camera ngerprints in FBI pilot projects) [68].

2.2 Anatomy and Fingerprint Features

The physical structure of friction ridge skin is the basisfor its useas a biometric trait. It consists
of two primary layers: the epidermis (outer layer) and the dermis (inner layer). The epidermis
itself has multiple layers, with the stratum corneum (surface layer) being composedof dead cells
and the stratum basale(basal layer) being responsiblefor generating new skin cells. Friction

ridges are formed by the intricate arrangement of raised ridges and furrows (valleys) on the
surface of the skin. These patterns are not super cial, they are anchoredby a double row of
papillae pegginginto the dermis. [149]

Fingerprint featuresare typically describedat three levels of detail:

1. Level 1 Features (overall ridge ow): This level refersto the overall pattern formed by the
ow of ridges. The primary pattern types are:

Arches: Ridges enter from one side of the nger and exit on the other, forming a
wave-like pattern. Subtypesinclude plain arches(smooth, wave-like) and tented arches
(with a sharp, upward thrust). Arches are the least common pattern type, appearing
with low distribution rates.

Loops: Ridgesenter and exit on the sameside of the nger, curving around a central
point. Loops are classi ed asradial (loop openstowards the thumb) or ulnar (loop
openstowards the little nger), basedon their orientation. Loops are more common
patterns.

Whorls: Ridgesform circular or spiral patterns around a central point. Subtypes
include plain whorls, central pocket loop whorls, double loop whorls (two separateloop
formations), and accidental whorls (combinations of patterns or irregular patterns).
Whorls are lesscommon than loops but more frequent than arches.

Within thesepatterns, two speci ¢ points of interest are usedfor classi cation and alignment.
The approximate center of the ngerprint pattern, which is called core and second,the
triangular areaswhere ridges from three di erent directions converge,also called deltas.

2. Level 2 Features (minutiae): Theseare the small, speci ¢ details within the ridge patterns,
alsoknown as Galton details. They are the primary featuresusedfor ngerprint comparison.



2.2 Anatomy and Fingerprint Features 19

ARCH TENTED ARCH _00I RIGHT LOOP DOUBLE LOO WHORL
LEVEL?2

LINE UNIT LINE-FRAGMENT ENDING BIFURCATION EYE HOOK
LEVEL3J3

INCIPIENT
RIDGES

PORES LINE SHAP CREASES WARTS SCARS

Fig. 2.1: Overview of the di erent feature levelswith exampleimages,taken from [13].

The two most common minutiae types are ridge endings: Points where a ridge terminates
and bifurcations: Points where a ridge splits into two branches. Other, rarer, types include
line fragments (very short ridges), line units (short, isolated ridges), enclosures/eyeqridges
that bifurcate and rejoin, forming an enclosedspace),and hooks (short brancheso a main
ridge). Minutiae are de ned by their location (x, y coordinateson the ngerprint image),
their angle (the direction of the ridge at that point), and their type (ending, bifurcation,
etc.). ABIS system often only work with ridge endingsand bifurcations.

3. Level 3 Features (poresand ridge details): Theseare scars,warts ceasesaswell asvery ne
details of the ridge itself. Those ne details require high-resolution imaging to be reliably
captured and used. They consist of the positions, distributions, and shapesof sweat pores
along the ridges or the shapesof the ridge edges(edgeoscopy). This includes features
like ridge indentations, protrusions, and angles,as well as incipient ridges, which are thin,
immature ridgesthat appear betweenthe main ridges. Level 3 featuresare primarily used
in high-resolution scenarios,such as comparing partial ngerprints, when image quality is
exceptionally good. They can provide additional discriminating information to supplement
Level 2 features.
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The distinctivenessof ngerprints comesfrom the fact that no two individuals, not evenidentical
twins, sharethe same ngerprint patterns at Level 2 and Level 3 detail. This individuality is a
result of the complexinterplay of genetic and environmental factors during fetal development.
The genesprovide the general blueprint for ridge patterns, but the precise arrangement of
minutiae and poresis in uenced by random eventsand the speci ¢ environment within the womb
during weeks10-17 of gestation, when the volar pads (transient swellings of tissue on the palms
and soles)regressand friction ridges begin to form. [149]

The patterns formed during fetal developmentremain remarkably consistentthroughout an
individual’s lifetime. Super cial injuries to the epidermiswill result in the ridges regrowing in
their original pattern. Only deepdamageto the dermis, signi cant scarring, decomposition, or
certain skin diseasescan permanently alter the friction ridge pattern. This immutability is very
important for ngerprint recognition’s reliability. [267]

2.3 Fingerprint Image Acquisition

The accuracy and reliability of any ngerprint-based biometric system dependson the quality of
the acquired ngerprint images. The method usedto capture theseimagessigni cantly in uences
their characteristics and subsequentprocessingsteps required to use them in downstream
applications such as ABISs [108, 276]. Fingerprint acquisition techniques can be broadly
categorizedinto traditional inked methods, contact-basedlive scantechnologies,and contactless
methods.

Historically, ngerprint acquisition relied on the inked method, a manual processinvolving the
application of ink to the ngertip and then pressingor rolling the nger onto a paper card [11].
While serving as a foundational technique, inked ngerprinting is inherently prone to distortions.
These are a result of unevenink distribution, smudging, and variations in applied pressure,
making it unsuitable for modern, automated biometric systems.

Contact-based live scantechnologiesrepresenta signi cant advancement, utilizing sensors
where the user placestheir nger directly on a platen surface. Severalsensortypes exist, each
with distinct operating principles. Optical sensors,often employing Frustrated Total Internal
Re ection (FTIR), usea light sourceand a prism. When a nger is placed on the platen, the
ridges make contact with the surface, frustrating the total internal re ection of light, while
the valleys remain separatedby an air gap. This createsa contrast di erence that forms the
ngerprint image [16, 154, 196]. While FTIR-based optical sensorsare well-establishedand
widely used,they are susceptibleto image degradation from dirt, latent ngerprint residues,and
variations in skin condition, such as drynessor excessivemoisture [270].

Capacitive sensorsutilize arrays of tiny capacitors. The capacitancebetweenthe sensorand
the nger varies dependingon whether a ridge (touching the sensor)or a valley (separatedby an
air gap) is present[196, 253, 263, 273]This variation in capacitanceis then usedto construct the
ngerprint image. Capacitive sensorsare known for their high precision and improved resistance
to spoo ng attacks comparedto someoptical methods[71]. However, they may be a ected by
extremely dry or damagedskin, and the sensorsize can sometimeslimit the captured ngerprint
area.

Ultrasonic sensorsoperate by emitting ultrasonic pulsesand measuringthe resulting echoes.
The echoesdi er betweenridges and valleys due to the varying acoustic impedance,allowing for
the creation of a detailed, often 3D, map of the ngerprint [78, 153, 214].Ultrasonic imaging can
penetrate the outer layer of skin, resulting in high-quality imagesthat are lesssusceptibleto
contamination from dirt and moisture. However, these sensorstend to be more expensiveand
potentially slowerthan other technologies.
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Thermal sensorsmeasuretemperature di erences betweenthe ridges (which are in contact
with the sensorand therefore warmer) and the valleys (which are cooler due to the air gap) [91].
Thermal sensorscan operate e ectively under a range of skin conditions, including both wet and
dry ngers, and o er good security. However, they can be sensitiveto changesin the ambient
temperature and have a higher cost comparedto someother sensortypes.

Multispectral imaging captures ngerprint imagesat multiple wavelengthsand polarization
conditions [211, 285]. This approach allows for the acquisition of both surfaceand subsurface
ngerprint features, making it robust to variations in skin condition, such as dirt, moisture, and
evenpoor contact [211]. Multispectral imaging also has shown potential in detecting spoo ng
attempts. The main drawbacks are the increasedcomplexity and higher cost of multispectral
systems.

Contactless ngerprint acquisition can be seenas the next step, following after the progressive
development of contact-basedlive-scan device. Contactless methods, typically optical, employ
camerasand computer vision algorithms to capture ngerprint imageswithout any physical
contact betweenthe nger and a sensor[87, 217]. Somecontactlesssystemsincorporate structured
or specializedlighting to enhanceimagequality. The primary advantagesof contactlessacquisition
are improved hygiene [176, 275]and a reduction in the non-linear skin distortions that occur
when a nger is pressedagainst a platen [237]. Furthermore, 3D contactlesssystemstake this
a step further by creating a three-dimensional model of the ngertip, using techniquessuch
as Time-of-Flight (TOF) sensors,structured light, stereovision, or shapefrom focus/defocus
[127, 169]. This 3D representation captures a more complete depiction of the ngerprint, which
can potentially improve comparison accuracy, especiallywhen dealing with rolled ngerprint
equivalents [87]. Usersalso generally prefer contactlessacquisition over contact based[176].

Latent ngerprint acquisition, while distinct from live scan methods, is another biometric
use-casaequired in forensic science.Latent ngerprints are impressionsleft unintentionally, for
example, at crime sceneq3, 37, 72]. Recoveringthese prints involves techniquessuch as dusting
with ne powdersor applying chemical enhancementslike ninhydrin or cyanoacrylate fuming to
make the invisible ridge patterns visible [128].

To ensureconsistencyand interoperability, severalstandards have beenestablishedfor n-
gerprint image acquisition. The FBI's Appendix F speci es image quality requirements for
large-scale ngerprint comparisonand human expert comparison[61]. PIV-071006 provides a less
strict standard, primarily intended for one-to-oneveri cation scenarios[131]. Image resolution,
typically measuredin dots per inch (DPI), is one of the most important parametersspeci ed in
these standards [157].

2.4 Fingerprint Image Pre-processing

Raw ngerprint images,independently whether they were obtained through contact-basedor
contactlesssensors,do seldomhave the quality required for direct feature extraction. Factors
such as the sensor’sinternal electronics [156, 270]or optical components, variations in skin
conditions such as dryness, wetness,or the presenceof contaminants [91, 156],and, speci cally
for contactlessacquisition, unevenillumination and specularre ections [91] reducethe delity
of the ngerprint recording. Pre-processingtechniquesare therefore usedto reducethe impact
of these factors. The goal of pre-processingis to enhancethe clarity of the ridge and valley
structures while avoiding introducing falseinformation. This improvesthe accuracyand reliability
of subsequentfeature extraction stagesand, consequently,the overall system performance.
Contact-basedand contactless ngerprint acquisition methods presentdistinct challengesthat
require di erent pre-processingapproaches.Contact-based ngerprint imagesare characterized
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by non-linear distortions, which are however consistent over subsequentrecordings and are
therefore only relevant if comparing the ngerprint recordingswith recordingsfrom contactless
sensormodalities. Thesedistortions arise from the elastic deformation of the ngertip skin asit
is pressedagainst the sensorplaten [237, 275].In contrast, contactlessimages,while free from
pressure-induceddistortions, are susceptibleto issueslike poseinduced geometric distortion,
unevenillumination, specularre ections (glare), variations in focus, and motion blur [91].

The typical ngerprint image pre-processingpipeline involves a sequenceof operations, each
addressingspeci ¢ imagedegradations. Fingerprint imagesoften showlow contrast betweenridges
and valleys, hindering accurate feature detection. Image enhancementtechniquestherefore aim to
improve this contrast using various approaches.Histogram equalization is a widely usedtechnique
that redistributes pixel intensities acrossthe entire image, thereby enhancingoverall contrast [35].
It operatesby transforming the image’sintensity histogram to approximate a uniform distribution.
However, global histogram equalization may not be optimal for imageswith signi cant local
variations in contrast. Adaptive histogram equalization (AHE) addressesthis limitation by
dividing the image into smaller regionsand performing histogram equalization separately within
eachregion [185]. This localized approach s particularly bene cial for contactless ngerprint
images,which often exhibit unevenillumination due to variations in nger-to-sensor distance
and ambient lighting conditions. Contrast Limited Adaptive Histogram Equalization (CLAHE)
further improves upon AHE by limiting the ampli cation of noisein relatively homogeneous
regions. Furthermore, variations in illumination or sensorsensitivity can result in imagesthat
are either too dark (under-exposed)or too bright (over-exposed). Brightness adjustment aims to
normalize the overall image brightnessto a standard level, making the ridge structures more
discernible [253]. One common approachis to adjust the mean gray value of the imageto a
prede ned target value [99]. This ensuresconsistencyacrossdi erent imagesand facilitates
subsequentprocessingsteps.

Noise,which will be presentin any image acquisition process,can be seenasrandom variations
in pixel intensities that can obscurethe true ngerprint pattern. Noise reduction Iters aim
to suppressthis noise while preservingimage details. Gaussian ltering is a linear smoothing
technique that employsa Gaussiankernel to perform a weighted averageof pixel values within
a neighborhood [35]. The Gaussiankernel's weights are determined by a Gaussianfunction,
e ectively blurring the image and reducing high-frequency noise components. The degreeof
smoothing is controlled by the standard deviation of the Gaussianfunction. Another common
technique, median ltering, is a non-linear ltering technique that replaceseach pixel's value
with the median value of its neighboring pixels [108]. This approachis particularly e ective at
removing salt-and-peppernoise, characterizedby isolated bright and dark pixels, while preserving
edgesbetter than linear smoothing lters. Beyond Gaussianand median lIters, other noise
reduction techniquesare available, eachwith its own strengths and weaknesses.Anisotropic
di usion lters, for example, are designedto reduce noisewhile preserving edgesand ne details
by selectively smoothing along the direction of image gradients [99]. The selection of a suitable
Iter dependson the type and level of noiseand the recording conditions.

Binarization is the processof converting a grayscale ngerprint image into a binary image,
consisting of only black and white pixels. This simpli es the representation, typically assigning
black pixels to ridgesand white pixels to valleys. This processhelps subsequentfeature extraction
by clearly delineating the ridge structure. Global thresholding techniques,like Otsu’s method,
are usedto determine the separation. Otsu’s method is a widely usedautomatic thresholding
technique that selectsa global threshold value basedon the image’s histogram [180]. It aims
to nd the threshold that minimizes the intra-class variance (variance within the foreground
and background classes)or, equivalently, maximizesthe inter-class variance (variance between
the foreground and background classes). However, adaptive thresholding techniques, unlike
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global thresholding, compute di erent threshold valuesfor di erent regionsof the image [185].
This adaptability makesthem more robust to variations in illumination and contrast, which
are commonly encounteredin contactless ngerprint images. Adaptive thresholding methods
typically calculate the threshold for each pixel basedon the statistics of its local neighborhood.
Binarization, in the context of ngerprints, is essentiallya segmentationof the image,and it is
therefore closely connected[286].

Segmentationis the processof isolating the region of interest (ROI), which is the ngerprint
itself, from the background. Accurate segmentation is especially important in contactless
recording scenarioswhere the background can be complex and variable, potentially containing
non- ngerprint objects or textures [87, 116]. The segmentationperformancehas a direct impact
on downstream tasks such as posecorrection [217, 247]and feature-basedcomparison[87], both
of which rely on a precisemask of the ngertip region to separateit from the background.

Traditionally, ngertip segmentation methods have focusedon isolating a single ngertip from
the background. Thesemethodscan be broadly categorizedinto color-, or brightnessfor grayscale
images, -based, machine learning-based,and shape-basedapproaches. Color-based methods
usethe skin tone of ngertips to di erentiate them from the background [18, 116]. Machine
learning-basedmethods, on the other hand, usealgorithms trained on labeled data to identify and
delineate ngertip regions[164, 190]. Shape-basednethods leveragethe characteristic geometric
properties of the ngertip, suchasits elliptical shapeand curvature, to perform segmentation
[288]. More recent approachesin contactless ngerprint recognition have moved towards directly
segmenting ngertips from hand images,bypassingthe needfor a separate ngertip detection
step [164, 190]. This approach simpli es the processingpipeline and can improve e ciency.
Deeplearning, particularly the useof convolutional neural networks (CNNs), has signi cantly
advancedthe eld of contactless ngerprint segmentation[80, 82].

Ridge thinning, alsoknown as skeletonization, is a processthat reducesthe width of the ridges
in a binary ngerprint image to a single pixel while preservingthe connectivity and overall
structure of the ridge pattern [170]. This simpli ed representation facilitates feature extraction,
particularly the detection of minutiae. Thinning algorithms typically employ morphological
operations, such as erosion and dilation, to iteratively remove pixels from the boundaries of
ridges until only a one-pixel-wide skeletonremains [170]. The Zhang-Suenalgorithm is a classic
and widely usedthinning algorithm that iteratively removespixels basedon speci ¢ connectivity
criteria [41].

The orientation eld representsthe local direction of the ridges at eachpoint in the ngerprint
image. It is usedin various ngerprint processingstages,including image enhancement,scale
normalization, minutiae extraction, and ngerprint alignment during comparison [34, 268].
Gradient-based methods are often applied, wherethe orientation eld is calculated by calculating
the gradient of the image intensity at eachpixel [262]. The gradient direction, perpendicular to
the ridge direction, provides an estimate of the local ridge orientation. Slit-based methods are
another option. Thesemethods utilize specially designed lters, or slits, to analyzethe local ridge
pattern and determine the dominant orientation. Gabor Iters, tuned to specic frequenciesand
orientations, are commonly usedfor this purpose.

Fingerprint imagesare typically acquiredat di erent resolutions, dependingon the sensorused.
To ensureinteroperability and compatibility with standard ngerprint databasesand comparison
algorithms, it is often necessaryto normalize the image resolution to a standard value, as for
example, speci ed in the FBI's Appendix F [61]. For systemswhich are not able to correct for
scalevariations, this implies scalingthe ngerprint image such that the ridge distanceis setto a
xed value.

The quality of pre-processinghas a direct and signi cant impact on the accuracyand reliability
of subsequent ngerprint analysis steps. Noise and artifacts in the image can be misinterpreted



24 2 Background

as genuine minutiae, leading to false detections. Poor contrast or inadequate noisereduction can
obscuregenuine minutiae, causingthem to be missedduring feature extraction. Errors in the
estimated orientation eld canlead to incorrect ngerprint classi cation, which interfere with
the comparisonprocess.

2.5 Fingerprint Feature Extraction

Fingerprint feature extraction is the step that transforms the information of the preprocessed
ngerprint imageinto a representation suitable for comparisonand recognition. While various
features can be extracted, this thesis primarily focuseson two key approaches: traditional
minutiae extraction and the more recent developmentof learned ngerprint representations,often
referred to as embeddings.

The processof minutiae extraction requires a preprocessedngerprint imagethat hasbeen
binarized, thinned, and enhancedto improve the clarity of the ridge structure [99, 157]. Then,
the so called crossingnumber is calculated. The crossingnumber is de ned as the number of
ridge transitions (changesfrom ridge to valley, or valley to ridge) along a small neighborhood
around a given pixel [106, 154].1t is calculated by summing the di erences betweenadjacent
pixel pairs in an eight-connectedneighborhood and dividing the result by two [157]. A pixel
on a ridge ending will have a crossingnumber of 1, while a pixel on a bifurcation will have a
crossingnumber of 3 [106, 157]. Pixels on continuous ridges have a crossingnumber of 2, and
are therefore not minutiae.

Despite preprocessingthe initial minutiae extraction often includes spurious minutiae caused
by noise, artifacts, or remaining imperfectionsin the image. Therefore, a post-processingstageis
typically usedto suppressthesefalse minutiae. This stage commonly employs a combination
of heuristics and rules basedon geometric and topological relationships betweenthe detected
minutiae. For instance, distance-basedrules dictate that minutiae located too closeto eachother
are likely to be spurious, representingthe samefeature detected multiple times [157]. Angle-
basedrules can identify and eliminate pairs of ridge endingsthat point in opposite directions
and are very close, as these likely represent a single broken ridge rather than two distinct
endings. Minutiae located near the boundary of the ngerprint region are often unreliable due to
incomplete ridge information and are therefore typically removed[71]. Furthermore, analyzing
the surrounding ridge structure provides valuable context for validating minutiae, since genuine
minutiae should be consistentwith the local ridge ow [287].

Once a reliable set of minutiae has beenextracted and re ned, eachminutia is representedby
its location (x, y coordinatesin the ngerprint image), its angle (the orientation or direction of
the ridge at that point, typically measuredin degreesor radians relative to a referenceaxis),
and its type (classi ed as either a ridge ending or a bifurcation) [157]. This (X, y, angle, type)
representation forms the basisfor many traditional ngerprint comparisonalgorithms.

Regardlessof the feature extraction method used,assessinghe quality of the extracted features
can improve the ngerprint comparison. Con dence measuresare often assignedto individual
minutiae, indicating the reliability of their detection. These con dence scorescan be basedon
factors such as local ridge clarity, contrast, and the degreeof agreementwith the estimated
orientation eld [71, 117].In addition to individual minutiae con dence, overall quality scores
are often computed for the entire set of extracted features. These scoresprovide an indication of
the overall reliability of the ngerprint representation [4].

While minutiae are the most widely usedfeatures, other ngerprint characteristics can also
provide useful information. Singular points, namely coresand deltas, are important global
features. Coresrepresentthe approximate center of the ngerprint pattern, while deltas are
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triangular regionswhere ridges from three di erent directions converge[17, 157]. Singular points
are valuable for ngerprint classi cation, alignment, and indexing. The ridge count, de ned as
the number of ridges betweentwo speci ¢ points (such as a core and delta, or two minutiae), is
another useful feature [157]. The local ridge frequency, which is the reciprocal of the average
inter-ridge distance, providesinformation about the density of the ridge pattern [99, 154]. Texture
features, derived from the gray-level distribution in the ngerprint image, often using techniques
like Gabor lter responsesgcan also capture discriminating information [107].

In recent years, a new, deep learning based ngerprint feature extraction approach was
introduced: learned ngerprint representations, or embeddings. Unlike manually designed
featureslike minutiae, theserepresentationsare automatically learned from data and converted
into a xed-sized vector space. The input to theselearning-basedmethods can vary, it may be
the raw or preprocessedngerprint image, the frequency spectrum of the image [87], or evena
set of extracted minutiae locations and orientations [32]. Deep learning architectures, such as
Convolutional Neural Networks (CNNs) [32], Autoencoders[186, 282],or Transformers [88], are
employedto learn hierarchical featuresfrom the input data. The output is typically a xed-length
vector, referredto asan embedding,which representsthe ngerprint in a high-dimensionalfeature
space[32, 284]. The goal is to create embeddingsthat are both compact, enabling e cient
storage and comparison, and discriminative, ensuringthat di erent ngerprints are mappedto
distinct regionsin the embeddingspace[32]. These xed-size embeddingsover advantagessuch
as fast encryption and e cient, privacy-preserving comparisonoperations [205].

2.6 Fingerprint Comparison

Fingerprint comparison, also frequently referred to as ngerprint recognition, is the processof
determining the degreeof similarity betweentwo ngerprint impressions. The goalis to assess
the likelihood that the two ngerprints originated from the same nger [157].

Fingerprint comparisonsystemsare broadly categorizedinto two main types: veri cation and
identi cation. Veri cation, alsoknown as 1:1 comparison,involves comparing a query ngerprint
against a single claimed identity’s ngerprint [157]. This is commonly usedin accesscontrol
applications, where a user claims an identity and provides their ngerprint to verify that claim.
Identi cation, or 1:N comparison,involves comparing a query ngerprint against a database of
ngerprints to nd the best match (or determine that no match exists) [157]. This is usedin
forensicinvestigations and large-scaleidenti cation systems,where the identity of the individual
providing the query ngerprint is unknown.

The dominant approachto ngerprint comparisonis minutiae-based comparison, which relies
on comparing the setsof minutiae extracted from the two ngerprints [106, 157]. This process
typically involves severalkey stages: alignment, pairing, scoring, and thresholding.

Alignment is the rst step, aiming to nd the optimal spatial transformation that brings the
two minutiae setsinto the best possiblecorrespondence.This transformation typically involves
translation (shifting the position) and rotation, and may sometimesinclude scaling[32, 106]. Two
main alignment strategiesexist: global and local. Global alignment seeksa single transformation
that appliesto the entire ngerprint [106]. This approach often leveragesglobal features such as
singular points (coresand deltas) [17] or the overall orientation eld [209]to guide the alignment
process.However, global alignment can be lesse ective when dealing with signi cant non-linear
distortion, which is commonin contact-based ngerprint imagesdue to the elasticity of the skin.
Local alignment, in contrast, attempts to mitigate the e ects of non-linear distortion by applying
multiple local transformations to di erent regionsof the ngerprint [20, 209]. This approach
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often utilizes local minutiae descriptors, which capture the characteristics of the ridge structure
in the immediate vicinity of eachminutia [70], or analyzeslocal ridge structures directly [97].

Oncethe minutiae setshave beenaligned, the next step is minutiae pairing, which involves
establishing correspondencebetweenminutiae in the two sets[157]. This is not a trivial task, as
oneor both ngerprint impressionsmay contain missing minutiae (due to poor image quality or
incomplete capture) or spurious minutiae (resulting from noiseor artifacts in the preprocessing
stages). Furthermore, the overlap betweenthe two ngerprints may be limited, especiallyin
partial ngerprint scenarios. Common methods for minutiae pairing include threshold-based
pairing, which establishescorrespondencedasedon distance and angle di erence thresholds
betweenminutiae [114], and relaxation methods, which iteratively re ne the pairing basedon
the consistencyof neighboring minutiae pairs [249].

After pairing, a similarity scoreis calculated to quantify the degreeof similarity betweenthe
two minutiae sets[157]. This scoretypically takesinto account severalfactors, including the
number of mated minutiae, the distancesbetweenpaired minutiae, the di erences in their angles,
the types of minutiae (ridge endingsor bifurcations), and the consistencyof ridge counts between
correspondingminutiae pairs [106, 113]. Scoring approachescan range from simple weighted
sums of thesefactors to more sophisticated statistical models.

Finally, athresholding stepis performed, where the calculated similarity scoreis comparedto a
prede ned threshold to make a match/non-match decision[157]. The selectionof this threshold is
part systemdesign,asit balancesthe false acceptancerate (FAR) the probability of incorrectly
declaring a match between ngerprints from dierent ngers and the falserejection rate (FRR)

the probability of incorrectly declaring a non-match between ngerprints from the same nger.

While minutiae-based comparison is the most prevalent approach, other methods exist.
Embedding-basedcomparisoninvolves comparing learned ngerprint representations(embed-
dings) using a distance metric to determine the likelihood of a match [32, 87]. Correlation-based
comparisondirectly compares ngerprint imagesusing correlation measuresassessinghe similar-
ity of pixel intensity patterns [19]. However, this approachis generally sensitiveto displacement
and rotation betweenthe ngerprint images. Image-basedcomparison utilizes image features,
such astexture characteristics or ridge frequency, without explicitly extracting minutiae [173].
Pattern-based or ridge-basedcomparisonleveragesthe entire ridge pattern, including Level 1
featureslike overall pattern type (arch, loop, whorl), for comparison[107].

The performanceof any ngerprint comparisonmethod is in uenced by severalfactors. Poor
image quality, characterizedby noise, low contrast, or blurring, signi cantly reducescomparison
accuracy [4]. Non-linear distortion, causedby the elastic deformation of the skin during contact-
basedacquisition, degradesperformance,particularly for methodsrelying on global alignment [20,
208]. Partial ngerprints, where only a portion of the complete ngerprint is available, presenta
challengedue to the limited overlap and reducednumber of comparablefeatures[113]. Latent
ngerprints, often encounteredin forensicinvestigations, are particularly challengingdue to their
typically poor quality, partial nature, and presenceof distortion and noise[110]. In the context
of identi cation (1:N comparison), the size of the referencedatabasealso plays a role. Larger
databasesinherently increasethe probability of false matches[54].

2.7 Computer Vision

Computer vision is a multidisciplinary eld focusedon enabling computers to extract and
interpret information from digital imagesand videos|[75, 195, 245].It draws on methods and
ideasfrom image processing,pattern recognition, machine learning, and arti cial intelligence
[238]. Applications of computer vision are wide-ranging and include object detection [290], image



2.7 Computer Vision 27

classi cation [125], sceneunderstanding [93], image restoration [254], medical imaging analysis
[140], autonomousdriving [26], robotics [231], and augmentedreality [7].

Digital imagesare typically representedas matrices of numerical values. Each value in the
matrix correspondsto a pixel location (x; y)and indicates either intensity (in grayscaleimages)
or color (in color images)[85, 175]. Grayscaleimagesassigna single value per pixel, usually in
the range 0 (black) to 255 (white) [85]. Color imagesuse multiple channels commonly red (R),
green(G), and blue (B)to representpixel color. This can be expressedas

L(x;y) = [R(Xy); G(X;y); B(X; Y)I; (2.1)

where (x; y) denotesthe pixel coordinates,and R, G, and B representthe respectivecolor channel
values.

Computer vision relies on basic image processingoperations as foundational tools for more
complex algorithms. These operations are generally divided into point operations and neighbor-
hood operations. Point operations modify each pixel independently of its neighbors[85, 175].
Common examplesinclude brightness adjustment (adding a constant to each pixel), contrast
enhancement(expanding the range of intensity values), and thresholding (converting an image
to binary by assigningpixel values basedon a set threshold) [85]. A generalform of a point
operation is

g(x;y) = TIf (x; y)I; (2.2)

wheref (x; y) is the input pixel value, g(Xx; y) is the output pixel value, and T is the transformation
function.

Neighborhood operations, or ltering, update a pixel's value basedon its surrounding pixels
[85, 175]. A common exampleis linear ltering, where a kernel (a small matrix of coe cients)
is convolved with the image [85]. The new pixel value is a weighted sum of neighboring values,
determined by the kernel

XX
g(x;y)=_ f(x iy ) h(j); (2.3)

where h(i; j) are the kernel coe cients, and m;n 2 N* determine the half-width and half-height

of the kernel, respectively. The kernel sizeis thus (2m +1) (2n+1). Dierent kernelsproduce
di erent e ects. Smoothing lters (e.g., Gaussianand mean lters) reducenoiseand blur the

image. Sharpening lters (e.g., Laplacian and unsharp masking) enhanceedgesand details [278].
Edge detection lters, suchasthe Sobel[236], Prewitt [188], and Canny [31] operators, highlight

boundariesbetweenregions. In addition to Itering, geometric transformations alter the spatial

layout of an image [85, 175]. Theseinclude scaling, rotation, translation, a ne transformations

(combinations of geometric modi cations), and perspectivetransformations (to simulate changes
in viewpoint) [92].

Building on basicimage processingtechniques, feature extraction focuseson identifying and
representingdistinctive elementswithin an image [148, 212]. The main goal is dimensionality
reduction: to representimage content in a more compact form while retaining information needed
for tasks like object recognition or imageretrieval. As discussedn Section 2.5, ngerprint analysis
often emphasizesminutiae extraction. In general computer vision, however, a broader range
of featuresis considered. Common examplesinclude edges,which indicate boundaries between
regionswith di erent intensities, corners,which mark points of rapid intensity change,and blobs,
which refer to areasthat dier from their surroundingsin intensity or texture [139]. Advanced
feature descriptors such as SIFT (Scale-Invariant Feature Transform) [148], SURF (Speeded-Up
Robust Features) [15], and ORB (Oriented FAST and Rotated BRIEF) [212] are designedto be
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robust to changesin scale,rotation, and lighting conditions. These methods usually involve two
stages: detecting keypoints and computing descriptors, which are vector representationsof the
local image region around eachkeypoint. While similar in structure to ngerprint embedding
techniques (Section 2.5), these general-purposemethods are not speci cally designedfor the
ridge-valley patterns of ngerprints.

A key task in computer vision is object detection and recognition, which involves both locating
objects in an image and identifying their categories[69, 260]. Early methods included template
comparison, where a referenceimage is slid acrossthe input image and a similarity scoreis
computed at eachlocation to nd matches[29]. Feature-basedmethods extract local features
(e.g., SIFT or HOG) and useclassi ers like Support Vector Machines (SVMs) [48] or Adaboost
[76] to identify objects basedon those features. Recent advancesrely on deeplearning and can
be divided into two main categories: two-stage and one-stagedetectors. Two-stage detectors,
such as Faster R-CNN [202], rst generatecandidate object regionsand then classify and re ne
them. One-stagedetectors, including YOLO (You Only Look Once) [200] and SSD (Single Shot
MultiBox Detector) [143], perform detection in a single passthrough the network, typically
o ering faster performanceat the cost of someaccuracy. Many of these methods use anchor
boxes, which are prede ned bounding boxesof di erent shapesand sizes,as initial estimates
for object positions [202]. The network then predicts adjustments to these boxesand assigns
con dence scores.More recently, anchor-freemethods have beenintroduced that predict object
locations directly without relying on prede ned anchors[254, 290],0 ering simpler designand
better adaptability. Non-maximum suppression(NMS) [171]is a common post-processingstep
usedto remove duplicate detections by keepingonly the highest-scoringbox for eachobject and
discarding overlapping boxes.

Image segmentationis another important task in computer vision. It involves dividing an image
into regionsthat correspondto objects or parts of objects [161]. Traditional methods include
thresholding, which assignspixel classesbasedon intensity values comparedto a threshold [180],
and clustering techniques, such as k-means[150], which group pixels by similarity in featureslike
intensity, color, or texture. While these methods are still useful, deeplearning approacheshave
becomedominant. Convolutional neural networks (CNNs) have achievedstrong performanceon
segmentationtasks [161, 206],thanks to their ability to model complex features and contextual
relationships within the image.

2.8 Deep Learning

Deeplearning is a sub eld of machine learning that usesarti cial neural networks with multiple
layers (hencedeep) to automatically learn hierarchical representationsfrom data [86, 129]. This
representation learning capability distinguishesdeeplearning from traditional machine learning
approaches,which often rely on manually engineeredfeatures. The motivation behind deep
learning comesfrom the limitations of hand-engineeredfeatures, which can be time-consuming
to design, suboptimal for complex tasks, and di cult to adapt to new data or domains. Deep
learning automates the feature extraction process,allowing the network to learn relevant features
directly from the input data [22]. The power of deeplearning lies in its ability to model complex,
non-linear relationships within large datasets, leading to signi cant advancementsin various
elds, including computer vision.

2.8.1 Articial Neural Networks

Arti cial Neural Networks (ANNs) form the foundation of deeplearning. The basic building
block of an ANN is the neuron (or perceptron) [207], which receivesmultiple inputs, performs a
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weighted sum, adds a bias term, and then applies an activation function to produce an output.

Mathematically, this can be representedas:
|

output = activation * (wi xj)+ b ; (2.4)
|

where x; are the inputs, w; are the correspondingweights, b is the bias, and activation is the
activation function. Dependingon the model architecture and also sometimesposition of the
neuron inside the network, the equation for the neuron can slightly change. For example, in
modern transformer architectures and also often in convolutional layers, the bias term is typically
left out. The reasonfor this is that the layers are mostly followed by a normalization layer, which
e ectively removesany bias term, and leaving the bias away reducesmodel overhead. Activation
functions introduce non-linearity into the network, enabling it to learn complex patterns that
cannot be modeledby linear functions alone. Common activation functions include the sigmoid
function, the hyperbolic tangent (tanh) function, and the Recti ed Linear Unit (ReLU) [167].
ReLU, de ned asf (x) = max(0; x), is particularly popular due to its simplicity, computational
e ciency, and ability to mitigate the vanishing gradient problem (discussedlater) [84]. Neurons
are organizedinto layers: an input layer that receivesthe initial data, one or more hidden layers
that perform intermediate computations, and an output layer that producesthe nal result. In
feedforward networks, the most commontype of ANN, information ows in one direction, from
the input layer through the hidden layers to the output layer, without any cyclesor feedback
connections[86].

2.8.2 Training

Training an ANN involves adjusting its weights and biasesto minimize the di erence between
its predictions and the ground truth labels. This is achievedthrough a processthat involves a
lossfunction, backpropagation, and an optimization algorithm. The lossfunction (also called a
cost function or objective function) quanti es the discrepancybetweenthe network’s output and
the desiredoutput (also called ground truth) for a given input [86]. The choice of lossfunction
is task-speci c. For example, mean squarederror is commonly usedfor regressiontasks, while
cross-entropyis often usedfor classi cation. Regularization terms are often addedto the loss
function to prevent over tting, where the model learns the training data too well and performs
poorly on unseendata. L1 (also called Lassoregression)and L2 (also called Ridge regression)
regularization, for example, add penalties basedon the magnitude of the network’s weights, thus
encouragingsmaller weights and simpler models[172].

Backpropagation is an algorithm for e ciently computing the gradient of the lossfunction with
respectto the network’s weights and biases[213]. It usesthe chain rule to derive the gradient of
the lossover eachmodel weight or bias. This gradient indicates the direction and magnitude in
which the weights and biasesshould be adjusted to reducethe loss. An optimization algorithm,
such as Gradient Descent(GD), Stochastic Gradient Descent(SGD) [204], or Adam [120], is
then usedto update the weights and biasesbasedon the computed gradient. These optimization
algorithms di er primarily in how they compute and apply gradients.

Gradient Descent(Equation 2.5) calculatesthe gradient over the entire training set, resulting
in a stable but potentially slow update. Stochastic Gradient Descent(Equation 2.6), on the other
hand, estimatesthe gradient using only a small random subsetof training samples(a mini-batch),
which allows faster and more frequent updates at the cost of added noise. A common extension
of SGD is the inclusion of momentum (Equation 2.7), which accumulatesa velocity vector to
smooth out updates and help the optimization processescapeshallow local minima.
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RMSProp (Equation 2.8) improves upon SGD by using a moving averageof squaredgradients
to normalize the learning rate for each parameter, e ectively damping oscillations in steep
directions. Adam (Equation 2.9) combinesmomentum and RMSProp by computing both the
rst moment (mean) and the secondmoment (uncentered variance) of the gradients, and applies
bias correctionsto these estimates, resulting in an adaptive and e cient optimizer.

Gradient Descent(GD): 41

t roL(); (2.5)
Stochastic Gradient Descent(SGD): 41 = ¢ r Lg(¢); (2.6)
SGD with Momentum: v = v 1+ r Lg(¢)
t+1 = t Vi, (2.7)
RMSProp: vi= v 1+(1  )(r Lg()?
r Le( ),

41 =t o (2.8)
Adam: mi= 1my 1+(1  Or Lg(y)
vi= vt 1+(1 2)(r Lg( 1))?
My Vi
My = ;o W=
t 1 il t 1 tz
t+1 =t pﬁ (2.9)

In theseequations, ; denotesthe model parameters (weights and biases)at iteration t, and
representsthe learning rate, a hyperparameter that controls the step size during optimization.
The function L refersto the loss,while r L is the gradient of the losswith respectto , computed
over the entire dataset or a mini-batch B. For SGD with momentum, v; is the accumulated
velocity vector and is the momentum coe cient. In RMSProp, v; tracks the exponentially
weighted moving averageof squaredgradients, with  controlling the exponential decay rate.
Adam extends this idea by introducing two separate moving averages: m¢, the rst moment
(mean) with decayrate 1, and v;, the secondmoment (variance) with decayrate 5. The
bias-correctedestimatesrh; and ¥; are usedto ensurestable parameter updates, and is a small
constant added to avoid division by zero.

Following the choice of optimization algorithm, normalization plays an important role in
stabilizing and accelerating ANN training. Feature scaling ensuresthat input features have
comparablevalue ranges,reducing the risk that featureswith larger magnitudes dominate the
learning process. Common approachesinclude min-max scaling and standardization (z-score
normalization). In addition to input normalization, Batch Normalization [105]is often applied
to the activations within each mini-batch during training. This reducesinternal covariate
shift changes in the distribution of layer inputs over time, helping to improve convergencespeed
and training stability. Layer Normalization [8] is a related method that normalizesacrossthe
features of individual training samplesrather than acrossthe batch dimension.

Training large and deepneural networks from scratch typically requiresaccesso extensive
datasetsand substantial computational resources.Collecting and labeling such datasetscan be
expensiveand time-consuming, and the computational demandsof training may limit practical use,
especiallyin resource-constrainedsettings. Two common strategiesto mitigate these challenges
are transfer learning and data augmentation.
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Transfer learning [181] makes use of models pre-trained on large-scaledatasets, such as
ImageNet [55], and adapts them to new but related tasks. Instead of training a model from
randomly initialized weights, training beginsfrom a pre-trained model that has already learned
a generalset of features. This approachis particularly useful when the target dataset is small.
The processof adapting the model to the new task is called ne-tuning. A common ne-tuning
strategy is to freezethe early layers of the pre-trained model those that typically extract
low-level features such as edgesor textures and only update the later layers that are more
task-speci c. This allows the model to retain useful generalrepresentationswhile adapting to
the new domain.

Even when using transfer learning, the quantity and variety of training data can signi cantly
e ect performance. Data augmentation [230] helps improve generalization by arti cially increas-
ing the size and diversity of the training dataset. This is done by applying label-preserving
transformations to existing samples. Typical transformations include geometric changessuch
as rotation, ipping, cropping, scaling, and translation, adjustments to color properties like
brightness, contrast, and saturation, and the addition of noise. These synthetic variations help
the model learn to be invariant to minor input changes,which reducesover tting and improves
performanceon unseendata.

Deep learning frameworks such as TensorFlow [1], PyTorch [184], and Keras [43] provide
built-in support for both transfer learning and data augmentation, making these techniques
accessibleand widely adopted in practice.

An often overlookedyet important factor in training neural networks is the initialization of
the model’s weights. Poor initialization can lead to vanishing or exploding gradients, which may
slow down or even prevent convergenceduring training. To addressthis, severalinitialization
strategies have been proposed, each designedto preservethe variance of the activations and
gradients acrosslayers.

For layers using sigmoid or tanh activation functions, the Xavier (or Glorot) initialization [84]
is commonly used. This method aims to maintain a consistent variance of activations between
layers by drawing weights from a distribution with variance

2

Var(w) = ——
Nin + Nout

where n;, and ngy; are the number of input and output units of the layer, respectively. Weights
are typically sampledeither from a normal distribution

2
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or from a uniform distribution
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For layers using ReLU or its variants (such as Leaky ReLU or PReLU), He initialization [96] (also
known as Kaiming initialization) is preferred. ReLU-basedactivations zero out negative values,
which a ects the variance of the outputs. He initialization compensatesfor this by drawing
weights from a distribution with variance

2
Var(w) = o

in
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Common implementations sample from

S S !
2

w N 0 — or w U i; i
Nin Nin Nin
dependingon whether a normal or uniform distribution is used.

For convolutional layers, the same initialization schemesare applied, with nj; and ngy
correspondingto the number of input and output channelsmultiplied by the kernel size.

For recurrent neural networks (RNNSs), weight initialization requires additional care due to
the recursive nature of their computation. Orthogonal initialization is often usedfor recurrent
weight matrices to help preservelong-term dependencieg224]. This method ensuresthat the
gradient norms remain stable over time by initializing weights with orthogonal matrices drawn
from a distribution that preservesthe spectral radius.

Biasesare typically initialized to zero, though in somecases(e.g., in LSTM networks), speci c
biases(such as the forget gate bias) are initialized to positive valuesto encouragegradient ow
in early training.

Proper weight initialization improves training speed,stability, and the nal performanceof
the network. Most modern deeplearning frameworks support theseinitialization strategies out
of the box, either as defaults or as con gurable options for eachlayer.

2.8.3 Convolutional Neural Networks

Convolutional Neural Networks (CNNs) are a widely usedarchitecture in deeplearning, particu-
larly e ective for processingdata with a grid-like topology, such asimages. The core component
of CNNs is the convolutional layer [129], which applies a set of learnable lters (also referred
to as kernels) to the input data. Each lter is a small matrix of weights that moves across
the spatial dimensionsof the input, performing an element-wisemultiplication followed by a
summation. This operation producesa single value in the output feature map at eachlocation
and is equivalent to the convolution operation de ned in Equation 2.3, where f(x, y) represents
the input image (or feature map), h(i, j) representsthe lter weights, and g(x, y) is the resulting
output feature map.
The discrete 2D convolution with bias b can be written as

Output (x;y) = X Input(x i,y ) Filter(i;j)+ b (2.10)
i
The stride determineshow far the Iter movesat eachstep. A stride of 1 resultsin a full coverage
of the input, while larger strides reducethe spatial resolution of the output. Padding controls the
spatial dimensionsof the output feature map. Zero-padding, the most common form, adds rows
and columns of zerosaround the input border to preserveinput dimensionswhen using stride 1.
Pooling layers typically follow convolutional layers and reducethe spatial dimensionsof feature
maps. This helpslower computational cost and introduces a degreeof translational invariance,
making the model lesssensitiveto small shifts in the input. Common pooling operations include
max pooling, which selectsthe maximum value within a local region (e.g.,a 2 2 window), and
averagepooling, which computesthe mean value over that region. By aggregatinginformation
from nearby activations, pooling helps retain the presenceof features even when their exact
location varies slightly. For example,a 2 2 max pooling layer with a stride of 2 reducesthe
height and width of the feature map by half, while alsoincreasingrobustnessto small translations
in the input.
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Fully connectedlayers are usually placed at the end of a CNN architecture. These layers
operate like those in standard feedforward neural networks, where eachunit is connectedto every
unit in the previous layer. They aggregateinformation extracted by precedinglayers and are
often usedfor classi cation or regressiontasks.

The nal output before classi cation is typically a set of logits, which are unnormalized scores
for eachclass. For multi-class classi cation, theselogits are passedthrough a softmax function
to obtain classprobabilities

. e’
P(y=dx)= Pg— (2.11)
k=1 €%
where z; is the logit for classc, C is the total number of classesand P (y = ¢jx) is the probability
of the input x belongingto classc. For binary or multi-label classi cation, a sigmoid function is

applied instead L
Piy=1x)= (&= 1,52

where (z) mapsthe logit z to a probability betweenO and 1.

CNN architecture has evolved through several notable developments. The Neocognitron
[77] introduced early conceptssuch as local receptive elds and hierarchical feature extraction.
LeNet-5 [129] applied convolutional and pooling layers to digit recognition and was one of the
rst CNNs trained with backpropagation. The succesf AlexNet [55] on the ImageNet challenge
highlighted the scalability of deep CNNs and introduced practices like ReLU activation, dropout,
and data augmentation.

Subsequentmodelsimproved upon AlexNet in various ways. ZFNet [280] adjusted lter sizes
and strides and o ered visualizations to understand learnedfeatures. VGGNet [234]demonstrated
the e ectiveness of deeperarchitectures with smaller Iters. GoogLeNet[244]introduced the
Inception module, which combined Iters of dierent sizesin parallel. ResNet [95] tackled
the vanishing gradient problem by introducing residual connections,which allow gradients to
propagate more e ectively through very deep networks. DenseNet[101] extended this idea with
denseconnectivity betweenlayersto encouragefeature reuse.

Recent architectures have focusedon improving computational e ciency. MobileNets [100,
222] use depthwise separableconvolutions to reducethe number of parametersand operations.
E cientNet [248]scalesnetwork width, depth, and resolution in a balancedway using a compound
scaling method. These architectures, while initially designedfor image classi cation, are widely
usedas backbonenetworks for a variety of vision tasks.

(2.12)

2.8.4 Specialized Architectures

While CNNs have achieved strong performancein image classi cation, they face limitations
in tasks that require precisespatial information or handling of objects at multiple scales. In
particular, the repeateddownsamplingin standard CNNs reducesspatial resolution, making it
dicult to localize object boundariesaccurately in tasks such as semantic segmentation[146].
Additionally, relying on featuresfrom a single resolution, typically from the deepestlayers, is
often insu cient for detecting objects of varying sizes[137]. Theselimitations have led to the
developmentof specializedarchitectures tailored to these challenges. Two widely used examples
are U-Net and Feature Pyramid Networks (FPNs).

The U-Net architecture [206] was introduced for biomedical image segmentation, where precise
pixel-level predictions are required and labeled data is often limited. Earlier encoder-decoder
architectures for segmentationwere able to extract high-level features but typically lost ne
spatial details due to downsampling. This lossmadeit dicult to segmentsmall or thin structures
accurately.
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U-Net addresseghis problem using a symmetric encoder-decoderesignwith skip connections.
The encoder,or contracting path, follows a standard CNN pattern of convolutional and pooling
layers that reduce spatial dimensionswhile capturing higher-level context. The decoder, or
expanding path, upsamplesthe feature maps using up-convolutions (also called transposed
convolutions) and combinesthem with correspondingfeature maps from the encoderthrough
skip connections. These skip connectionsconcatenateencoderfeature maps with the decoder’s,
allowing the network to retain and reusespatial detail that would otherwisebelost. This structure
improves both localization accuracy and gradient ow during training. The architecture’s layout
forms a U-shape, which givesthe model its name. Although originally developedfor medical
imaging, U-Net has beenwidely adopted for generalsemantic segmentationand related tasks.

Feature Pyramid Networks (FPNs) [137]wereproposedto improve object detection, particularly
for detecting objects at multiple scales.Standard CNNs extract increasingly abstract features at
eachlayer, but deeperlayers lack the spatial resolution neededfor small objects, while earlier
layers lack semantic richness.

FPNs build a multi-scale feature representation by combining featuresfrom di erent depths of
a CNN. The architecture consistsof three parts: a bottom-up pathway (the original backbone
CNN), a top-down pathway, and lateral connections. The bottom-up pathway generatesfeature
maps at progressivelycoarserspatial resolutions. The top-down pathway upsamplesthe deeper,
semantically rich feature maps. Lateral connectionsmergethesewith higher-resolution feature
maps from the bottom-up pathway using element-wiseaddition, typically after applyingal 1
convolution to match dimensions. This producesa set of feature maps at multiple resolutions,
each containing both semantic and spatial information. These maps are then usedfor detection
at di erent object scales.FPNs are now a standard componentin modern object detection and
instance segmentation systemsdue to their improved performanceon small and large objects
alike.



Chapter 3

Development of Contactless Fingerprint
Algorithms

3.1 Fingerprint Segmentation in Contactless Images

Capturing a ngerprint without physical contact o ers advantagesin convenienceand hygiene,
yet it comeswith a problem: preciselyidentifying the ngertip within the captured image. This
process,known as segmentation, involves digitally isolating the region of interest, the ngerprint
area, from what is often a complex background. Figure 3.1 showshow an ideal segmentation
algorithm would create an output mask 3.1b fora given, cropped single- nger input 3.1a. Note
that this is the simplest case,where the cropped nger is provided asinput.

The quality of this selection directly in uences the successof subsequentstages, such as
correcting the nger’s three-dimensionalposeand extracting features for comparison. Conse-
guently, without reliable segmentation, the system’sability to accurately identify an individual
is compromised.

This section rst introduces the speci ¢ di culties encounteredin ngertip segmentationin
contactlessscenarios,followed by a review of existing approaches. Next, we will describeour
proposedsegmentationalgorithms, explain the experimental setup and end with a discussion.

(a) Example input: (b) ldeal output: Precise
Cropped nger mask

Fig. 3.1: lllustration of the input and desired preciseoutput for single- nger segmentation.

3.1.1 Challenges of Contactless Fingerprint Segmentation

While contact-basedapproachesbene t from the nger being pressedagainst a platen, which
typically ensuresa relatively uniform background, contactlessacquisition captures imagesin
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unconstrained environments. This freedomresults in highly variable and often complex back-
grounds, potentially cluttered with arbitrary objects, diversetextures, or evenother parts of the
hand [116, 164, 165].The e ects of imprecise segmentationare substantial, as these inaccuracies
directly propagateto subsequentprocessesFor instance, errors in the segmentation mask lead
to a awed 3D nger model, which is the basisfor posecorrection, thereby undermining the
integrity of feature extraction and the ultimate comparisonperformance[217, 247].

Additionally, severalfactorsinherent to contactlessimaging further compoundthe segmentation
challenge. The freedomin nger presentation allows for wide variations in roll, pitch, and yaw.
Such diverse posescan lead to foreshortening, self-occlusion,and non-canonical views of the
ngertip, making it dicult to de ne a consistentand recognizableshapefor segmentation[215,
247]. Additionally, the visual appearanceof the skin itself introduces variability. Di erences
in pigmentation or the presenceof contaminants like dirt can alter pixel intensities within the
ngertip region, complicating the delineation of a stable and clear boundary [164]. The visibility
of the ngertip can also be compromised. It may be partially occluded by other ngers or
not fully captured within the image frame, and such missing information makesit di cult to
establish the true contour of the nger, again impacting segmentationaccuracy[190]. Moreover,
uncontrolled illumination conditions are a frequent issue. Uneven lighting, shadowscast by the
hand or external objects, and specularre ections (glare) from the skin can obscure ngerprint
details, create misleading false edges,or hide true boundaries, all of which can lead to signi cant
segmentation errors [116]. Lastly, inconsistenciesduring the image acquisition process,such
as subject movement or incorrect camerafocus, can result in out-of-focus imagesor motion
blur. Thesedegradationsreduce overall image quality, leading to blurred or indistinct ngertip
boundariesthat are inherently challengingto delineate with precision [190].

3.1.2 Related Work

In contact-based ngerprint acquisition, the nger is pressedagainst a sensorsurface. While
this provides a relatively controlled environment, segmentationis still necessary.One reasonis
to remove the noisy area at the borders of the image. Early, simple approachesoften relied on
pixel brightness thresholding techniques. For instance, Otsu’s method [180] calculatesa global
threshold basedon the image brightness histogram to separateforeground and background pixels
[189]. This works well when there’s a clear bimodal distribution in the histogram, asis sometimes
the casewith ngerprints, separating ngerprint and background [180]. However, variations
in pressure,skin conditions, or sensornoise can make global thresholding lesse ective. Other
traditional approachesinvolve analyzing local pixel features, like variance, mean, and coherence
[19, 52]. Thesefeatures can help distinguish the structured ridge-valley pattern of the ngerprint
from the more random background noise. Rules basedon combinations of those features can
then be establishedto segmentthe image [53].

Contactless systems, which capture images using camerasor other optical devices, o er
improved hygiene and usability [189], but su er from issuesthat contact-basedsystemsdo not
have, as describedin the previous section 3.1.1.

To addresstheseproblems, researchersexplored more sophisticatedimage processingtechniques.
One classof such methods are color-basedapproaches.Instead of operating directly on grayscale
images,these methods leveragethe color information presentin contactlessimages[116]. The
coreideais that skin exhibits a characteristic color signature, which can be usedto di erentiate
it from the background. A common strategy is to transform the image from the standard RGB
(Red, Green, Blue) color spaceto other color spaceslike HSV (Hue, Saturation, Value), TSL
(Tint, Saturation and Lightness) or others, where skin color tends to cluster more distinctly [116,
255]. For example, utilizing the TSL color space,a simple pre- ltering in the RGB image can be
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done. Areas which are too blue/green and too dark, too yellow, or too green/blue comparedto
other colors, are Itered. Afterwards the imageis transformed to the TSL color space. Then
a normalization is done to get a normalized ST color space. Using upper and lower bounds
onthe Sand T values, segmentationis performed [255]. Another method rst transforms the
imageto the HSV color space,and then usesa normalized histogram, calculated from a reference
region, to segmentthe image using back-projection [116]. Also an option is to usea Gaussian
mixture model background subtraction, which modelsthe background as a mixture of Gaussian
distributions and then subtracts it from the image [116]. While these approachescan improve
over simple thresholding, challengesrelated to consistent lighting and dynamic backgrounds
remain. Edge detection using methods like the Canny edgedetector [31] can also be considered,
aiming to nd the boundariesof the ngertip. However, noise sensitivity and incomplete edges
in low-quality imagesare their limitations. Region growing algorithms, starting from seedpoints
and expanding basedon pixel similarity, o er another approach. But their reliance on good seed
point selectionand sensitivity to image variations makesthem lessstable.

More and more, the eld has shifted towards machine learning, particularly deeplearning,
methods [164, 165, 190].Convolutional Neural Networks (CNNs) have proven e ective for image
segmentation due to their capacity to learn hierarchical features from data. Ronnebergeret
al. [206]introduced U-Net, originally designedfor biomedical image segmentation. Its encoder-
decoderstructure with skip connectionsallows for multi-scale feature fusion, leading to precise
segmentation. Several U-Net variants have been proposed, each with speci c improvements.
U-Net++ [289]introduces nested and denseskip connectionsfor enhancedfeature fusion, while
Squeeze-Unef21] aims at reduced computational cost and memory footprint. E cientUNet++
[232] utilizes the E cientNet architecture to balance accuracy and e ciency. These U-Net
variations have beenapplied to both single- nger segmentation[190, 215]and direct ngertip
segmentationfrom hand images[216]. U-Net hasalsobeenadaptedfor 3D ngerprint enhancement
[141].

Beyond U-Net, other powerful semantic segmentation modelslike DeepLab [40] and Mask
R-CNN [94] have also beenapplied to contactless ngerprint segmentation[116]. A key building
block of nearly all computer vision models has been convolution. A key variation of it is
atrous convolution (dilated convolution). Unlike standard convolution, atrous convolution inserts
spacesbetweenkernel values. This expandsthe receptive eld without increasingparameters
or computation. The dilation rate controls the spacing, allowing the network to capture larger
contextual information while preserving spatial resolution.

DeepLab, a semantic segmentation model, builds upon this. Early DeeplLab versionsused
atrous convolutions to enlargethe receptive eld. DeeplLabv2signi cantly advancedthis with
Atrous Spatial Pyramid Pooling (ASPP). ASPP usesparallel atrous convolutional layers, each
with a di erent dilation rate, on the sameinput. Image pooling is also incorporated, for the
global context. This captures multi-scale information. Thesefeatures are combined, creating a
representation for all object sizevariations. DeeplLabv2 also utilized deeperbackbonenetworks
(e.g., ResNet-101)and a fully connectedConditional Random Field (CRF) [124]for boundary
re nement, along changesof its learning rate policy.

While DeeplLab and DeepLabv2 focuseson semantic segmentation, instance segmentation,
which is identifying and delineating individual object instances,is addressedby the Mask R-CNN
family of models. The progressionstarts with R-CNN (Regionswith CNN features). R-CNN
rst usesa selectivesearchalgorithm to proposecandidate object regions. Each region is then
warped to a xed sizeand fed into a convolutional neural network (CNN) to extract features.
Finally, these features are usedfor classi cation and bounding box regression,leading to an
object detection output.
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Fast R-CNN improved upon R-CNN [83]. Instead of processingeachregion proposal separately,
Fast R-CNN appliesthe CNN to the entire image to produce a feature map. Then, for each
region proposal (still obtained using selectivesearch), a Region of Interest (Rol) Pooling layer
extracts a xed-size feature vector from the feature map. This vector is usedfor classi cation
and bounding box regression. This shared computation signi cantly speedsup the process.

Faster R-CNN further re ned this by replacing the slow selectivesearchwith a Region Proposal
Network (RPN) [202]. The RPN is a fully convolutional network that slidesover the feature map.
At eachposition, it predicts objectnessscoresand bounding box re nements for a set of anchor
boxes(prede ned bounding boxes). The secondstage,identical to Fast R-CNN’s Rol pooling,
classi cation, and bounding box regression,then processeshese RPN-generated proposals.

Mask R-CNN extends Faster R-CNN for instance segmentation[94]. It adds a mask branch,
a fully convolutional network that predicts a binary mask for each proposal, indicating pixel-
level object boundaries. Mask R-CNN also introduces RolAlign. Unlike RolPool (in Faster
R-CNN), which can causemisalignmentsdue to quantization, RolAlign usesbilinear interpolation,
preserving spatial accuracy and improving mask quality. Therefore Mask R-CNN detects objects
and createsa pixel-accurate mask for eachone.

The performance of these segmentationand detection modelsrelies on the backbonenetwork,
which is the core architecture responsiblefor extracting featuresfrom the input image. One of
the most in uential onesis ResNet (Residual Network) [95]. ResNetintroduced the concept of
residual connections(or skip connections). These connectionsallow the gradient to ow more
easily during training by adding the input of a block of layers to its output. This mitigates the
vanishing gradient problem, where gradients becomeextremely small asthey are backpropagated
through very deep networks, hindering learning [95]. This allowed for the training of deeper
networks.

As a next step, ResNeXt was developed[271]. ResNeXt introduces the concept of cardinality,
which refers to the number of independent paths (transformations) within a building block.
Instead of simply making the network deeperor wider, ResNeXt increasescardinality. Each path
within a block performs the sameoperations (sametopology), but on di erent subsetsof the
input channels. These parallel transformations are then aggregated. This split-transform-merge
strategy allows the network to learn a richer set of features without a substantial increasein
parameter count or computational complexity.

ResNeSt(Split-Attention Networks) further re nes this concept[281]. It incorporates split-
attention blocks. Within eachblock, the input is divided into groups (cardinality), and each
group is further split into subgroups(radix). Attention mechanismsare then applied within each
cardinal group, allowing the network to focuson di erent feature representationswithin each
group. The outputs of these attentive groups are then aggregated. This allows for a form of
channel-wiseattention that is sensitiveto di erent feature representations.

Another big architectural improvement camein the form of the Feature Pyramid Network
(FPN) [137]. FPNs addressthe challengeof multi-scale object detection and segmentationa bit
di erently than the U-Net. A standard CNN producesa hierarchy of feature maps, with deeper
layers representing higher-level semantic information but at lower spatial resolution. FPNs create
a pyramid of feature maps, combining high-level, semantically strong features with low-level,
high-resolution features. They do this using a top-down pathway and lateral connections. The
top-down pathway upsamplesthe coarser, semantically richer feature maps, and the lateral
connections merge them with the correspondingfeature maps from the bottom-up pathway
(the standard CNN feature extraction). This results in feature maps at multiple scales,all
with rich semanticinformation, enabling the detection and segmentation of objects at various
sizes. An example of the practical implementation is, for instance, TipSegNet, which leverages
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a ResNeXt-101backbonein combination with an FPN, demonstrating how these architectural
componentscan be combined for speci ¢ tasks.

Processingpipelineshave alsoevolved. Someapproachesusea cascadedstrategy, rst employing
object detection to locate ngers and then applying segmentationto those regionsindividually
[116, 217]. While this simpli es the segmentationtask, it dependson the initial detection
accuracy. In contrast, direct ngertip segmentationaims to segmentall ngertips directly from
the hand image [216], eliminating the detection step and potentially increasinge ciency. In
both casesmost approachespredict the segmentationmask. Priesnitz et al. in [190] however
employed DeepLabv3+ to predict landmark points and construct circular ngertip segmentation
masksbasedon the predicted hand features.

Evaluating segmentation performance, especiallyin scenarioslike ngerprint analysiswhere
the ngertip occupiesa relatively small image portion, requires metrics beyond simple pixel-wise
accuracy. Pixel-wise accuracy can be misleading due to signi cant classimbalance. The dominant
background can lead to high accuracy evenif the ngertip is entirely missed.

The Intersection over Union (loU), also known asthe Jaccard Index, addresseghis issue. loU
is calculated by dividing the area of intersection betweenthe predicted segmentationmask ¢ and
the ground truth masky by the area of their union. This can be visualized as

j$\ Vi _ Area of Overlap
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loU = (3.1)

loU valuesrangefrom 0to 1, with 1indicating perfect overlap betweenprediction and ground truth.
BecauseloU considersboth false positives and false negatives, it provides a balanced measureof
segmentationquality, placing emphasison accurately segmentingthe smaller foreground region
(the ngertip).

Severalloss functions are commonly employedin segmentation, eachwith its own strengths
and weaknesses.

One option is the Jaccard Loss, which is directly derived from the loU metric . It is calculated
as 1 - loU. A perfect overlap therefore correspondsto a Jaccard loss of 0. Becauseof its
closerelationship to loU, Jaccard Loss naturally aims to optimize for the desired segmentation
outcome. However, a potential drawback is that it can sometimeslead to unstable gradients
during training, particularly in the initial stages. This instability stemsfrom the fact that the
Jaccard index (and thus the Jaccard Loss) is not smoothly di erentiable when dealing with
discrete pixel classi cations (0 or 1). A small changein the predicted probabilities might not
changethe discrete segmentation mask, resulting in a zero gradient, or it might ip a pixel,
causinga large jump in the loss, hencethe instability. To mitigate this, a soft version of the
Jaccard Loss is often used[264]. Instead of calculating the intersection and union basedon
discrete segmentation masks,the Soft Jaccard Loss usesthe predicted probabilities directly. For
example, if py, representsthe predicted probability of a pixel i belongingto the foreground and
Vi representsthe ground truth (1 for foreground, O for background) of a given pixel i. The Soft
Jaccard Loss can be formulated as

"N a0+
Soft JaccardLoss=1 p N ! i1
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(3.2)

where is a small constant (e.g., 10 /) addedto both the numerator and denominator to ensure
numerical stability, preventing division by zero and N is the total number of pixels. This
formulation allows for gradients to ow smoothly even when predicted probabilities are not
exactly 0 or 1, leading to more stable training. The Soft Jaccard Loss approximates the discrete
Jaccard Loss but provides a smoother optimization landscape.
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Another common choiceis Cross-Entropy Loss, a standard loss function in classi cation tasks,
adaptable to pixel-wise segmentation. Cross-Entropy measuresthe dissimilarity betweenthe
predicted probability distribution for each pixel and its true label. For binary segmentation
(ngertip vs. background), Binary Cross-Entropy (BCE) is used,while Categorical Cross-Entropy
(CCE) is applied to multi-class problems

1 X
BCE= o (ilogpa)+ (1 ¥)log(l py)); (3-3)
i=1
X N ©
CCE = yi9log py (3.4)
c i=1

Note that cis the classindex for C classesand piﬂc) indicates the predicted probability of pixel

i belongingto classc, and yi{9 the ground truth label of pixel i belongingto classc. While
Cross-Entropy is generally well-behavedand stable during training, it can be dominated by the
majority class(background) in imbalanced scenarios,potentially leading to poor performanceon
the minority class( ngertip).

To addressthe classimbalance issue, Weighted Cross-Entropy Losscan be employed. This is a
modi cation of the standard cross-entropy, assigningdi erent weights to eachclass. By giving
a higher weight to the minority class( ngertip), the lossfunction is encouragedto pay more
attention to its correct classi cation. While e ective in mitigating classimbalance, Weighted
Cross-Entropy requires careful tuning of the classweights, which can be dataset-dependent.

Dice Losso ers another approach, related in conceptto loU. It is basedon the Dice coe cient,
which is calculated as 2 (Area of Overlap) / (Total number of pixels in both masks). The Dice
Lossis then de ned as 1 - Dice coe cient. Similar to loU, Dice Loss measuresthe overlap
between sets, making it naturally suited for segmentationtasks. It often demonstratesgood
performancein imbalanced situations. However, like Jaccard Loss, it can sometimesexhibit
unstable gradients, especiallywhen the foreground region is very small.

Focal Loss was speci cally designedto tackle classimbalance [138]. It modi es the cross-
entropy lossby introducing a modulating factor . This factor down-weights the contribution
of well-classi ed examples,e ectively focusingthe training processon hard examples those
that are misclassi ed or classi ed with low con dence. This focusedapproach makesFocal Loss
very e ective in handling classimbalance, and it often outperforms weighted cross-entropy. A
drawback is the introduction of a hyperparameter (the focusing parameter) that requirestuning.

x X
FL = 1 pY  vi®log py (3.5)

cC i=1
Tversky Lossgeneralizesboth Dice Lossand Jaccard Loss[221], as can be seenin the following

g\ i
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It introduces two parameters, and , to control the penalties assignedto False Positives and
False Negatives, respectively. This provides greater exibility in adjusting the balance between
precision and recall, according to the speci ¢ needsof the application. However, using Tversky
lossneedstuning the andthe parameters.

Sometimes,a combination of lossfunctions is used. Combining Dice Lossand Cross-Entropy
Loss, for example, can leveragethe strengths of both approaches. The choice of the most

Tversky =

(3.6)



3.1 Fingerprint Segmentationin ContactlessImages 41

appropriate metric and loss function dependson the speci cs of the dataset and the desired
balance betweencorrectly identifying the ngertip and minimizing false positives. In ngerprint
segmentation, where accurate delineation of the ngertip region is critical, metrics like loU and
lossessuch as Dice, Jaccard, or Focal Lossare frequently favored for their ability to addressclass
imbalance and emphasizeaccurate foreground segmentation.

3.1.3 Proposed Segmentation Algorithm

This thesis exploresthree distinct deep-learning-basedgsegmentationalgorithms, eachdesignedto
addressspeci c challengesin contactless ngerprint imageanalysis. Thesealgorithms progressively
build upon eachother, improving in capabilities and addressinglimitations found in previous
versions. We will progressfrom modelsrequiring pre-croppedsingle- nger imagesto a model
capable of segmentingall four ngertips directly from a hand image.

3.1.3.1 Custom U-Net Based Architecture

The rst model, introduced in our prior work, Improving Sensor Interoperability betweenCon-
tactless and Contact-Based Fingerprints using Pose Correction & Unwarping [217], representsa
custom U-Net-based architecture. This model was designedfor segmentingthe ngertip region
from a pre-cropped, single- nger image.

The architecture, depicted in Figure 3.2, is basedon the foundational U-Net design, known for
its e ectivenessin biomedical image segmentation[206]. A pre-trained MobileNet V2 servesas
the encoder[222], using transfer learning to extract low-level features. The decoderusesa series
of transposedconvolutional layers to upsamplethe feature maps, progressivelyreconstructing the
segmentationmask. Critically, instead of traditional residual connections,we concatenatethe
output of the previous layer with the input of the current layer, a designchoicethat enhances
feature propagation. Leaky RelLU activation functions are usedthroughout the decoder[272].
Batch normalization layers are incorporated to stabilize training and mitigate the vanishing
gradient problem [105]. The nal layer usesa sigmoid activation function to produce a binary
segmentation mask.

Softmax

Fig. 3.2: Architecture of the custom U-Net model for ngertip segmentation

3.1.3.2 FingerUNeSt++

Building upon the U-Net-based approach, we developedFingerUNeSt++, an enhancedarchi-
tecture that integrates elementsfrom both ResNeStand UNet++ [289]. This model, like its

predecessorpperateson pre-croppedsingle- nger images. Its architecture is depicted in Figure
3.3. The modelcombinesa ResNeSt-50dencoderwith a simplied UNet++-like decoder. ResNeSt
introduces split-attention blocks, enabling the network to focuson di erent feature subsetssimul-
taneously. This improves the model’'sability to capture diversefeature representations,important

for dealing with the variability presentin contactless ngerprint images. The ResNeSt-50d
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variant o ers a good balance betweenmodel depth and computational e ciency. The decoder
employsa simplied UNet++ structure. We utilize nearest-neighborupscaling, standard RelLU
activations (instead of Leaky ReLU), and omit dropout layers. Thesesimpli cations streamline
the architecture, reduce computational complexity, and improve training time, while retaining
the bene ts of the architecture. Following the UNet++ design, denseskip connectionsare used.
These connectionsfacilitate the fusion of multi-scale featuresby combining high-level semantic
information from the decoderwith low-level spatial information from the encoder.

Fig. 3.3: Architecture of the FingerUNeSt++ model for ngertip segmentation

3.1.3.3 TipSegNet

The third model, TipSegNet, introduced in TipSegNet: Fingertip Segmentationin Contactless
Fingerprint Imaging [216], representsa signi cant advancement. Unlike the previous models,
TipSegNet is designedto segmentall four ngertips (excluding the thumb) directly from a
whole-hand image, eliminating the needfor prior nger detection and cropping. TipSegNet
combinesa ResNeXt-101backbone[271] with a Feature Pyramid Network (FPN) decoder[137].
The ResNeXt-101 backbone provides feature extraction. ResNeXt introduces the concept of
cardinality, increasingthe model’s capacity by using groups of transformations. This allows for
the capture of a richer and more diverse set of features, essentialfor distinguishing ngertips

from complex backgrounds. The FPN decodergeneratesa multi-scale feature representation. It

constructs a pyramid of feature maps, where eachlevel representsthe image at a di erent scale.
This multi-scale approach ensuresthat the model can accurately segment ngertips regardlessof
their sizeor posewithin the hand image. Lateral connectionsbetweenthe encoderand decoder
combine high-resolution featuresfrom the encoderwith semantically strong featuresfrom the

decoder,further re ning the segmentation.

To validate the designchoicesof TipSegNet, two key ablation studieswere performed: First, the
backboneablation. The ResNeXt-101backbonewas comparedwith smaller ResNetarchitectures
(ResNet-34,ResNet-50,and ResNet-101)to assesshe impact of modelcomplexity on segmentation
performance. While all tested modelsachievedhigh accuracy (near 0.999) and mloU (around
0.98), the larger ResNeXt-101did provide a marginal improvement. This suggeststhat, for
this speci c task, performanceis approaching saturation, and the bene ts of increasedmodel
complexity are subtle. The study highlights the trade-o between computational cost and
performancegains, suggestingthat smaller models might be suitable for resource-constrained



3.1 Fingerprint Segmentationin ContactlessImages 43

Fig. 3.4: TipSegNet model architecture.

environments. Second,the data augmentation ablation. The impact of the extensive data

augmentation strategy was evaluated by training the model with: (a) full augmentation, (b)

minimal augmentation (reduced strength), and (c) no augmentation. The results showedthat

while the prediction quality metrics (accuracy, mloU) were very similar acrossall three scenarios,
the training lossdi ered signi cantly. The model trained without augmentation reachedthe

lowest training loss, indicating that it had learned the training data very well, potentially to

the point of over tting. The fully augmentedmodel had a higher training loss, suggestingthat

the augmentations made the task more challenging. This is a desirable outcome asit suggests
improved generalization ability to unseendata.

3.1.4 Experimental Evaluation and Results
3.1.4.1 Training Process

All three modelswere implemented and trained using the PyTorch 2 framework. A consistent
training methodology was employed, with somevariations in the optimization parameters. All
modelswere trained using the Jaccard Loss function, also known asthe Intersection over Union
(loV) loss. The Custom U-Net basedarchitecture from [217] and FingerUNeSt++ [215]usethe
Stochastic Gradient Descent (SGD) optimizer [204]. To enhancemodel generalizability, and
to mitigate over tting, an extensive data augmentation strategy was applied during training.
This strategy included a combination of geometric transformations and intensity adjustments:
resizing and cropping, horizontal ipping, random rotations, perspective changes,Gaussian
blur, solarization, posterization, and histogram equalization. These augmentations were applied
randomly and with varying probabilities, exposingthe model to a wide range of variations in
nger pose,image quality, and simulated lighting conditions.

3.1.4.2 Model Complexity Comparison

Table 3.1 providesa comparison of the three models, aswell as other SOTA models,in terms
of trainable parameters, oating-point operations (FLOPs) and application scope. The Input
column describesthe expected model input, which can be either a cropped nger (Cropped
Finger), resulting for a previous detection stage or the image of the whole hand, which removed
the necessityof an object detection step before the segmentation. The output (Output) column
describeswhether the model predicts two classesbackground and ngertip, or hasan individual
classfor each nger’'s ngertip. This meansthat the model can di erentiate betweenfor example
the index nger’s tip and the middle nger’s tip. The comparisonin this table showsmodel
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Model Parameters FLOPs Input Output
SqueezdJ-Net [217] 25 10° Cropped Finger Fingertip

E cientUNet++ [217] 6:3 10° Cropped Finger Fingertip
Custom U-Net [217] 1 10 Cropped Finger Fingertip
FingerUNeSt++ [215] 51 10° 5 102 Cropped Finger Fingertip
DeepLabV3+ [116,190] 6 10° 1 10  Whole Hand Fingertip
TipSegNet [216] 8 100 1 102 Whole Hand Labeled Fingertip

Tab. 3.1: Overview of model complexity for the segmentation architectures evaluated. This
table details the number of trainable parameters, Floating-Point Operations (FLOPSs),
input image type (Cropped Finger or Whole Hand), and output (Fingertip mask
or Labeled Fingertip mask). Comparisonsinclude models developedin this thesis
(Custom U-Net, FingerUNeSt++ , TipSegNet) and selectedState-of-the-Art (SOTA)
models.

complexity via their parameter counts and computational cost. It should be viewedin combination
with the model e cacy comparison,which will be presentedin section 3.1.4.4.

3.1.4.3 Dataset

In the paper Improving Sensor Interoperability betweenContactlessand Contact-Based Finger-
prints using Pose Correction & Unwarping [217],which evaluatesSqueezdJ-Net, E cientUNet++
and a Custom U-Net, we leveragedthe annotated dataset from [116] and extendedit with new
manual annotations basedon the dataset captured in the work of Weissenfeldet al. in [266].
The annotations were conducted partially on the hand level, meaningthe input image was the
whole hand, and partially on the ngertip level. From the hand basedannotations, we extracted
the ngertips. Similarly, in FingerUNeSt++: Improving Fingertip Segmentationin Contactless
Fingerprint Imaging using Deep Learning [220], we also work with cropped imagesof single
ngertips to t the application asa follow up step after the detection. The dataset contains 5,828
manually annotated images,of which 1457 imageswere usedfor validation and 1822imagesfor
testing. The split was done on the user level, meaning no user appearsin multiple sets(training,
validation or test set).

The TipSegNet: Fingertip Segmentationin ContactlessFingerprint Imaging paper [216]utilizes
a combination of the dataset annotated for the two papersabove and a substantial in-house
dataset. The in-housedataset comprisesof 2037labeledhand imagesrecordedusing a smartphone,
capturing hands against diverse background scenarios. This in-house dataset was combined with
220 manually annotated hand imagesfrom the dataset annotated in [217]. For training, 1788
imageswere used, with separatesetsof 224 imageseachfor testing and validation. Figure 3.5
provides an example of the training data used, along with added augmentations and annotations.

3.1.4.4 Model E cacy Comparison

Table 3.2 presentsa comparative analysis of various models’ performancein ngertip and nger
segmentationtasks, utilizing Mean Intersection over Union (mloU) asthe primary evaluation
metric, supplemented by accuracy where available. The table underscoresthe diversity of
approaches, ranging from classical image processingtechniques like Otsu thresholding and
Gaussian Mixture modelsto advanceddeep learning architectures such as E cientUNet++,

SqueezdJ-Net, custom U-Net variations, FingerUNeSt++, DeepLabV3+, Mask R-CNN, HRNet,
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Fig. 3.5: Example of training data of the TipSegNet model, with augmentations used during
the training.

Segnet,and TipSegNet. A critical aspectof this comparisonliesin the distinction betweenthe
input data format (cropped single nger versuswhole hand images) and the speci ¢ output
objectives (segmenting individual ngertips or entire ngers, with or without nger identity
labeling).

The modelsare broadly categorizedbasedon their input scope:those designedfor cropped
nger imagesand those processingwhole hand images. Furthermore, the output is di erentiated
betweena binary mask isolating the ngertip or nger, and a labeled mask that additionally
identi es the specic nger to which the segmentedregion belongs. Models developedwithin the
scopeof this thesis are denoted in italics.

Focusing initially on modelsdesignedfor cropped single- nger inputs, traditional methods like
Otsu’s thresholding [180] achieve a respectablebaselinemloU of 0.85. However, as illustrated in
Figure 3.6, the resulting masksoften su er from noise,incomplete coverage(particularly near
the nger base),and inaccuracieswithin the ngertip regionitself. Early deeplearning models
applied to this task, such as E cientUNet++ [217], showedvaried results, with this specic
implementation yielding a lower mloU (0.50) despite high accuracy, potentially indicating issues
with boundary precision. Other architectures like SqueezdJ-Net [217] and the Custom U-Net
[217] developedduring preliminary thesis work demonstrated signi cant improvements, reaching
mloU values of 0.86 and 0.91, respectively. Notably, the FingerUNeSt++ model [215], also
developedin this thesis, achievednear-perfect performancewith an mloU and Accuracy of 0.99.
The qualitative di erence is evident when comparing the noisy Otsu outputs (Figure 3.6) with
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Model mloU Accuracy Input Output

E cientUNet++ [217] 0.50 0.88 Cropped Finger Fingertip
Otsu [180] 0.85 0.85 Cropped Finger Fingertip
SqueezelJ-Net [217] 0.86 0.96 Cropped Finger Fingertip
Custom U-Net [217] 0.91 0.98 Cropped Finger Fingertip
FingerUNeSt++ [215] 0.99 0.99 Cropped Finger Fingertip
GaussianMixture [116] 0.31 - Whole Hand Finger
Color Histogram [116]  0.38 - Whole Hand Finger
Otsu [190] 0.92 - Whole Hand Finger
DeeplLabV3+ [190] 0.95 - Whole Hand Fingertip
Mask R-CNN [116] 0.96 - Whole Hand Fingertip
HRNet [116] 0.85 - Whole Hand Labeled Fingertip
Segnet[116] 0.90 - Whole Hand Labeled Fingertip
DeeplLabVv3+ [116] 0.93 - Whole Hand Labeled Fingertip
TipSegNet [216] 0.99 1.00 Whole Hand Labeled Fingertip

Tab. 3.2: Comparison of model e cacy acrossdi erent architectures and input types. The
mloU (Mean Intersection over Union) is the primary metric, with accuracy provided
where available. Models are sorted according to their mloU performanceinside each
group. Note the distinction betweenmodelsoperating on cropped single ngers and
those processingwhole-hand images, as well as the output of either a single mask
for each ngertip (Fingertip) or a labeled mask (Labeled Fingertip) that indicates to
which nger this ngertip belongsto. The modelswritten in italic were createdin
the context of this thesis.

the clean and precisemasksgeneratedby FingerUNeSt++ (Figure 3.7), which closely resemble
the ideal segmentationtarget shownin Figures 3.1a and 3.1b.

Transitioning to the more challengingtask of segmenting ngertips from whole-handimages,the
limitations of simpler methods becomemore apparent. GaussianMixture and Color Histogram
approaches[116] yield very low mloU scores(0.31 and 0.38), indicating their inadequacy for
reliably locating and segmenting nger regionsin complex backgrounds. While Otsu’s method,
potentially with specic pre-processingor application context [190], performs better (mloU
0.92), deeplearning models again demonstrate superior capabilities for producing unlabeled
ngertip masks. DeepLabV3+ [190] and Mask R-CNN [116] achievehigh mloU scoresof 0.95
and 0.96, respectively, showing their e ectivenessin identifying ngertip regionswithin the full
hand context.

The most complex task involves not only segmentingbut also correctly labeling each ngertip
(e.g., distinguishing the index nger mask from the middle nger mask). For this Labeled
Fingertip output category, severaldeeplearning architectures like HRNet, DeepLabV3+, and
Segnet[116] provide strong results, with mloU scoresranging from 0.85to 0.93. However, the
TipSegNet model [216], developedas part of this thesis, setsa new benchmark, achieving an
outstanding mloU of 0.99 and a perfect Accuracy of 1.00. Figure 3.8 visually con rms this high
performance,showing a random example from the test set, where TipSegNet accurately segments
and labels all visible ngertips, closely matching the ground truth. Despite this exceptional
performance, Figure 3.9 showsthat even state-of-the-art models can have minor imperfections or
struggle in particularly challenging caseshighlighting the complexities of image segmentation.
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Fig. 3.6: Qualitative results of Otsu’s thresholding method applied to cropped ngertip images.
The left imagein eachpair is the input, and the right is the generatedbinary mask.
Note the presenceof noise and incomplete segmentation, especially at the bottom
edges.

3.1.5 Discussion

The experimental evaluation presentedin the precedingsectionshighlights performanceof the
developedcontactless ngertip segmentationmodelswithin this thesis. Moving beyondtraditional
methods like Otsu thresholding, Gaussianmixture or color histograms, which struggle with the
inherent complexities of contactlessimaging (as con rmed in Table 3.2 and Figure 3.6), the
proposedarchitectures demonstrate substantial improvements in accuracy and generalizability.
The developmentof the segmentationalgorithms in this thesis followed a deliberate progres-
sion, addressingincreasingly complex challenges.The initial Custom U-Net (seeSection 3.1.3.1)
establisheda strong baselinefor single- nger segmentation. However, to push the performance
to near-perfect levels required for subsequentgeometric modeling, the more advanced Fin-
gerUNeSt++ architecture (seeSection 3.1.3.2)was developed,incorporating the feature-richness
of ResNeSt. Both of thesemodels, however, relied on a pre-cropped nger input. To createa truly
practical end-to-end system and removethis dependency,the nal and most advancedmodel,
TipSegNet (seeSection 3.1.3.3),was designed. Its ability to perform multi-class segmentation
directly from a whole-handimage representsa signi cant step towards a fully automated pipeline.

3.1.5.1 Architectural Progression and Performance

These contributions addressthe challengesoutlined in Section 3.1.1. The deeplearning models,
particularly FingerUNeSt++ and TipSegNet use hierarchical feature extraction capabilities
inherent in their backbones(ResNeSt-50dand ResNeXt-101,respectively). This enablesthem to
identify ngertip regionsevenin complex and variable backgrounds, which is the main limitation

for simpler thresholding or color-basedmethods[116]. The extensivedata augmentation strategies
employedduring training further enablethe modelsto generalizeacrossvariations in lighting,
skin tone, focus, and minor posedeviations, which are common pitfalls in contactlessacquisition
[116, 190].
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Fig. 3.7: Qualitative segmentationresults from the FingerUNeSt++ model on cropped ngertip
images. The left imagein eachpair is the input, and the right is the predicted binary
mask. The outputs are signi cantly cleanerand more accurate comparedto the Otsu
baseline(Figure 3.6).

Initial work of this thesis focusedon re ning segmentationfor pre-croppedsingle- nger inputs,
leading to FingerUNeSt++ [215]. By combining the feature richnessof ResNeStwith the dense
connectivity of UNet++, this model achievednear-perfectscores(0.99 mloU and Accuracy, Table
3.2), signi cantly outperforming both the baselineand earlier U-Net variants like the Custom
U-Net developedin [217] (Figure 3.7).

As a next step, we approachedthe challengeof direct multi- nger segmentationfrom whole-
hand images, resulting in TipSegNet [216]. This model eliminates the need for a cascaded
approach often seenin related work [116, 217]. The combination of a ResNeXt backboneand a
Feature Pyramid Network (FPN) proved highly e ective. The FPN decoderexplicitly addresses
scalevariations inherent in viewing multiple ngers at di erent distancesand poseswithin a
single hand image. TipSegNets state-of-the-art performance(0.99 mloU, 1.00 Accuracy) showed
that a multi-scale approach for complex sceneunderstanding can be highly performant, setting a
new benchmark for labeled ngertip segmentationfrom whole hands (Table 3.2 and Figure 3.8).

The ablation studies performed for TipSegNet provided valuable insights. While larger
backboneslike ResNeXt-1010 ered marginal gains over smaller ResNets,the near-saturation of
performancemetrics suggeststhat for this task and dataset, the complexity might be approaching
a point of diminishing returns. While SOTA performancewas achieved, more computationally
e cient backbonescould o er a practical alternative in resource-constrainedscenarios. Similarly,
the data augmentation study con rmed its importance for generalization, making the learning
task harder (higher training loss) but ultimately leadingto a more robust model lessprone to
over tting.

3.1.5.2 Implications and Limitations

Accurate segmentationis important for the reliability of entire contactless ngerprint recognition
systems. As demonstratedin [217], precise ngertip masksare critical inputs for downstream
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Fig. 3.8: Example of multi- nger segmentationand labeling by the TipSegNet model. From
left to right: Input whole-handimage, Ground Truth segmentation(colored labels),
Predicted segmentation (colored labels), and Background mask (class0). Subsequent
smaller imagesshow individual predicted masksfor each nger class. The prediction
closely matchesthe ground truth.
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Fig. 3.9: Examplesillustrating failure casesof the TipSegNet model. While overall performance
is high, slight deviations from the ground truth can occur in the predicted masks,
particularly around rare nger deformities or whenthe ngertips are largely covered
or outside the frame. The input imagesare blurred for this visualization for privacy
reasons.

tasks like pose correction and unwarping, which aim to bridge the gap between contactless
and contact-baseddomains for improved interoperability. The high- delity masks generated
by FingerUNeSt++ and TipSegNet provide a signi cantly more reliable foundation for these
subsequentsteps comparedto traditional methods or lessaccurate deeplearning models.
While achieving SOTA performance,the models, especially TipSegNet with its 800M param-
eters (Table 3.1), demand considerablecomputational resources. This could pose challenges
for deployment on low-power deviceslike smartphonesor embeddedsystems, where models
like SqueezeU-Net [217] might be preferred despite lower accuracy. Inference speed,while
adequateon high-end GPUs (Table 2 in [215]), needsconsideration for real-time applications
on edgedevices. Furthermore, despite extensive augmentation, generalizationto truly unseen
environments, extreme lighting conditions, or populations vastly di erent from the training
data may still presentchallenges.Even TipSegNet exhibits minor imperfections, particularly at
boundariesor in dicult cases(Figure 3.9), and its current implementation excludesthe thumb.



3.2 Fingerprint Core Localization 51

3.2 Fingerprint Core Localization

For this section of the thesis, we transition from the segmentation of the ngertip vs background
to nding a specic landmark point in the friction ridge pattern of the ngerprint. This landmark
point is called the core and the core’s location is frequently utilized in ngerprint analysis.
Applications include template alignment prior to comparison[158], classi cation of the ngerprint
pattern type [115], and serving as a referencepoint for estimating and correcting posevariations
in contactless ngerprint systems[217, 247].

The coreis commonly de ned either asthe point of maximum ridge curvature or the topmost
point of the innermost recurving ridge [158]. This section addressesa fundamental question: How
accurately can we detect ngerprint cores,and what are the inherent limitations of core-based
alignment systems?We tackle this through two complementary approaches: rst, developing
a high-performancedeeplearning detector to achieve state-of-the-art detection accuracy[217],
and second, conducting the rst large-scaleempirical analysis of core position variability to
understand the theoretical limits of any core-basedsystemthat assumecentrality of the core’s
location relative to the ngerprint pattern [220].

3.2.1 Challenges of Accurate Core Detection

Reliably locating the ngerprint core presentsseveralchallenges.General image quality degrada-
tion is a major factor. Sensornoise,low contrast betweenridges and valleys, smudging artifacts
(particularly in contact-based prints), or blur and lower resolution (common in contactless
captures) can signi cantly obscurethe ne ridge structures required for accurate core detection.

Contactless ngerprint imaging introduces additional complications unique to its capture
modality. Specularre ections from the skin surfacecan create bright spotsthat interfere with
pattern analysis. Unevenillumination acrossthe nger can lead to inconsistent contrast, making
ridge delineation di cult.  Furthermore, perspectivedistortions arising from variations in nger
pose(roll, pitch, yaw) relative to the sensorcan alter the apparent location and shapeof the
core region within the captured image.

Beyond image quality and capture artifacts, the de nition and even the existence of the
core itself introduce ambiguity. As mentioned, di erent de nitions basedon ridge curvature
[241] or the geometry of the innermost loop [9] (this is the de nition provided in the ISO/IEC
19794-1:2011)are employed. Critically, coresare de nitionally absentin certain ngerprint
patterns, such asthe arch type [5]. Other patterns, like whorls or double loops, can have two
distinct cores[5]. This requiresa clear strategy within any core-dependentalgorithm for handling
caseswith no core or multiple cores,perhapsby selectinga canonical core or using alternative
referencepoints.

The consequencesf inaccurate core detection can impact downstream ngerprint processing
tasks. Errors in core localization during the alignment stage lead to misregisteredtemplates,
resulting in reduced comparisonscoresand an increasein false rejections (missed matches). In
posecorrection frameworks that heavily rely on the core asa primary referencepoint [217, 247],
localization errors directly propagate into the geometric transformation calculations, potentially
leading to incorrect poseestimatesand hindering interoperability e orts.

3.2.2 Related Works

Traditional algorithms for ngerprint coredetection have primarily focusedon analyzing character-
istics of the ridge ow pattern. One category of methods analyzesthe ngerprint orientation eld,
identifying coresby detecting speci c rotational patterns using techniqueslike the Poincar@index
[17] or by applying complex ltering methods[118]. Another category focuseson ridge curvature,
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aiming to locate the core at points where curvature is maximal [241]. Other approachesattempt
to directly identify speci c ridge structures accordingto standard de nitions, such aslocating
the topmost point of the innermost recurving loop as speci ed in ISO/IEC 19794-1:20119]. It is
also common practice, particularly in commercial Automated Fingerprint Identi cation Systems
(AFIS) like the Innovatrics IDKit usedin our centrality analysis[220],to employ sophisticated,
often proprietary (black-box), methods for core detection. Thesetraditional methods often lack
generalization over di erent modalities, being sensitive to image noise, variations in quality, and
the ambiguities in core de nitions.

One researchdirection frames core detection as a keypoint regressionproblem, where a neural
network is trained to directly predict the (x, y) coordinates of the core [250]. An alternative
research strategy, adopted in this thesis [217] and detailed below, treats core detection as
a segmentation or heatmap prediction task. In this formulation, the network outputs a 2D
probability map where the intensity at eachpixel indicates the likelihood of the core’spresence.
This heatmap approach can better representand handle the uncertainty associatedwith the
core’spreciselocation in the caseof no or multiple cores. Architectures like the U-Net [206] have
proven particularly well-suited for such segmentation-basedocalization tasks [217].

While methods for detecting the core are relatively well-studied, the systematic analysis of
the core’s statistical distribution and its typical location relative to the overall nger shape
(its centrality) hasreceivedlimited attention. The work presentedin [220], discussedlater in
this section, provides, to our knowledge,the rst large-scaleempirical investigation into core
centrality acrosssubstantial datasetsof both rolled and plain ngerprint captures.

3.2.3 A Deep Learning Approach for Fingerprint Core Detection

Addressing the needfor core detection, this thesis developedand evaluated a U-Net baseddeep
learning model, leveraging the heatmap prediction approach also usedfor segmentationin [217].

3.2.3.1 Proposed Heatmap-Based Detection Algorithm

To implement the core detection, we utilized the samecustom U-Net-basedarchitecture previously
describedfor ngertip segmentation(Section 3.1.3.1, Figure 3.2). This architecture featuresa
MobileNetV2 [222] encoderbackbone combined with a U-Net decoderstructure incorporating
skip connections(via concatenation), batch normalization [105], and leaky ReLU activations
[272]. As mentioned, the core detection task was framed as a pixel-wise segmentation problem.
Instead of outputting coordinates,the model is trained to output a 2D probability map, often
called a heatmap. The intensity at eachpixel in this heatmap representsthe likelihood of the
core’'spresence.This approach provides a richer output than simple coordinatesand implicitly

encodesspatial uncertainty about the core’sexact position.

3.2.3.2 Annotation Strategy for Core Location Training

A key aspectof training this model is the annotation strategy for the ground truth heatmaps
(conceptually shownin Figure 3.10). Rather than labeling a single ground truth pixel for the
core location, we employed a target representation centeredon the core but spatially distributed.
Speci cally, the ground truth was renderedas a circular region with a radial probability fall-o,
following a 2D Gaussianpro le. This soft annotation approach was chosenfor severalreasons. It
provides a degreeof tolerance for ambiguities and minor inaccuraciesin annotating the exact
core location. It alsoyields smoother gradients during the backpropagation comparedto sparse
single-pixellabels, which can contribute to more stable and e ective model training. Furthermore,
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this probabilistic target better representsthe positional uncertainty often associatedwith the
core conceptitself.

The ground truth corelocations usedto center theseheatmap annotations were primarily based
on the ISO de nition (innermost loop’s topmost point) where applicable [217, 220]. Importantly,
for ngerprint pattern types lacking a true core, such as arches,a consistent landmark was still
neededfor potential usein subsequentposecorrection steps. Therefore, during dataset creation
for thesearch-type cases,a referencepoint visually placedin the center of the ngerprint pattern
was manually annotated to serveasthe target location for the heatmap [217, 220]. This ensures
the model learnsto predict a consistentreferencepoint evenin the absenceof a formally de ned
core. Of course,if the core detection model is designedto be usedfor classi cation of ngerprint
pattern types, this step should be left out.

(@) 0.1 (b) 10 3 (c) 10 5

Fig. 3.10: Conceptualillustration of annotated core position for di erent fall-o rates, similar
to Figure 3in [217]. (a) Fast fall-o (e.g., 0.1); (b) Medium fall-o (e.g.,10 3); (c)
Slow fall-o (e.g., 10 °).

3.2.3.3 Implementation and Training Details

The model bene ted from transfer learning, initializing the MobileNetV2 encoderwith weights
pre-trained on a large image dataset [222]. The network was trained using a binary cross-entropy
loss function, suitable for the probabilistic heatmap output (predicting the likelihood of the
core’spresencevs absenceat eachpixel). Optimization was performed using Stochastic Gradient
Descent (SGD) [204]. As implemented, this core detection model operates on pre-cropped
single- nger images, meaning it relies on an upstream process(like the segmentation model
describedin Section3.1) to rst detect and isolate the ngertip region from the broader image
context.

3.2.3.4 Performance Evaluation of the Core Detector

To assesghe e ectiveness of the developedcore detection model, a rigorous evaluation was
conducted [217]. A dedicated dataset was speci cally created for this purpose, using a subset of
the contactless ngerprint data collectedin [266]. Annotations involved a semi-automatic process:
initial core locations for the training set were generatedusing the Innovatrics IDKit commercial
comparisonalgorithm [103], followed by manual review and correction to improve accuracy. To
ensurethe highest quality ground truth for evaluation, the validation and test set annotations
were performed entirely manually. The dataset was carefully divided into user-disjoint training,
validation, and testing splits to prevent data leakageand allow for a realistic assessmenbf
generalization performance.

The primary metric for evaluating localization accuracy was the Average Euclidean Distance,
measuredin pixels, betweenthe predicted core location (derived from the maximum likelihood
pixel in the output heatmap) and the manually validated ground truth annotation. Additionally,
the averagenumber of distinct connectedregionsdetected in the heatmap output was monitored
to assessvhether the model was prone to producing spurious, non-core detections [217].
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(a) Cropped nger input (b) Prediction heatmap

(c) Cropped nger input (d) Prediction heatmap

Fig. 3.11: Exemplary core position predictions by the Custom U-Net model on imagesfrom the
test set.

The performanceof our custom U-Net architecture wasbenchmarkedagainsttwo contemporary,
e cient U-Net variants adapted for the same core detection task: SqueezeU-Net [21] and
E cientUNet++ [232]. Furthermore, an ablation study was performed speci cally on our custom
U-Net model to investigate the impact of the ground truth heatmap’s radial fall-o rate on
detection accuracy. This involved retraining and evaluating the model with three di erent fall-o
pro les, correspondingto rates of 0.1, 10 2, and 10 ° [217].

3.2.3.5 Results

Model | Avg. Distance [px] Inf. Speed]s]
Custom U-Net [217] 9.49 0.16
E cientUNet++ [232] 11.03 0.12
SqueezdJ-Net [21] 9.63 0.10

Tab. 3.3: Average pixel distance (Avg. Distance) and inferencespeed(Inf. Speed)is seconds
of the tested modelsrunning on a GTX 3090with afall-o rate of 10 °. For both
metrics, lower is better. The Custom U-Net is the model developedin the context of
this thesis.
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The quantitative evaluation results, presentedin detail in Table 3.3 andin publication [217,
Table 3], con rmed the e ectiveness of the proposedcustom U-Net architecture. It achievedthe
lowest averageEuclidean pixel distance error, measuring 9.49 pixels, outperforming both Squeeze
U-Net (9.63 pixels) and E cientUNet++  (11.03 pixels) on this task. This accuracywas attained
while maintaining competitive inferencespeedscomparedto the other models. Figure 3.11 shows
the modelsperformanceon a random example from the test set.

The ablation study focusingon the annotation fall-o rate provided a clear nding: the slowest
fall-o rate tested (10 ®), correspondingto the smoothestand broadesttarget heatmap, resulted
in the best detection accuracy (9.49 pixels vs. 23.46pixels for 10 3 and 38.47 pixels for 0:1).

The results suggeststhat providing a lesssharply localized, more distributed target signal
during training is bene cial for learning accurate core localization with this heatmap prediction
approach. Encouragingly, all tested modelsconsistently learnedto predict a single, connected
region correspondingto the core location, indicating they were not prone to generating spurious
detections.

3.2.4 Empirical Analysis of Fingerprint Core Centrality and Distribution

In addition to developinga detection model, the secondapproachinvolved a large-scaleempirical
investigation into the position and distribution of the ngerprint core within the nger area.
This analysis, detailed in Centrality of the Fingerprint Core Location [220], provides insights into
the properties of this landmark.

3.2.4.1 Datasets and Methodology for Centrality Analysis

This analysis utilized a larger and more diverse data collection than the detector evaluation. Six
datasetswere combined: the publicly available NIST Special DatabasesSD300a,SD302a,and
SD302b[73, 74],the Neurotechnology dataset, the PolyU contact-baseddataset [136], and the
in-house AIT dataset collectedin [266]. Someof the datasetsprovide a nger position description
for eachof the recorded ngerprints, which we denote in the FGP schemeintroduced by NIST
[168, p. 18], depicted in 3.4.

Finger | Right  Left
Thumb 1 6
Index 2 7
Middle 3 8
Ring 4 9
Little 5 10
Plain Thumb 11 12
Unknown 0 0

Tab. 3.4. FGP valuesmappedto nger names.

This aggregationof datasetsprovided a substantial number of samplesfor both rolled ngerprint
impressions(30,602samples)and plain (at) ngerprint impressions(9,568 samples),allowing
for comparisonsbetweenthese common capture types. Table 3.5 providesan overview of the
number of ngers presentin eachdataset.

The methodology involved severalprocessingstepsapplied to each ngerprint image. First,
the ngerprint region was segmentedfrom the background using NIST’s publicly available nfseg



56 3 Development of Contactless Fingerprint Algorithms

FGP | AIT  NIST 300a NIST 302a NIST 302b‘ +

1 1083 815 935 521 3354
2 875 801 981 542 3199
3 528 819 981 605 2933
4 523 832 984 632 2971
5 941 803 952 616 3312
6 1077 797 889 505 3268
7 512 806 963 575 2856
8 522 813 942 609 2886
9 525 816 993 630 2964
10 | 525 791 940 603 2859
+ 7111 8193 9560 5829 30602

(&) Number of rolled ngerprints.

FGP | NIST 300a NIST 302b Neurotechnology PolyU | +

0 0 0 840 2776 | 3616
1 0 226 0 0 226
2 704 228 0 0 932
3 662 255 0 0 917
4 768 270 0 0 1038
5 653 244 0 0 897
11 779 11 0 0 790
6 0 236 0 0 236
7 771 236 0 0 907
8 650 234 0 0 884
9 779 257 0 0 936
10 675 231 0 0 906
12 748 151 0 0 899
+ 7189 2579 840 2776 | 9568

(b) Number of plain ngerprints.

Tab. 3.5: Finger-wise overview of dataset statistics for rolled and plain ngerprints usedin the
empirical study.

tool, which alsorotates the segmented ngerprint to align its primary axis of symmetry with the
vertical axis. Second,the core point(s) were detected using the commercial Innovatrics IDKit
software [103]. If multiple coreswere detected, their mean position was used. Third, basedon the
segmented nger areaand the detected core position, severalmetrics were calculated to quantify
the core’slocation relative to the nger's geometric center. These metrics, formally de ned in
[220], are important for understanding core position variability:

Core Oset (Ogye Oore): This is the raw distance, in pixels, of the detected core point
from the geometric center of the cropped (segmented) ngerprint image. o, represents
the horizontal o set, and o, . representsthe vertical o set.

Relative Core O set (rojy e olore): TOo make comparisonsindependent of image sizeor
nger width/height, the raw o sets are normalized. The relative core o set is calculated
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by dividing the raw o set by the half-width (W¢ropped=2) or half-height (H ¢ropped=2) of the
cropped ngerprint image. For the horizontal component

Ofore — 2 Ofyre
Wer opped:2 Weropped

roéore = (37)

The calculation for roY,. is analogoususing the image height Hc opped. These relative
o sets range from -1 (core at the left/top edge)to +1 (core at the right/bottom edge),
with 0 indicating perfect geometric centering.

Bias (bore): This metric specically quanti es any systematic horizontal shift in the core’s
position, potentially introduced by procedural factors like rolling. It is calculated asthe
mean of the horizontal relative core o sets (rof,..) acrossall samplesfor a speci c nger

or group
1 R

beore(f ) = m ro)éore;i; (3.8)
i=1
wheref denotesthe specic nger position (e.g., right index), N¢ is the number of samples
for that nger, and i indexesthe samples. A non-zerobias suggestsa systematic tendency
for the coreto be o set horizontally.

Average Relative Oset (ARO, arog,.e;arolye): This measuresthe averagemagnitude
of the core’sdeviation from the geometric center, without correcting for any systematic
bias. It is calculated as the mean of the absolute values of the relative core o sets for a
given nger f,

1 f

ar gore(f ) = N jrdéore;ij (3.9)

fi=1
The calculation for aro,,. is analogous. ARO provides a measureof the overall expected
deviation from the centerin practical scenarioswhere bias might be present.

Corrected Average Relative Oset (CARO, caro,e): This metric measuresthe
averagemagnitude of the core’sdeviation after accounting for the systematic horizontal
bias (bore). It isolatesthe random or non-systematic component of the core’shorizontal
scatter around its mean (biased) position

1 X

carogoe(f) = N

jroéore;i bcore(f )J (3-10)
i=1

CARO helps understand the core’spositional variability independent of procedural biases.
(Note: A vertical bias correction was deemedunnecessaryas no signi cant systematic
vertical bias was found comparableto the horizontal rolling bias).

3.2.4.2 Key Findings from the Centrality Analysis

The analysisyielded several ndings regarding core location properties. A statistically signi cant
horizontal bias (byre) in core position was observedfor rolled ngerprints, ascan be seenin Table
3.6. Critically, the direction of this bias di ered systematically betweenleft-hand ngers compared
to right-hand ngers. This systematic left-right di erence, contrasted with the nding that such
consistent bias was largely absentin plain ngerprint impressions(Table 5 of [220]), strongly
suggestingthat the bias originated primarily from the mechanicsof the rolling procedureitself
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(likely related to nger rotation direction or pressureapplication) rather than from anatomical
asymmetry.

FGP  Bias[%] | FGP  Bias [%)]

2.90(4.10) 6 0.42(-0.78)
0.67(1.14) | 7  0.33(-0.17)
327(4.31) | 8 -1.11(-1.92)
5.17(5.33) 9  -3.62(-3.77)
5 489(5.67)| 10 -0.50(-0.78)
Tab. 3.6: Rolled ngerprint bias for averagedcore x-Positions. Values in parenthesisshow the
bias for core x-positions when multiple coresinside a given ngerprint are not averaged
over.

A WDN P

Furthermore, evenafter computationally correcting for this identi ed rolling bias, the analysis
revealedthat the ngerprint core doesnot, on average,reside precisely at the geometric center of
the segmented ngerprint area. The corrected averagerelative o set in the horizontal direction
(caro},.e) Was found to range between5.7% ( 5:2%) and 7.6% ( 6:9%) of the half- nger-width,
varying slightly dependingon the specic nger. This can be seenin Table 3.7. A signi cant
averagedeviation from the center was also consistently observedin the vertical direction (aro¥,,),
ranging from approximately 9% ( 6%) to 12%( 8%) of the half- nger-height for the rolled print
samplesanalyzed. This empirically quanti es the typical extent to which the coreis non-central.

FGP  CARO (ARO) [%] | FGP  CARO (ARO) [%]

6.7 56(74 59)| 6 72 62(7.7 6.4)
76 69(85 7.1)| 7 70 6.0(7.7 6.3
66 57(73 6.0)| 8 70 57(74 6.0)
57 52(6.6 56)| 9 63 55(6.9 5.8)
6.4 53(72 55)| 10 6.6 54(7.2 5.7)

Tab. 3.7: CARO (ARO) scoresfor rolled ngerprints

a b wN Pk

This procedureis often describedas the parametric bootstrap test in literature [81, 121, 242].

Investigating the statistical nature of this positional variability, standard tests for normality
(speci cally, the Anderson-Darling test) strongly rejected the hypothesis that core positions
follow a simple Normal (Gaussian) distribution, particularly for the dataset of rolled ngerprints.
To identify a better tting statistical model, further analysis using the Bayesian Information
Criterion (BIC) [227]and Monte Carlo Goodness-of-Fittests was conducted. The BIC combines
the complexity of a model with its performanceinto one scoreand we usedit to limit the search
spaceof possibledistributions. We started with a set of 110 distributions and selecteda set of
the 10 best matching distributions for each nger. For the next step, we usedthe Monte Carlo
Goodness-of-Fittest, which is also often describedas parametric bootstrap test in literature
[81, 121, 242]to give a nal ranking. Traditionally, goodness-of-t tests use pre-calculated
critical valuesbasedon xed signi cance levels. The GeneralizedMonte Carlo goodness-of- t
procedure however performs Monte Carlo trials adapted to their particular data and this works
as follows. First, the estimation of unknown parametersin the speci ed distribution family is
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conducted using maximum likelihood estimation. The estimated parameters de ne the null-
hypothesizeddistribution, representingthe distribution from which the data were assumedto be
sampledunder the null hypothesis. We calculate the Anderson-Darling statistic for the given
nger-wise rocore. Subsequently,numerous new samples,each comprising of the samenumber of
observationsas the original data, were drawn from the null-hypothesized distribution. For each
drawn sample, unknown parameterswere re-estimated, and the correspondingAnderson-Darling
statistic was calculated betweenthe sampleand its tted distribution. These computed statistic
values collectively formed the Monte Carlo null distribution, distinct from the aforementioned
null-hypothesized distribution. The p-value of the goodness-of- t test is determined as the
proportion of statistic valuesin the Monte Carlo null distribution that are as extreme asor more
extreme than the statistic value computed for the provided data. Speci cally, the p-value is
calculated as the ratio of the number of statistic valuesin the Monte Carlo null distribution
greater than or equal to the statistic value of the data plus oneto the total number of elements
in the Monte Carlo null distribution also plus one. [135]

This analysisindicated that the Non-Central Fischer (NCF) distribution provided the best
statistical t for describingthe core’s positional distribution in most of the scenariosexamined,
especiallyfor rolled ngerprints. The results for all ngers can be seenin Table 3.8.

- Plain Rolled
- X y X y
FGP | Dist. p[%] | Dist. p [%] | Dist. p [%] | Dist. p [%]
0 Dag 70 | NCF 78 - - - -
1 LNo 67 | NCF 20 Bur 11 | NCF 95
2 LNo 56 Bur 60 |NCF 32 |NCF 71
3 Bur 47 | NCF 80 | NCF 37 Bur 37
4 NCF 94 |NCF 55 |NCF 85 Bur 29
5 NCF 50 |NCF 73 |NCF 84 Bur 42
6 NCF 84 | NCF 44 | NCF 65 Bur 36
7 NCF 56 Bur 55 | NCF 73 |NCF 74
8 NCF 28 |NCF 54 |NCF 33 |NCF 30
9 NCF 67 Bur 31 |NCF 60 | NCF 78
10 Nor 75 | NCF 67 Bur 41 | NCF 61
11 | NCF 33 Bur 43 - - - -
12 Nor 72 | NCF 23 - - - -

Tab. 3.8: Best tting distributions - Non-Central Fischer (NCF), Dagum (Dag), Lognorm (LNo),
Burr (Bur), Norm (Nor)

Finally, the relationship between core position and standardized ngerprint image quality
was explored by calculating the Spearmanrank correlation between the relative core o sets
(roore: F0¥ore) and the NFIQ 2 quality score[246]. For rolled ngerprints, this revealeda weak but
statistically signi cant positive correlation (correlation coe cient  0.23) betweenthe vertical
coreo set (rok,e) and the NFIQ 2 score. This nding suggeststhat the NFIQ 2 metric exhibits a
slight preferencefor rolled prints where the coreis located lower down (further from the ngertip,
closerto the base)relative to the geometric center. In contrast, no consistent or statistically
signi cant correlation was found between the horizontal core o set (ro},.) and NFIQ 2 for
rolled prints. The correlations observedfor plain prints were generally weakerand often lacked
statistical signi cance, as depicted in Figure 3.12.
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Mean Core Offset Correlation with NFIQ 2
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Fig. 3.12: Correlations betweenthe Mean Core O set in X and Y direction and the NFIQ
2 scorefor rolled (blue) and plain (orange) ngerprint recordings, for each nger
position (seemarkersin legend).

3.2.5 Discussion

The deeplearning model developedfor core detection demonstrated high accuracy, achieving a
low averagelocalization error (9.49 pixels) [217]. The e ectiveness of framing the problem as
heatmap segmentation using a U-Net architecture, combined with a soft annotation strategy
(slow fall-o Gaussianheatmap), proved successfulin training a precisedetector.

Moreover, the core centrality analysis[220] provides context by investigating the nature of the
feature being detected. The key takeaway is that the ngerprint coreis demonstrably not located
precisely at the geometric center of the nger area, nor is its position perfectly xed. It deviates
systematically by approximately 6-8% horizontally (after bias correction) and 9-12% vertically
from the center. This empirical quanti cation challengesthe common simplifying assumption
of perfect core centrality often madein algorithms and establishesa baselinelevel of positional
variability that any systemrelying on the core must contend with.

The strong evidenceindicating that the horizontal bias observedin rolled prints is primarily
an artifact of the rolling procedureitself has signi cant implications for systeminteroperability.
Algorithms designedto process ngerprints from di erent modalities (rolled, plain, contactless)
may needto explicitly account for thesedistinct, modality-induced systematic o sets in core
position to achieveaccurate cross-comparisons.

Identifying the Non-Central Fischer (NCF) distribution asa more accurate statistical model for
core position movesbeyond simple assumptionsof normality. This nding can be directly applied
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to enhancethe realism of synthetic ngerprint generation by sampling core positions according
to this distribution, potentially leadingto more better training and testing data quality.

The nding that the NFIQ 2 quality metric showsa slight preferencefor lower-positioned cores
speci cally in rolled prints requires further research.It remains unclear whether this correlation
re ects genuine ngerprint quality characteristics often found in that region of rolled prints,
whether it representsa subtle characteristic or bias within the NFIQ 2 algorithm itself when
evaluating rolled captures or whether there is no causal reasonbehind the correlation. The
lack of a similar strong correlation for horizontal position suggestsNFIQ 2 is lesssensitive to
side-to-sidevariations within the typical range observed.

3.2.5.1 Impact on Research Questions

The ndings from the core detection developmentand centrality analysis directly inform several
key researchquestionsposedin this thesis:

RQ3 (How can core point detection in contactless images be improved to enable
better alignment with contact-based databases?): This work directly addressesRQ3 by
presenting a high-performance deeplearning heatmap prediction method for core detection [217].
The achievedlow localization error (9.49 pixels) demonstratesa signi cant improvement in core
detection capabilities. However, the centrality analysis[220]simultaneously revealsa fundamental
limitation: the target landmark (the core) itself exhibits positional variability (approx. 6-8%
horizontally and 9-12%vertically from the geometric center, even after bias correction). This
uncertainty in the core’strue location placesa practical upper bound on the alignment accuracy
achievablebasedsolely on detecting this single point, evenwith a perfect detector. Thus, while
core detection is improved, perfect alignment using only the core remains challenging due to the
core’snatural variance.

RQ2 (What techniques can e ectively correct pose variations in contactless nger-
prints to enhance comparison accuracy?): The empirical quanti cation of core deviation
and the identi cation of rolling-induced bias are highly relevant to RQ2. Any posecorrection
technique that relies on the core asa primary referencepoint must contend with its variability.
E ective techniqueswill needto be robust to this level of positional uncertainty (approx. 6-12%
of nger dimensions) or be augmented with additional, potentially more stable, landmarks.
Furthermore, the nding of a signi cant, modality-specic (rolling-induced) bias in core position
suggeststhat posecorrection frameworks aiming for interoperability acrosscapture methods
(rolled, plain, contactless) may require modality-dependent adjustments or calibrations to achieve
optimal performance.

RQ1 (How can segmentation of ngerprints from contactless hand images be made
more accurate and robust across dierent environments?): While this sectionfocuses
on core localization, its successs coupledto RQ1. The developedcore detection model [217]
operateson pre-cropped single- nger images, underscoringits reliance on accurate upstream
segmentation (as addressedby work related to RQ1, e.g., Section 3.1). High-quality segmentation
is therefore a critical enabler for precisecore detection, which in turn is foundational for e ective
posecorrection (RQ2).

RQ4 (What are the problems of established ngerprints quality assessment metrics
and what can be change to improve their performance on contactless ngerprint
images?): The core centrality analysis[220] provided an interesting insight related to RQ4 by
examining the correlation betweencore position and NFIQ 2 scores[246]. The observation of a
weak but signi cant positive correlation betweenvertical core o set (core lower on the nger)
and NFIQ 2 scoresfor rolled prints suggeststhat establishedquality metrics might have subtle
interactions with landmark positions or capture-induced characteristics. This showsthe needto
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understand how such metrics behaveacrossdi erent modalities and processingsteps, which is
important for developingor adapting quality assessmenspeci cally for contactless ngerprints.

RQ6 (Can we produce synthetic 3D ngers and how do they perform compared to
real ngers? What manufacturing techniques can be used?): The empirical nding that
the Non-Central Fischer (NCF) distribution accurately modelscore positional variability [220]
directly contributes to RQG6. This statistical model can be integrated into synthetic ngerprint
generation algorithms to create more realistic datasetswhere core points are not simplistically
centered but are distributed according to observednatural patterns. This enhancedrealism
in synthetic data is useful for training and testing various ngerprint processingalgorithms,
including core detectors and posecorrection methods.

3.2.5.2 Limitations

Certain limitations pertaining to these studies should be acknowledged. The core detection
model developedand evaluated in [217] currently requires a pre-cropped single- nger image
asinput, relying on an upstream detection or segmentation process. The large-scalecentrality
analysis[220], while leveraging large amounts of data, utilized a commercial software (IDKit) for
the initial core detection step. Although validation on manually checkedsubsetsshowedhigh
accuracy, the possibility of minor errors introduced by the automated detector in the full dataset
cannot be entirely excluded. Finally, aswith any empirical study, the speci ¢ characteristics (e.g.,
demographics,acquisition protocols) of the datasetsusedmight in uence the generalizability of
the centrality and distribution ndings.

3.2.5.3 Future Research Directions

The insights gained from this work suggestseveralavenuesfor future research. Developing end-to-
end deeplearning architectures capableof performing simultaneous nger detection, segmentation,
and core localization directly from full hand imageswould simplify preprocessingpipelines.
Integrating the validated Non-Central Fischer (NCF) distribution modelinto synthetic ngerprint
generation algorithms could produce datasetswith more realistic core position variability for
training and testing purposes. Conducting targeted studies analyzing core location stability and
distribution speci cally acrossdi erent types of contactlesssensorsand under various challenging
contactlesscapture conditions (e.g., varying distances,angles,motion blur during mobile capture)
is needed. Undertaking a deeperinvestigation into the observedcorrelation betweenNFIQ 2
quality scoresand vertical core position in rolled prints could clarify its origin and implications
for ngerprint quality assessmentnethodologies. Finally, given the demonstrated variability of
the core, exploring the potential of using additional, possibly more positionally stable, landmarks
within the ngerprint (such asfriction ridge creasesdelta points when present, or distinctive
minutiae con gurations) either in conjunction with or as alternatives to the core holds promise
for developing more accurate poseestimation techniques, especiallyimportant for contactless
ngerprint applications.

3.3 Pose Correction and Unwarping for Contactless Fingerprints

While contactless ngerprint capture o ers advantageslike hygiene[176] and avoids pressure
distortions commonin contact-basedmethods [237], it introduces signi cant geometric variations.
Fingers can be presentedto the sensorat various angles, and the natural curvature of the
ngertip leadsto a non- at representationin the 2D image. These geometric inconsistenciespose
challengesfor accurate ngerprint comparison, especiallywhen comparing contactlessimagesto
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Fig. 3.13: Visualization of the three di erent hand rotations.

the large existing databasesof contact-basedprints [193, 217]. To achievereliable interoperability,
thesevariations must be addressed.This section introduces algorithms developedto correct for
the nger's pose(orientation) relative to the sensorand to computationally atten (unwarp) the
ngerprint image, thereby reducing geometric di erences between capture methods.

3.3.1 Challenges of Pose Variations in Contactless Fingerprints

A primary challengein contactless ngerprint acquisition is the variability in nger presentation
pose[217, Section 1, 2.3]. Unlike contact-basedsystemswherethe nger is pressedonto a platen,
contactlessmethods allow the userto presenttheir nger with freedomin orientation. This
freedomresults in variations along three rotational axes:

Roll: Rotation of the nger around its own long axis, shownin Figure 3.13a.
Pitch: Up-or-down tilt of the ngertip relative to the sensor,shownin Figure 3.13b.
Yaw: Left-or-right tilt of the ngertip parallel to the sensor,shownin Figure 3.13c.

Thesevariations in roll, pitch, and yaw lead to perspectivechangesand therefore geometric
distortions in the captured 2D image when comparedto a standard frontal view [217, 247].

Such geometric distortions directly impact the performanceof ngerprint recognition systems.
Feature extraction algorithms may incorrectly estimate the location and orientation of minutiae
due to the distorted perspective[217, Section 1]. More critically, comparisonalgorithms struggle
to align ngerprints captured with di erent poses.Misalignment leadsto fewer correctly matched
minutiae pairs and consequently, lower comparison scores,increasing the likelihood of false
rejections (failing to match prints from the same nger) [136]. This problem is even more
challenging when attempting to compare contactless ngerprints against contact-baseddatabases
[193]. The inherent geometric di erences between a perspective contactless capture and a
potentially pressure-distorted contact-based capture are hinder system interoperability [217,
Section1]. Therefore, correcting theseposevariations is a necessarystep towards building reliable
contactlesssystemsthat can e ectively utilize existing ngerprint data [217, Section 1, 2.3].
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3.3.2 Related Works

Initial attempts to addressposevariations, particularly lateral rotation (roll), focusedon trans-
forming extracted features rather than the image itself. Tan and Kumar [247] proposedan
approach basedon modeling the nger asan ellipsoid. By estimating the lateral rotation angle
from the detected core point's position relative to the nger edges,they derived geometric trans-
formations to correct the locations and anglesof extracted minutiae points. While providing a
geometricframework, this method’s limitation liesin its application solelyto minutiae, preventing
further image-basedenhancementsafter correction [217, Section 2.3] or the use of texture-based
template comparisonapproaches.

Subsequentresearchshifted towards correcting the poseof the entire ngerprint image, allowing
for subsequentprocessingike unwarping. Daboueiet al. [50]introduced a deeplearning approach,
training a network to learn a robust thin-plate spline transformation that directly warped the
contactless ngerprint imageto correct for posedistortions. This learned approach demonstrated
e ectiveness but lacked an explicit underlying geometric model or a clear mathematical mapping
function relating the input poseto the output correction [217, Section 2.3].

The work detailed in this publication [217], upon which this part of the thesisis based,combines
geometric modeling and deeplearning. It utilizes deeplearning modelsfor prerequisite stepslike
ngertip segmentationand core point localization [217, Section 2.3.1, 2.3.2], which provide the
inputs ( nger contour and referencepoint) for the posecorrection calculations. The correction
itself employs classical geometric transformations applied to the entire image. It involves a
two-stage process: rst, correcting the in-plane horizontal rotation (yaw) basedon the nger’'s
axis derived from the segmentationmask, and second,correcting the out-of-plane lateral rotation
(roll) using the detected core point and the assumedelliptical cross-sectionmodel, similar to the
geometric foundation laid by Tan and Kumar [247] but applied to the image intensities [217,
Section 2.3.3].

Beyond correcting the overall nger orientation relative to the sensor,the inherent 3D curvature
of the ngertip surfaceneedsto be addressedto simulate a attened, contact-basedimpression.
This process,termed unwarping or unwrapping, aims to computationally atten the captured
ngerprint texture. Sllinger and Uhl [237] systematically investigated various parametric
unwarping models. Basedon simpli ed assumptionsof the nger's 3D shape,suchasa cylinder
or an ellipsoid, they developedcircular, elliptic, and bidirectional unwarping methods, where
bidirectionality implies unwarping of the curvature also along the longitudinal direction of the
ngertip, to transform the curved surfaceinto a 2D plane. Thesemethodsprovide computationally
e cient ways to reduce the geometric discrepancy causedby nger curvature. The pipeline
presentedin [217]incorporates these unwarping techniquesas a subsequentstep applied after
the proposedposecorrection, demonstrating that addressingposeand curvature sequentially can
signi cantly improve comparisonperformance[217, Section 2.4, 4.3].

The e ectiveness of many posecorrection and unwarping algorithms, particularly those relying
on geometric models like the one presentedhere [217], depend on the accuracy of preceding
steps. Fingertip segmentationis usedto de ne the nger's boundariesand derive its axis or
contour [217, Section 2.3.1, 5.1], often achievedusing deeplearning modelslike U-Net and its
variants [206, 215, 217].Seesection 3.1 formore details. Similarly, detection of landmarks like
the ngerprint coreis required when usedas a referencepoint for rotation estimation [217, 247,
Section 2.3.2, 3.2]. This topic is presentedin more details in 3.2. Therefore, advancementsin
segmentationand landmark detection directly benet the developmentof more accurate pose
correction and unwarping techniques.
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3.3.3 Proposed Pose Correction Algorithm

Our posecorrection approach aims to computationally rectify the three-dimensional orientation
of the captured ngertip, transforming the image to an approximate standard frontal view.
This aims to improve alignment for subsequenttemplate comparison[217, Section 2.3]. Unlike
methods that only adjust the coordinates of extracted minutiae points [247], our algorithm
operateson the entire ngerprint image intensity values. This transformation allows us to apply
further processingsteps, such as surfaceunwarping, to the pose-correctedmage [217, Section1.1,
2.3]. The processrelies fundamentally on accurate initial ngertip segmentationand core point
localization, and consistsof two main rotation correction stepsaddressingin-plane (horizontal)
and out-of-plane (lateral) rotations.

3.3.3.1 Horizontal Rotation Correction

The rst step correctsthe rotation within the image plane (yaw angle, or horizontal rotation).
This addressesngers presentedtilted left or right in the image frame. This step requiresan
accurate segmentation mask delineating the ngertip from the background. Instead of tting a
simple rectangular bounding box to the mask, which can be sensitive to noiseor irregular nger
shapes[189], we determine the nger’s central longitudinal axis di erently.

From the segmentationmask, we extract the boundary contour points. For eachhorizontal
row of pixels intersecting the mask, we identify the midpoint betweenthe leftmost and rightmost
contour points in that row. A linear function (representingthe nger’s central axis) is then tted
to these midpoints using least squares[217, Section 2.3.1]. The slopeof this tted line indicates
the nger’s orientation in the image plane. Let this slopecorrespondto an angle ;o). The entire
image is then rotated by ;o around the image center suchthat the nger's central axis aligns
vertically with the image axis [217, Section 2.3.1]. This method is lesssusceptibleto outliers or
minor imperfections in the segmentationboundary comparedto the standard rotated bounding
box technique.

3.3.3.2 Lateral Rotation Correction

The secondstep addresseghe out-of-plane rotation (roll, collectively termed lateral rotation).
This correction aims to transform the image asif the nger was viewed directly from the front,
without addressingthe distortions introduced from the pitch.

To mathematically model and correct for lateral rotation, we needan assumption about the
nger's 3D geometry. Following the approach presentedby Tan and Kumar [247], we model the
ngertip surfaceas a 3D shapewhosecross-sectiongperpendicular to its longitudinal axis are
ellipses[217, Section 2.3.3]. Let an ellipsein a frontal view cross-section(in a local y-z coordinate
system, wherey is width and z is depth) be parameterizedby angle as

y = acos() (3.11)
z = bsin( ); (3.12)

where a and b are the semi-major (half-width) and semi-minor (half-depth) axes,respectively.
Furthermore, basedon empirical observations and the work of Tan and Kumar, we assume
a constant ratio k betweenthe major and minor axes. In our practical implementation, this
major-to-minor axis ratio k = a=bis xed at 1.2 [217, Section 2.3.3], while we show in the
following derivation that the equations can be solvedwithout xing the axis ratio.
Using the ellipsoid model, we can de ne the e ect of a lateral rotation (roll by the view angle)
around an axis parallel to the nger’s length (approximated asrotation around the z-axisin
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the local y-z plane). According to Tan and Kumar [247, Eg. 2], the original coordinates(y; z)
are transformed into the observedcoordinates (y® z9 in the sensor’sview plane (after horizontal
rotation correction) as follows

y°= ycos() zsin( )= acos()cos( ) bsin( )sin( ); (3.13)
z°= ysin( )+ zcos( ) = acos()sin( )+ bsin( )cos( ) (3.14)
Here, yO representsthe observedhorizontal coordinate within the slice in the captured image,
while z%representsthe depth componentwhich is not directly observed. Tan and Kumar further

showed[247, Eq. 3, 4] that the expressionfor the observedcoordinate y° can be rewritten using
sum-to-product identities in the form of a phase-shiftedcosinewave

y°= ACos( + BY; (3.15)

wherethe observedamplitude A%and phaseshift B ®are functions of the original ellipse parameters
and the rotation angle

q
A= (acos())2+ (bsin( )2 (3.16)
0 bsin( ) _ 1
BY= arctan os() - arctan Etan( ) (3.17)

The observedamplitude A° correspondsto half the width of the projected ellipse visible in the
captured image slice. Also, the equation for the depth component, although not directly visible,
can be written as

7%= C%os( DY; (3.18)

where the amplitude C°of the theoretically observabledepth and phaseshift D° are functions of
again the original ellipse parametersand the rotation angle

q

c%= (asin( ))2+(bcos( ))?; (3.19)
0_ bcos( )

D" = arctan asin( ) (3.20)

The correction furthermore requires a stable referencepoint on the nger surface. We utilize the
ngerprint core, as describedin section 3.2 asthis reference[217, Section 2.3.2, 2.3.3, Figure 4].
The core’sposition relative to the nger edgesin the horizontally-rotated image provides the key
information to estimate the lateral viewing angle.

Let the horizontally rotated image be considered. For a given horizontal slice passingthrough
the core, let P|° and P2 be the coordinates of the left and right nger edges(derived from the
segmentationmask), and let P be the coordinate of the detected core. Note that the points PP
and P2 are not specialin any way in the transformed image, becausethey are no longer edge
points in this view.

The lateral rotation angle (de ned asthe negative viewing angle relative to the frontal view)
in uences the apparent position of the core betweenthe edgesdue to perspective projection of
the curved surface.
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Tan and Kumar [247]showedthat the lateral rotation angle can be related to the ratio of
distancesbetweenthe edgesand the core. Let the measureddistancesbe di; = ch0 Pﬂ( and
der = kPP P%. We de ne the ratio R as

— dic — P|q3<9.

a dCI’ - chDrO’

(3.21)

where we know that the edgepoints are at positions A°and A° of the observed,rotated ellipse.
Furthermore, we know that the coresitsat = - for the ellipsis in the non-rotated view. We
can calculate the core position in the observed,rotated ellipse by utilizing equation 3.15,leading
to

Yeore = 0; (3.22)
y% e = A%os( 5+ B9 (3.23)

The distancesd,c = kP? P% and dr = kP? PX canthen be expressedas

mC:AQ+A%qu§+B%; (3.24)
du:N’A%%(§+B% (3.25)
_ A% A%%os( 5+ B9
~ A% Af%os( 5+ B9
R = 1+1cos( 5+ B9
"1 1lcos( 5+ B9
1+ 1sin(B9Y
R= c— 3.26
1 1sin(B9 (3.26)

This ratio R can be directly measuredfrom the horizontally rotated image and the detected core
position. The relationship betweenR and the viewing angle , under the elliptical cross-section
assumption, is derived through the geometry of projecting the ellipse onto the image plane. If

B representsthe phaseanglein the projected ellipse description, which is related to  via the

ellipse parametersa and basB°= arctan(g tan( )) (assumingstandard ellipse parameterization

context), we substitute this into Equation 3.26. By substituting the expressionfor B?into 3.26,
we get a direct relationship betweenthe measurableratio R and the desiredangle

1+sin arctan 2tan( )
R= (3.27)
1 sin arctan 2tan( )

We now wish to solve Equation 3.27 for the angle
Let S = sin arctan gtan( ) . The equation becomes

1+S

R=1" 42 (3.28)
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AssumingR 6 1 (which is guaranteedasR is a ratio of distances,henceR  0), we can solve
for S

RL S)=1+S
R RS=1+S
R 1=S+RS
R 1=S(l+R)
R 1

S =
R+1

(3.29)

Now, let's expressS directly in terms of tan( ). Let u = arctan gtan( ) . By de nition,
tan(u) = gtan( ),andu 2 ( =2; =2). We want to nd S = sin(u). We use the identity
sin?(u) + cog(u) = 1. Dividing by co(u) (assuming cogu) 6 0, which is true for u 2
( =2 =2)

tan?(u) +1 = seé(u) = co§1(u)
_ _ 1
=) cos(u) = Tran)

1 _ tan?(u)
1+tan2(u) 1+tan?(u)

=) sinf(u)=1 cof(u)=1

Taking the squareroot, sin(u) = ptan) _ sinceu 2 ( =2, =2), sin(u) and tan(u) have

1+tan 2(u)
the samesign. Therefore, we must take the positive root

tan(u)

sin(u) = g—=——
1+ tan 2(u)
Substitute tan(u) = 2tan( )

S Stan( )

b 2
1+ Jtan( )
b
stan( )
\1b2—
1+ Ztan?( )

Stan( )

aZ+ k2 tan?( )
a2

btan( ) ,
= p2——— (Assuminga6 0)

a2+ 2 tan?( )

jaj
btan( ) _ IE]
e R .
a a2+ Ptan?( )
_ Sgn@) btan( )

T A+ 2 tan?( )

(3.30)
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Here, sgn(@) = jaj=ais the sign function. We assumea;b6 O.
Equating the two expressionsfor S (Equations 3.29 and 3.30)

R 1 sgn(@) btan( )
R .. e (3.31)
R+1 a2+ tan?( )

To solvefor tan( ), we squareboth sides. Note that squaring introduces extraneoussolutions,

which we must considerlater.
0 1,
R 1 2: @,S9n@) btan( ) ,

R+1 Ta+ k? tan?( )
(R 1)* _ (sgn(@)®b*tan®( )
(R+1)2 a2+ Ptan?( )
(R 1) PPtan?( )
(R+1)2 a2+ RPtan?( )

(since (sgn(a))? = 1 for a6 0)

Let T = tan?( ). Assumeb6 OandR 0. If R = 0, the LHS is 1, requiring S = 1, which
impliesy = =2, meaninggtan( )y!' 1 . The denominator below (4t’R) becomeszero, so

we assumeR > 0.
(R 1)@+ BPT) = (R+1)%KT
a’(R 1%+ KPT(R 1)%= b2T§1R +1)2
a’(R 1)?=KT (R+1)? (R 1) _
a’(R 1)°= T h(R2+2R+1) (R? 2R+1)|
a’(R 1)°= KPT[4R]

2 2
a2y - (R D)
T=tan“( )= T
Taking the squareroot s
_ @R 12 jajR 1]
tan( ) = 4PR 2 R

Sincea representsthe major axis and b the minor axis of the elliptical nger model, we know
that they are positive.
a(R_ 1)
tan = — 3.32
O R 332
In orderto gure out which sign is correct, we must check against the equation before squaring
(Equation 3.31).
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Casel: tan( ) = %b%). Substitute into the RHS of Equation 3.31

sgn(@) b %}%
2 aR, 1) 2
a?+ P Sbw

sgn(a) a(R 1)=(2p R)

Pa?(R_1)2
a2+ >on 0
sgn@a(R 1)=2" R)

(R 1)2
a? 1+

RHS =

sgn(@)a(R 1)=(2p R)
" 4R+R2 2R+1

sgn(@) a(R 1):(2p R)

. RZ42R+1
1a Tp
sgn@a(R 1)=2" R)

G———
jaj BB ,
sgn@a(R 1)=2" R)
jaiiR +1j=(2" R)
_sgn@aR 1) : . -
= Tia(R+1) (SinceR> 0O;R+1 > 0;jR+1j=R+1)
_jaR 1) o
= @R+1) (Since sgn@a = jaj)
R 1
R+1

IET

This matchesthe LHS of Equation 3.31. So,tan( ) = %EP%) is a valid solution.
Case2: tanq( y= R D - a0 R) gypstituting this into the RHS of Equation 3.31: The

2b R 2b R
denominator a2+ k?tan?( ) remainsthe samebecausetan?( ) is unchanged.

sgn@b a%@%)
g ==
a2+ Ptan?( )

sgn(@) a(1 R)ﬁzpﬁ)
ja(R+1)=2" R)
_ sgn@a(l R)

© jai(R+1)

_ja@ R)

jai(R+1)

1 R

R+1
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This only matchesthe LHS B if L8 = B which implies1 R =R 1, or 2= 2R, meaning
R = 1. If R = 1, both formulas give tan( ) = 0, indicating that we observedno rotation because
the coreis found at the center.

The structure of the original equationR = (1+ S)=(1 S) hasa symmetry, which is the reason

we found two solutions. If we replaceR with 1=R, we get

1+ 80
FR= 10
which solvesto
1=R 1
0_—
S°= 1=R+1
1 R
T 1+R
= S

So,if (R; ) is a solution pair leadingto S, then (1=R; 9 is a solution pair leadingto S°= S.
We have sin(arctan(gtan( 9) = sin(arctan(gtan( ))). Sincesin( u) = sin(u) and arctan
mapsto (  =2; =2), this implies

arctan(ztan( 9) =
arctan(Ztan( ) =

arctan( g tan( ))

Taking tan of both sidesgivesgtan( 9 = gtan( ), sotan( 9 = tan( ). Therefore, the
solution correspondingto 1=R has the negative tangent of the solution correspondingto R.
a(l B)

The rst solution form tan( ) = PR solvesthe equation for 1=R. The secondsolution form

tan( ) = %;b%) solvesthe equation for R.

Thus, the two solutions found arise naturally from this symmetry. Depending on whether
the measuredratio is R or 1=R (which might dependon labeling conventions), one of the two
formulas applies. Both can be presentedas potential solutions stemming from the equation
structure.

The solutions for  are then given by

R
= arctan %9% +n  (Correspondsto 1=R case,or tan( 9) (3.33)
and AR a
= arctan ﬁ + n (Correspondsto R case,or tan( )) (3.34)

for any integer n. The arctan function returns the principal value in (  =2; =2). The addition
of n accountsfor the periodicity of the tangent function. Note howeverthat for our usecaseof
calculating the lateral rotation angle basedon the core o set, it doesnot make senseto consider
anglesoutside the rangeof (  =2; =2), therefore, n can be setto zero.

Once is estimated, we usethe elliptical model again to transform the pixel intensities to the
frontal view. For eachpixel (x%y9 in the observedimage, we calculate its corresponding3D
coordinateson the ellipsoid basedon the calculated lateral rotation angle . We then apply the
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(d) PoseCorrected Image

Fig. 3.14: E ect of posecorrection on two examplerecordings. Index nger in 3.14a and 3.14b
and middle nger in 3.14c and 3.14d.

inverse rotation by to nd the corresponding3D point on the rotated ellipsoid model, which
correspondsto an axesparallel ellipsoid. The parametersof the ellipsoid at eachslice (major axis
a, minor axis b= a=1:2) are determined using the width of the nger contour in the observed
image at that slice. We then project the rotated 3D point back onto the original sensorplane to
nd the target pixel coordinates(x;y) in the input (horizontally-rotated) image. The intensity
value at (x;y) (using interpolation if necessary)are setto be the sourcepixel’'s (x%y9 value.
This processe ectively unrotates the nger surfacetexture onto the frontal plane [217, Section
2.3.3]. Regionsof the target frontal view that correspondto parts of the ellipsoid invisible in
the original rotated view (occluded surfaces)are lled with a background value. The result is a
pose-correctedimage, aligned as if captured from a direct frontal viewpoint (exemplary shown in
Figure 3.14), ready for the subsequentunwarping step.
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3.3.4 Proposed Unwarping Algorithm

Even after correcting the overall orientation of the nger using the posecorrection algorithm
describedpreviously (Section 3.3.3),the resulting image still representsan perspectiveprojection
of the inherently curved ngertip surface,becauseit wastaken by a camerawith a nite focus
length. To further improve interoperability between contactlesscapturesand attened contact-
basedimpressions,a subsequentunwarping step is required [217, Section 2.4]. This step aims to
computationally atten the ngerprint texture, simulating an orthographic projection of the 3D
ngerprint.

In our work presentedin [217], we integrated and evaluated several parametric unwarping
algorithms, originally proposedand detailed by S llinger and Uhl in their publication Optimizing
contactlessto contact-based ngerprint comparison using simple parametric warping models [237].
These algorithms operate by assuminga simplied 3D model of the nger’'s shapeand then
mathematically mapping the captured texture onto a at 2D plane.

The speci ¢ methods explored, following the work of S llinger and Uhl [237], include:

Circular Unwarping: This approach modelsthe nger asa cylinder, leadingto a circular
cross-section. The captured image texture is then projected onto the unfolded surface
of this cylinder. As investigated in [217, Section 2.4], two variants of this method were
considered:one using a xed cylinder radius determined from the overall image width, and
another employing an adaptive radius. The adaptive approach usesthe ngertip contour
derived from the segmentation mask (obtained as describedin Section 3.3.3.1)to estimate
the nger width, and thus the cylinder radius, locally for eachpart of the nger.

Elliptic Unwarping: Recognizingthat a simple cylinder might not capture the nger’s
shape,this method assumesan elliptical cross-section,consistentwith the model usedin
the lateral posecorrection step (Section 3.3.3.2). The texture is then unwarped from the
surface of this assumedellipsoid [237].

Bidirectional Unwarping: This method aimsto better account for the rounded ngertip.
As describedby S llinger and Uhl [237], it combinestwo circular unwarping operations:
one along the main nger axis and another perpendicular to it [217, Section 2.4].

These unwarping algorithms, developedby S llinger and Uhl [237], were applied as a post-
processingstep after our proposedposecorrection within the pipeline evaluated in [217, Section
4.3]. The goalwasto assessheir combinede ect on reducing geometricdistortions and improving
the interoperability between contactlessand contact-based ngerprint templates. The visual
impact of applying these di erent unwarping techniquesto a contactless ngerprint image is
illustrated in Figure 5 of the paper[217, Figure 5].

3.3.5 Experimental Evaluation and Results

To assesghe e cacy of the proposedposecorrection and unwarping pipeline, we focusedon its
impact on contactlessto contact-based ngerprint comparisonperformance[217]. The overall
processingpipeline, consisting of the live preprocessingsteps and the postprocessingsteps
including posecorrection and unwarping evaluated in this section, is illustrated in Figure 3.15.

3.3.5.1 Dataset and Demographics

The evaluation utilized a dataset comprising both contactlessand contact-based ngerprint
recordings obtained from a law enforcementagency’soperational data [217, Section 3.2.3]. Due



74 3 Development of Contactless Fingerprint Algorithms

Fig. 3.15: The preprocessingand postprocessingpipeline evaluated. The input is the raw
grayscaleimage from the contactlesssensor. Live preprocessingruns in real-time
and involves detecting ngertips, enhancingthe croppedimages,and scoring their
sharpness.The results are saved. Postprocessing performed later, involves segmenting
the nger contour, locating the nger’'s core, using theseto perform horizontal and
lateral rotation corrections, and nally unwarping the pose-correctedimage before
template comparison. Adapted from Figure 1 in [217].

to time and computational constraints, a representative random subsetof 78 participants from
the larger dataset collected in [266] was selectedfor this evaluation, encompassinga total of
37,162contactless ngerprint images[217, Section 1.1, 3.2.3].

Contactlessimageswere captured using the sensorprototype detailed in [217, Section 2.1].
Contact-based counterparts consistedof rolled ngerprint imagesacquired using a commercially
available Idemia TP 5300scannerat a resolution of 1000DPI [217, Section 3.2.3]. Before analysis,
the dataset underwent a cleaning processto correct nger identi cation errors introduced during
acquisition, involving the correction of mappings for 102 nger instancesand the exclusion of 25
individual ngers wherea de nitive assignmentbetweencontactlessand contact-basedrecordings
could not be established[217, Section 3.2.6].

The participants had diverse demographics,with genderand origin information not available
for only three individuals. Of the remaining 75 participants, 42 were identi ed as male and
33 as female. Geographic origin was varied: Asia was the most representedcontinent with
50 participants (24 male, 26 female) from eight di erent countries (predominantly Syria (36),
Afghanistan (5), and China (3)). Africa was representedby 10 participants (all male) from nine
countries (primarily Somalia (4) and Nigeria (2)). Europe contributed 5 participants (all male)
from ve countries (including Ukraine (3) and T rkiye (2)) [217, Section 3.2.4, Figure 7]. The
ageand country of origin distributions for these 75 participants are visualized in Figure 3.16.

A quality analysisusing the NIST Fingerprint Image Quality 2 (NFIQ 2) metric [246] was
performed on both the contact-basedand the preprocessedcontactlessimages(after live pre-
processingincluding enhancement[116] but before posecorrection/unwarping). It is important
to rememberthat NFIQ 2 was designedand trained speci cally for contact-based,plain ( at)
ngerprint images[246], whereasin this analysis, it was applied to contact-basedrolled impres-
sionsand contactlessimages. Therefore, the application of NFIQ 2 here falls outside its intended
scope. Given the mismatch betweenthe NFIQ 2 designand the image types analyzed, these
quality scoresshould be consideredonly as a rough indication of potential sample utility, rather
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Fig. 3.16: Age and country of origin distribution, separatedby gender,for the 75 participants
(out of 78 total) with available demographicinformation usedin the contactlessto
contact-basedtemplate comparisondataset. Adapted from Figure 7 in [217].

than a direct measure. Furthermore, asnoted in [189], NFIQ 2 scoresare not directly indicative
of comparison performance (which can be measuredby EER or similar metrics), but predict the
sample utility.

The results, detailed in 3.9, showedthat the contact-basedrolled prints (Idemia TP 5300)had a
higher averageNFIQ 2 score(50.0 18.9) comparedto the contactlessimages(32.3 13.5). The
contact-basedimagesalso exhibited a wider scorerange ([2, 93]) and larger interquartile range
(IQR [37, 63]) comparedto the contactlessimages(range [0, 91], IQR [22, 42]). When compared
to scoresfrom publicly available contact-baseddatasets reported in [189], the contact-based
portion of this dataset demonstrated relatively high quality (50 18vs. e.g., MCYT dp: 38 15,
FVCO06: 36 9), while the contactlessscoreswere comparatively low (32 14) [217, Section 3.2.5].
It is important to note that NFIQ 2 calculation failed for 3,464 contactlessimages, primarily due
to the recognized ngerprint areabeingtoo small [217, Section 3.2.5].

3.3.5.2 Evaluation Methodology

The primary metric usedto evaluate the impact of the proposedpipeline was the Equal Error
Rate (EER). EER representsthe point where the False AcceptanceRate (FAR) equalsthe False
Rejection Rate (FRR) and is a standard measurefor biometric system performance,with lower
valuesindicating better accuracy[217, Section 1.1, 3.1].

For each nger of eachparticipant in a recording session,the top ve sharpestcontactless
ngerprint imageswere selectedbasedon the sharpnessscorecalculated during the live prepro-
cessingstage (Section 2.2 in [217]). Templates were generatedfor these ve selectedcontactless
imagesand for all available contact-basedrolled print templates using the commercial IDKit
software from Innovatrics [103]. Each of the ve contactlesstemplates wasthen comparedagainst
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Recording Mode | All | Thumb Index Middle Ring Little
Contact-based 500 189 | 554 134 546 182 506 165 460 188 435 233
[Min; M ax] [2;93] [13;92] [10; 93] [3;85] [3;93] [2;90]
[0p:25; Qo:75] [37,63] [48; 63] [42,67] [39;62] [34,60] [25;62]
[90:10; Go:90] [24;74] [39;72] [28; 76] [31;,73] [21;70] [12;75]
Contactless 323 135|388 101 317 135 357 128 309 132 236 125
[Min; M ax] [0;91] [0; 82] [0; 80] [0;81] [0; 86] [0;91]
[90:25; Qo:75] [22; 42] [33; 46] [22; 41] [26; 45] [20; 41] [14; 32]
[90:10; Go:90] [14; 49] [25; 51] [14; 50] [18;52] [14; 48] [8;40]

Tab. 3.9: Mean NIFQ 2 scoreswith standard deviation for the contact-basedrecordingscollected
using the Idemia TP 5300sensoras well asthe contactlessrecordings after the pre-
processingstage. Taken from [217] and extend to show more extensive metrics like
minimum and maximum ([M in; M ax]) and di erent quartile ranges([Gstar t; Gend])-

all contact-basedtemplates of the corresponding nger from the sameparticipant (generating
genuine scores)and against templates from the other participants (generating imposter scores).
This approach accountsfor variations in recording quality by focusingon the sharpestimages
and reducesthe total number of comparisonsneededcomparedto using all captured images[217,
Section 3.1].

To assesghe variability of the EER results, a random subsamplingstrategy was employed. For
eachEER calculation, 80% of the genuine scoresand 80% of the imposter scoreswere randomly
selected. This subsamplingand EER calculation processwas repeated 100 times. The nal
reported EER values representthe mean and standard deviation acrossthese 100 repetitions
[217, Section 3.1, 4.3].

3.3.5.3 Comparison Performance Results (EER)

The experimental results, detailed in [217, Table 5] and shownin Table 3.10, demonstrate the
impact of the di erent processingstepson the contactless-to-contact-basedcomparison EER.
The baseline performance, using only the standard preprocessingpipeline (including Kauba
et al. enhancement[116]) without any subsequentpose correction or unwarping, yielded an
overall mean EER of 1.57 0.11% acrossall ngers (Row B). Applying only the proposedpose
correction algorithm (Section 3.3.3)resulted in a slight increasein the overall EER to 1.61
0.10%. However, examining individual ngers revealedimprovements for the Thumb and Ring
ngers, o set by degradationsfor others, indicating a nger-speci c impact (Row PC). Applying
only the unwarping methods (introduced by [237]) without prior posecorrection showedthat
Elliptic unwarping (El) provided the largest averageEER reduction comparedto the baseline,
achieving an overall EER of 1.35 0.10 %, representinga 14.0%relative improvement (Row EI).
The core evaluation involved combining posecorrection with the various unwarping techniques.
When applied after posecorrection, Bidirectional unwarping (Bi) yielded the largest average
improvement over the pose-correction-onlyresult, reachingan EER of 1.47 0.08% (a 6.4%
relative improvement comparedto posecorrection only) (Row PC+Bi). Elliptic unwarping after
posecorrection (PC+EIl) achieveda similar overall EER of 1.48 0.11% (Row PC+EIl). The
results in 3.10 showedthat the optimal enhancementstrategy (including whether to apply pose
correction and which unwarping method to use) varied signi cantly dependingon the specic
nger. By selectingthe best performing combination for each nger individually basedon the
lowest EER in Table 5, a nger-wise combined enhancementpipeline was constructed. This
involved:
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Enhancement | All [%] | Thumb [%] Index [%] Middle [%] Ring [%)] Little [%]
B 1.57 011 2:38 0:58 1:12 0:13 1:28 0:21 0.85 0.23 2:97 0:33
CF 1:46 0:08 0.47 0.02 1:39 0:14 0:89 0:20 1:12 0:19 3:04 0:34
CA 3:30 0:19 1:51 0:20 1:69 0:57 2:28 0:35 0.85 0.50 8:67 0:84
El 1.35 0.10 0:82 0:22 094 0.16 0.66 0.15 0:98 0:15 3143 0:34
Bi 1:37 0:10 1:52 0:22 1:33 0:31 1.00 0.18 1:31 0:17 1.77 0.15
PC 1:61 0:10 0.78 0.40 2:03 0:39 1:68 0:37 0:94 0:22 2:04 021
PC + CF 1:62 0:08 0.68 0.05 2:00 0:19 0:80 0:19 1:45 0:21 2:15 0:13
PC + CA 2:27 0:14 0.52 0.06 3:02 019 0.63 0.10 2:16 0:28 312 014
PC + El 1:48 0:11 | 0.41 0.16 1:45 0:26 0:89 0:22 1:.06 0:16 2:60 0:15
PC + Bi 1:47 0:08 0.57 0.16 1:76 0:29 0:79 0:10 1:96 0:18 1:98 0:20

Tab. 3.10: Equal error rates (EERS) given in percentagesfor contactlessto contact-based
template comparison. Depicted are mean and standard deviation of EERs for 100
random sub-samplescontaining 80% of the template comparisonscores. The baseline
was calculated for the enhancedimagesatfter the pre-processingpipeline without
any further post-processingsteps. Results for the Posecorrection (PC) run were
calculated by applying posecorrection as a post-processingstep to the results of the
baseline(B). For the next runs, additional unwarping wasadded: Circular unwarping
with xed nger width (CF), circular unwarping with an adaptive nger width (CA),
elliptic unwarping with a xed nger width (El) and nally bidirectional unwarping
with a xed nger width (Bi). Bold entries highlight the best scorefor this column
and italicized entries the best scorefor the row. Ties are broken by smaller standard
deviation. Taken from [217].

Thumb : PoseCorrection + Elliptic Unwarping (PC+EI)
Index : Elliptic Unwarping only (El)

Middle : Elliptic Unwarping only (El)

Ring : Baselinepreprocessingonly (None)

Little : Bidirectional Unwarping only (Bi)

This nger-wise approach, detailed in [217, Table 6], achievedthe lowest overall EER of 0.99
0.07 %. This representsan absolute reduction of 0.58 percentagepoints and a relative decrease
in EER of 36.9% comparedto the baselineperformance[217, Section 4.3, 6].

3.3.5.4 Image Utility Results (NFIQ 2)

To complementthe EER analysis, the impact of the enhancementpipeline on image quality was
assessedising NFIQ 2 scores[217, Section 4.4]. Exemplarily, the NFIQ 2 scoreswere calculated
for the contactlessimages after applying both pose correction and bidirectional unwarping
(PC+Bi), oneof the e ective combined methods. The results are presentedin 3.11.

Comparedto the NFIQ 2 scoresof the baseline preprocessedcontactlessimages(seeTable
3.9), the combined enhancement(PC+Bi) led to an increasein the average NFIQ 2 score
acrossall ngers from 32.3 13.5to 33.5 10.9. This constitutes a relative increaseof 3.72%.
Furthermore, the standard deviation decreasedrom 13.5to 10.9,indicating a reduction in quality
scorevolatility by 19.26%.

Analysis per nger showedimprovementsin averageNFIQ 2 scoresfor the Thumb (+7.22%),
Index (+4.1%), Ring (+1.29%), and Little (+15.25%) ngers. Only the Middle nger showeda
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- | All | Thumb Index Middle Ring Little
Mean Std. |335 109|416 7:0 330 108 350 102 313 108 272 98
[Min; M ax] [0; 71] [10; 71] [1;71] [2; 64] [1; 60] [0; 69]
[Qo:25; Co:75] [26;42] [38; 46] [27,41] [29;42] [24;39] [20; 34]
[Q0:10; Gp:00] [18; 46] [32,49] [17,45] [20; 46] [16;44] [14; 40]

Tab. 3.11: NIFQ 2 scoresfor the contactlessrecordings after the post-processingstage with
bidirectional unwarping, taken from [217].

slight decrease(-1.96%). Importantly, the variability (standard deviation) of NFIQ 2 scoreswas
reducedfor all ngers: Thumb (-30.69%), Index (-20.00%), Middle (-20.31%), Ring (-18.18%),
and Little (-21.60%). This suggeststhat the posecorrection and unwarping stepsgenerally not
only slightly improve the averagemeasurablefeature quality but also make the quality more
consistent acrossrecordings.

3.3.6 Discussion

The experimental results con rm that addressinggeometric variations through pose correc-
tion and surfaceunwarping signi cantly enhancesthe interoperability between contactlessand
contact-based ngerprint systems. The developedpipeline, combining posecorrection steps with
unwarping techniques, achieveda substantial relative reduction in Equal Error Rate (EER) of
36.9%comparedto a baselineusing only standard preprocessing.This nding directly addresses
the core challengeoutlined in Section 3.3.1,demonstrating a way to mitigate the geometric
inconsistenciesinherent in contactlesscapture.

While the proposedposecorrection method improves performance,its accuracyis fundamentally
limited by the inherent positional variability of the ngerprint core, which this thesis empirically
quanti es in Section 3.2 tobe as high as 12% of the nger height. This nding underscoresthe
needfor future posecorrection algorithms to incorporate more stable landmarks or be robust to
this level of core deviation.

3.3.6.1 E ectiveness of Pipeline Components

The e ectiveness of the overall pipeline comesfrom the combination of all of its components.
The initial horizontal rotation correction (yaw correction), basedon tting the nger's central
axis from the segmentationcontour, proved more reliable than simpler bounding box methods,
by being lesssusceptibleto noiseor irregularities in the nger shape.

The subsequentlateral rotation correction, which utilizes the detected core point and an
assumedellipsoid nger model, builds upon the geometric principles establishedby Tan and
Kumar [247]. However, the results indicate that applying posecorrection alone yields mixed
results, highlighting the complexity of the distortions and the potential limitations of relying
solely on the core point. Integrating the ndings from the core centrality analysis (Section 3.2.5)
we seethat the ngerprint core showspositional variability (6-8% horizontally, 9-12% vertically
relative to the geometric center) and modality-induced bias (especially from rolling). Therefore,
evenwith a perfect core detector, the referencepoint for lateral correction is not xed or centered,
inherently limiting the achievableaccuracyof any correction solely basedupon it. This variability
likely contributes to why posecorrection alone did not uniformly improve EER acrossall ngers,
as seenin Table 3.10.
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The signi cant EER improvements observedwhen applying unwarping (particularly elliptic
unwarping) evenwithout prior posecorrection (Table 3.10) demonstrate the impact of nger
curvature on comparison performance. When combined with posecorrection, unwarping provides
further gains, e ectively addressingboth orientation and shapediscrepancies.

3.3.6.2 Finger-Specicity and Optimization

No single combination of pose correction and unwarping proved universally best acrossall
ve ngers. For instance, the ring nger performed best with no additional steps beyond
baseline preprocessing,while the thumb bene ted most from combining posecorrection with
elliptic unwarping, and the index/middle ngers favored elliptic unwarping alone (Table 3.10).
This variability likely comesfrom di erences in the shape,size,typical presentation pose,and
potentially the core location characteristics of individual ngers. The successf the nger-wise
combined approach, yielding the overall best EER (0.99 0.07 %), showsthe importance
of adapting enhancementstrategies to individual nger characteristics for optimal system
performance.

3.3.6.3 Impact on Image Quality

While the primary goal was improving comparison accuracy (in the for of EER scores),the
analysisalsoconsideredthe impact on image utility using NFIQ 2. The results suggesteda modest
improvement in averageNFIQ 2 scoresand a more notable reduction in scorevariability after
applying posecorrection and bidirectional unwarping. However, as emphasizedin Section 3.3.5.1,
using NFIQ 2 (designedfor contact-basedplain prints) for contactlessand rolled imagesprovides
only a rough indication. The observedslight increasein averagescoreand decreasen variability
suggestthe geometric corrections might lead to features that are somewhat more consistent
or better align with NFIQ 2’s underlying quality de nitions, but de nitive conclusionsrequire
contactless-speci cquality metrics, such as those exploredin Section 3.4.

3.3.6.4 Strengths and Limitations

The proposedpipeline o ers severalstrengths. Correcting the poseof the entire image, rather than
just minutiae coordinates[247], enablesthe application of subsequentimage-basedenhancements
like unwarping, leading to greater overall improvement. The improved method for horizontal
rotation (yaw) correction enhancesreliability comparedto simpler approaches. The study
explicitly demonstratesthe signi cant gains achievableby optimizing the processingchain on a
per- nger basis.

However, limitations must be acknowledged. The pipeline’s performanceis dependenton the
accuracy of the upstream segmentationand core localization modules. Errors in theseinitial steps
will propagate and worsenthe e ectiveness of the posecorrection [217, Section 5.1]. The reliance
on a xed elliptical model (with k=1.2) for lateral correction and unwarping is a simpli cation.
Real nger shapesexhibit greater complexity and variation. Furthermore, the computational
cost of the full pipeline, including potentially complex deeplearning modelsfor segmentation
and core detection, needsconsideration for resource-constrainedapplications [217, Section 5.1].

3.3.6.5 Impact on Research Questions

The developmentand evaluation of the posecorrection and unwarping pipeline presentedin this
section provide direct insights into severalof the researchquestionsintroduced at the beginning
of this thesis.
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Firstly, this work directly addressesRQ2 (What techniques can e ectively correct
pose variations in contactless ngerprints to enhance comparison accuracy?) The
results demonstrate that a hybrid approach, combining deeplearning for segmentationand core
localization with geometrically-grounded transformations for rotation correction, is e ective.
Moreover, the study showsthat addressingboth orientation (pose correction) and surface
curvature (unwarping) yields the most substantial improvements in comparisonaccuracy (given
as EER improvements). Furthermore, the nding that the optimal combination of techniquesis
nger-speci ¢ showsthat e ective posevariation correction necessitategdailored approaches.The
signi cant 36.9%r relative EER reduction achievedby the nger-wise optimized pipeline provides
a strong answerregarding the e cacy of these combined techniques.

Secondly, the ndings provide context for RQ3 (How can core point detection in
contactless images be improved to enable better alignment with contact-based
databases?) While Section 3.2 detailedthe development of an accurate core detector, the
centrality analysiswithin that section, and its implications discussedhere, reveal a fundamental
limitation. The positional variability and modality-induced bias of the ngerprint core itself
meanthat evena perfect core detector cannot enable perfect alignment if the coreis the only
referencepoint. This implies that while improving core detection accuracy (RQ3) is valuable,
achieving further enhancementsin alignment for posecorrection likely requiresincorporating
additional referencepoints or developing methods robust to this inherent core uncertainty.

Thirdly, this section highlights the interdependenciesbetween di erent processingstages,
linking backto RQ1 ( How can segmentation of ngerprints from contactless hand
images be made more accurate and robust?) The succesf the proposedposecorrection,
particularly the horizontal rotation componentrelying on the nger contour, is dependenton the
quality of the input segmentation mask.

Finally, the results touch upon RQ4 (What are the problems of established ngerprints
quality assessment metrics [:::] on contactless ngerprint images?) The application
of NFIQ 2 to the enhancedimagesyielded ambiguousresults, with only minor averagescore
improvements despite signi cant EER reductions. This reinforcesthe notion, central to RQ4,
that establishedmetrics designedfor contact-basedprints (like NFIQ 2) may not capture the
guality improvements relevant to contactlesscomparison after geometric corrections.

3.4 Contactless Fingerprint Quality Assessment

The performanceand reliability of any biometric systemare linked to the quality of the acquired
samples. This holds particularly true for contactless ngerprint recognition, where the acquisition
processpresentsunique challengescomparedto traditional contact-basedmethods [194]. While
contactlesscapture avoids issueslike latent prints and non-linear distortions from pressure[87,
237],it introduces variability due to factors like inconsistent illumination, distance variations
leading to focus or scaling issues, specular re ections, and unconstrained nger pose[116,
194]. Thesefactors can degradethe captured image, making subsequentfeature extraction and
comparisonlessreliable, impacting the overall system accuracy and interoperability, especially
with legacy contact-baseddatabases[133, 217]. Therefore, a method for assessinghe quality of
contactless ngerprint samplesis important for operational systemsto ensureonly su ciently
useful samplesare processedor to provide feedbackfor recapture [194].

3.4.1 Challenges of Quality Assessmentfor Contactless Fingerprints

The concept of biometric samplequality is formally de ned in ISO/IEC 29794-1and it is based
on three concepts: Character, relating to the inherent properties of the source(e.g., a scarred
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nger possessepoor character); Fidelity, re ecting the degreeof similarity betweenthe sample
and its source(e.g., a low-resolution capture results in low delity); and Ultility, representing
the predicted positive in uence of the sample on the biometric system’s performance,combining
both character and delity. Quality assessmenalgorithms aim to map a biometric sampleto
a numerical score,ideally re ecting its utility, where higher scorespredict better recognition
performance[89, 194].

While contact-based ngerprint quality assessments well-establishedand largely standardized
around the NIST Fingerprint Image Quality 2 (NFIQ 2) algorithm [246], which is the reference
implementation for ISO/IEC 29794-4,the eld of contactless ngerprint quality assessments
lacking such a standard. The distinct challengesof contactless acquisition, such as variable
illumination, focusissues,and posedistortions (as discussedin Section 3.3), meanthat quality
metrics developedfor contact-basedprints may not directly translate or perform optimally [192,
194]. For instance, sharpnessbecomesa much more important factor in contactlessscenariosdue
to potential motion blur and narrow depth of eld, whereaspressureconsistencyis irrelevant
[116, 194].

3.4.2 Existing Approaches and Limitations

Prior researchinto contactless ngerprint quality assessmenfocusedon generalimage quality
metrics or features adapted from contact-basedanalysis. Parziale and Chen [182] proposeda
ridge coherence-basedneasurederived from local gradient analysis. Labati et al. [57] investigated
a large set of featuresincluding ROI characteristics, Fourier features, and Gabor features, using
machine learning classi ers (Neural Networks, KNN) to aggregatethem into a quality score. Li et
al. [132] developedmetrics for smartphone-capturedimagesusing spatial and frequency domain
features combined with an SVM. Liu et al. [144] evaluated genericimage attributes like contrast,
sharpness,and luminance for contactlessmodalities including ngerprints.

These studies often su ered from similar limitations [194]. Many evaluations were conducted
on private datasets, hindering reproducibility and comparability. Furthermore, the evaluation
methodologieswere sometimeslimited, often relying on simply dividing data into quality bins and
observing error rates rather than using standardized metrics like EDC curves (discussedbelow).
A common pattern wasthe emphasison sharpnessand contrast measures,potentially neglecting
other aspectsof ngerprint utility related to character, such as the clarity and continuity of
the ridge pattern itself [194]. Wild et al. [269] and a preliminary study by Priesnitz et al.
[192] evaluated the direct applicability of contact-basedmetrics like NFIQ 1.0 and NFIQ 2.0 on
contactlessdata, nding they showedthe intended behaviour (assigninglower scoresto lower-
utility samples)but performed sub-optimally comparedto their performanceon contact-based
data, indicating a needfor adaptation or a new approach.

3.4.3 The NFIQ 2 Framework as a Basis

Given the limitations of existing contactless-speci cmetrics and the establishednature of NFIQ
2 for contact-based ngerprints, Jannis Priesnitz proposedadapting the NFIQ 2 framework for
mobile contactless ngerprint images,which we exploredin [194]. Comparedto creating a new
framework, NFIQ 2 o ers a big advantage: it usesa set of 74 hand-crafted quality features,
formally standardizedin ISO/IEC 29794-4,which covervarious aspectslike contrast, ridge clarity,
minutiae count, and ROI size. Many of these features, particularly those related to delity,
such as sharpness,ocal clarity, and orientation certainty, are highly relevant to the challenges
encounteredin contactlessacquisition [194]. Furthermore, NFIQ 2 usesa random forest classi er
to map thesefeaturesto a nal quality scorebetween0 and 100, where the decisiontreesinside
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the random forest allows for better interpretability of the model results than deep learning
models. Furthermore, sincethe random forest classi er is a machine learning component, it can
be re-trained on data speci ¢ to a particular capture modality. This re-weights the importance of
the individual featuresto optimize the quality prediction for that specic usecaseand modality
[194, 246]. The hypothesis behind our work in [194] was that the NFIQ 2 feature set s suitable
for contactless ngerprints.

3.4.4 The MCLFIQ Algorithm: Adaptation and Training

3.4.4.1 Sample Pre-processing Requirements

A requirement for most quality assessmenglgorithms is consistent sample presentation and
therefore a pre-processingthat uni es the input. Raw imagescaptured by contactlessdevices
(typically color imagesfrom smartphone cameras)are not directly suitable for NFIQ 2 feature
extraction [194]. The framework conditions de ned in [194], are alsocommonin many contactless
processingwork ows [87, 98, 112, 262hnd they include:

Rotation: The segmented ngerprint image must be rotated to an upright position.

Cropping: The image should contain only the ngerprint area, typically cropped approxi-
mately at the rst nger knuckle.

Grayscale Conversion: The image must be converted to grayscale.

Ridge Pattern Emphasis: Techniqueslike Contrast Limited Adaptive Histogram Equal-
ization (CLAHE) [185]should be applied to enhancethe ridge-valley contrast.

Normalization:  The ridge-line frequency should be normalized to a standard range (e.g.,
8-12 pixels, aligning with approximately 500 PPI contact-basedscans).

Background Separation: The ngerprint ROl must be precisely segmentedfrom the
background, with the background typically setto white.

Rotation Cropping Grayscale

Rotate upright Crop at knuckle Convert to grayscale
Background Normalization Ridge Emphasis
SegmentROI, white bg 8 12 px ridges CLAHE contrast

Fig. 3.17: Fingerprint image preprocessingpipeline with horizontal wrapping.

3.4.4.2 Training with Synthetic Data

Training the random forest classi er for MCLFIQ required a large dataset of contactless ngerprint
imageslabeledwith ground truth quality information (e.g., high utility vs. low utility). However,
large-scale publicly available, and appropriately labeleddatasetsof mobile contactless ngerprints
are scarce[194]. Manually labeling existing datasetsis time-consuming, requires expertise, and
is impractical for the scaleneededfor machine learning model training. Furthermore, using
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available real-world datasetsfor training would reducethe data available for independent testing
and evaluation [191].

To overcomethis data scarcity, Priesnitz et al. [194] used synthetically generatedcontactless
ngerprint data for training the MCLFIQ random forest classi er. Priesnitz et al. utilized the
SynCoLFinGer generator [191], which is capable of creating synthetic contactless ngerprint
imageswith varying levels of quality. SynCoLFinGer models various aspectsof contactless
capture, including ridge patterns (using SFinGe [33]), deformations, distortions, noise, subject
characteristics (like skin color), and environmental in uences. This generation processallows for
explicit control over the simulated quality level, enabling the automatic generation of ground
truth quality labels (high/low) alongsidethe synthetic images[191, 194].By training on a large
dataset (e.g., 40,000samplesas usedin [194]) of diverse synthetic contactless ngerprints with
reliable labels, the MCLFIQ random forest could learn the relationship betweenthe NFIQ 2
features and the expectedutility for this speci ¢ modality, without using real-world data needed
for evaluation later on. Figure 3.18 showsexamplesof synthetic data generatedfor training.

(© (d)

Fig. 3.18: Example imagesfrom the synthetic training databasegeneratedby SynColLFinGer
[191] for training the MCLFIQ model, showing presetsfor high (3.18a and 3.18b)
and low quality samples(3.18c, 3.18d, 3.18e and 3.18fnd their appearanceafter
pre-processing.Adapted from [194, Fig. 3].

3.4.5 Experimental Evaluation and Results

The e ectiveness of the proposedMCLFIQ algorithm was evaluated by comparing its predic-
tive performanceagainst severalbaselinemethods on real-world contactlessand contact-based
ngerprint datasets.

3.4.5.1 Evaluation Methodology: Performance Metrics

The primary metric for evaluating the predictive power of the quality assessmengtlgorithms is
the Error-vs-Discard Characteristic (EDC) curve, following the methodology outlined in ISO/IEC
DIS 29794-1and originally proposedby Grother and Tabassi[89]. An EDC curve plots the
biometric system’serror rate (typically the False Non-Match Rate, FNMR) as a function of the
fraction of lowest-quality comparison scoresbeing discarded. A more detailed explanation is
given in the following paragraph.

For a given quality algorithm, quality scores(q) are computed for both samplesin a genuine
mated pair (i). A combinedquality scorefor the pair is determined (typically) usingthe minimum
function, g = min(q(l);q(z)) [89]. Comparisonsare then iteratively discarded basedon this
combined quality score,starting with the lowest quality pairs. The FNMR is recomputed at each
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discard fraction. If the quality scorecorrelateswith comparison performance,we would expect a
decreaseof FNMR, sincewe remove sampleswith a low utility. And a steeperdecreasen the
EDC curve indicates that the quality algorithm is e ectively identifying low-utility sampleswhose
removal leadsto a reduction in the error rate [194]. To summarizethe EDC curve, the Partial
Area Under the Curve (EDC PAUC) is often calculated, typically up to a discard fraction of 20%
(0.2), providing a single scalar value where lower valuesindicate better predictive performance
[194].

In addition to EDC curves, systemperformanceis alsovisualized using Detection Error Tradeo
(DET) curves. A DET curve plots the FNMR against the False Match Rate (FMR) acrossa
range of decisionthresholds for the biometric comparisonscores.DET curves provide a view
of the trade-o betweenthe two types of errors for a given system. Performanceis considered
better for curvesthat lie closerto the origin (lower error rates for both FMR and FNMR). The
Equal Error Rate (EER) is the point on the DET curve where FMR equalsFNMR, often used
as a single summary statistic for system performance. The DET provides an estimate of the
inherent dataset utility.

3.4.5.2 Datasets and Setup

The evaluation utilized three distinct mobile contactless ngerprint databases:the AIT database
[116],the HDA database[189], and the ISPFD v1 [223]. These datasetsrepresentcaptures using
di erent smartphonemodelsunder various environmental conditions (indoor, outdoor, constrained,
unconstrained). Additionally, two contact-baseddatasetsfrom the FVC2006 competition [35]
(DB2 and DB3) and the contact-basedsubsetof the AIT databasewere included for a counter-
experiment. All contactlessimagesunderwent the standardized pre-processingpipeline described
earlier before quality assessmenand recognition [194].

Three di erent ngerprint recognition work ows were employedto assesshe comparisonscore:
a Commercial-O -The-Shelf (COTS) system (Innovatrics IDKit [103]), an open-sourcesystem
combining FingerNet [250] feature extraction with SourceAFIS [258] minutiae comparison, and
the NIST NBIS framework [265], consisting of MindTCT for minutiae extraction and Bozorth3
for minutiae comparison.

The baselinequality assessmentlgorithms usedfor comparisonwere: the original NFIQ 2.2
[246], a sharpness-basednetric developedby AIT speci cally for contactlessimages[116], and
the general-purposeno-referenceimage quality assessmenalgorithm BRISQUE [162], which
was also re-trained on the sameSynCoLFinGer dataset as MCLFIQ [194]. The corresponding
DET curvesfor contact-basedand contactlessevaluations are presentedin Figure 3.19a and
Figure 3.19b, showing the overall recognition performanceachievedon these datasets using the
di erent comparisonalgorithms.



3.4 ContactlessFingerprint Quality Assessment 85

es T

—— Ah*" A EBi --- Ah*"Pa Ah *" L"Aa
60*kyye ."k A.EBi 6o*kyye ."k Pa - 6o0*kyye ."k L"Aq

—— 60*kyye ."j A.EBi 60*kyye ."j Pa 6o*kyye ."j L"Aa

— >. *" AEBi --- >, *" Pa >, *" L"Aa

Ky| — Aas6.Ga A.EBi-- AaS6. Ga Pa AaS6. Ga L"Aa

izuBM
izuBM

—— Ah KQ#BH2-A-EBih KQ#BH2.PaAh KQ#BH2 Ly 'Aa -
——>. +QMbi A.EBi>. +QMbi Pa  >. +QMbi |_":‘;A‘_L
—— >, mMM+QM A-EB¥. mM+QM Pa>. mM+QM L"Aa
—— AaS6. LA A.EBi AaS6. LA Pa AaS6. LA L"Aa
AaS6.LP A.EBi AaS6.LP Pa AaS6.LP L"Aa

y X4 yXR

6 Hb2 LQM@J i+?
6 Hb2 LQM@J i+?

y X ¥ yXyR—AaSquAA,EBi AaS6. gA Pa AaS6. gA L"Aa
—— AaS6. qP A.EBi AaS6. qP Pa - AaS6. qP L"Aa
XyyR T T T T T T yXyyR T T T T T T
yXyyRyXyR yXR R 8 ky 9y et yXyyRyXyR yXR R 8 ky 9y et
6 Hb2 J i+? _ i2 UBM WV 6 Hb2 J i+? _ i2UBM WV
(a) Contact-baseddatasets (b) Contactlessdatasets

Fig. 3.19: Detection Error Tradeo (DET) curvesshowing FNMR vs. FMR using the di erent
recognition systems(IDKit, OS, NBIS). Adapted from [194, Fig. 9].

3.4.5.3 Performance Analysis

The EDC curvesfor the contactlessdatasets, presentedin [194, Fig. 10] and shown Figure 3.20
and the correspondingEDC PAUC values[194, Tables VI-VIII] versusthe EDC curvesfor the
contact baseddatasets, as presentedin the samesectionsin [194] and shown in Figure 3.21,
demonstrated the superior performanceof MCLFIQ on the contactlessdatasets comparedto
the baselinemethods. Acrossall three contactlessdatabasesand all three recognition systems,
MCLFIQ consistently yielded lower EDC PAUC values on average, indicating it was more
e ective at predicting sample utility [194], which can also be seenwhen comparing the EDC
PAUC values depicted in Figure 3.22. While the AIT sharpnessmetric performed well on
somespeci ¢ database/comparisonalgorithm combinations, and NFIQ 2.2 showedreasonable
performance, MCLFIQ exhibited greater robustnessand overall better predictive power. The
retrained BRISQUE generally performed poorly on the contactlessdata. Figure 3.22 providesa
visual summary of the averageperformance.

The counter-experiment on the contact-baseddatasets, including FVC2006 DB2 and DB3
[194, Fig. 11, Tables IX-XI], results shownin Figure 3.21, con rmed that the original NFIQ 2.2
outperformed MCLFIQ on thesedatasets. This validates that NFIQ 2.2 is well-tuned for contact-
baseddata, whereasMCLFIQ is speci cally optimized for contactlesschallenges,demonstrating
the necessityof modality-speci ¢ adaptation.
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(&) AIT Mobile (b) HDA const.
(c) HDA unconst. (d) ISPFD NI
(e) ISPFD NO (f) ISPFD WI

Fig. 3.20: Error-vs-Discard Characteristic (EDC) curves for various contactlessdatasets (AIT
Mobile, HDA constrained/unconstrained, ISPFD variations). The FNMR is plotted
against the fraction of discarded lowest-quality genuine comparisonscores.Curves
showing a steeperdecreaseindicate better quality prediction. Adapted from [194,
Fig. 10].
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(8) AIT CB (b) FVC2006 DB2

() FVC2006 DB3 (d) HDA CB

(e) ISPFD LS

Fig. 3.21: Error-vs-Discard Characteristic (EDC) curves for various contact-based datasets
(AIT CB, FVC2006 DB2/DB3, HDA CB, ISPFD LS). As expected, the original
NFIQ 2.2 (red lines) generally showsbetter or comparable performanceto MCLFIQ
(blue lines) on these datasets, con rming its optimization for contact-basedcapture.
Adapted from [194, Fig. 11].
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Fig. 3.22: Average EDC PAUC values (lower is better) acrosscontactlessand contact-based
datasetsusingdi erent recognition work ows (IDKit, OS,NBIS), comparing MCLFIQ
againstbaselinequality assessmenalgorithms (NFIQ 2.2, AIT SharpnessBRISQUE).
MCLFIQ demonstrateslower averagePAUC and generally lower standard deviation
on contactlessdata, indicating superior predictive power and robustnessfor this
modality. NFIQ 2.2 performs best on contact-baseddata. Adapted from [194, Fig.

12].
MCLFIQ NFIQ 2.2
Feature name Feature Feature name Feature
Importance (%) Importance (%)
ROI Relative Orientation Map 38.56 Frequency Domain Analysis 6.72
Coherence Sum ’ Standard Deviation ’

Orientation Certainty Level Mean 21.29 Flnger\?et _FX OSE COM 4.40

Minutiae Count
Orientation Certainty Level Bin 0 7.6 FingerJet FXQ?Ji:iEtyOCL Minutiae 3.96
ROI Orlentatlogunl\:lap Coherence 7.45 Ridge Valley Uniformity_Mean 3.32
FingerJet FXQ?Z:?WOCL Minutiae 5.46 Frequency Domain Analysis Mean 2.97
Orientation Certainty Level Bin 7 5.27 Flnger._]et .FX OSE Total 2.75

Minutiae Count
Frequency Domain Analysis Bin 0 2.13 Ridge Valley Un_lfo_rmlty Standard 2.43

Deviation

Orientation Certainty Level Bin 8 1.56 Local Clarity Score Bin 7 2.42
Orientation Certainty Level Bin 6 1.29 Local Clarity ScoreBin 8 2.39
Frequency Domain Analysis Mean 1.07 Frequency Domain Analysis Bin 9 2.28
Sum 91.68 | Sum 33.65

Tab. 3.12: Feature importance comparison between MCLFIQ and NFIQ 2.2 for the top 10
features, taken from [194].

3.4.5.4 Feature Importance Analysis

An analysisof the feature importance within the trained random forest modelsgivesan explanation
of the functioning of the quality scores.The result of the 10 most important features are shown
in Table 3.12. For MCLFIQ, the most important featureswere those related to image sharpness
and local ridge clarity, suchas ROI Relative Orientation Map CoherenceSum and Orientation
Certainty Level Mean. Thesetwo featuresalone accountedfor over 50% of the feature importance
in the MCLFIQ model. This aligns with the understanding that sharpnessand focus are critical
challengesin mobile contactlesscapture. In contrast, the feature importance in the original NFIQ
2.2 model was more uniformly distributed, with featuresrelated to minutiae count and quality
playing a more signi cant role alongsidefrequency domain analysis. This di erence highlights
how the retraining processadapted the model to prioritize features most indicative of quality
degradation speci ¢ to the contactlessmodality (primarily delity issues),whereasNFIQ 2.2
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balancescharacter and delity aspectsrelevant to contact-basedcapture [194]. This di erence in
feature importance distribution alsoled to a smaller model size for MCLFIQ (approx. 296 KB)
comparedto NFIQ 2.2 (approx. 53 MB) due to shallower decisiontreesin the random forest
[194].

3.4.6 Discussion

The work presentedin [194] and summarized here demonstratesthe potential and necessity
of adapting quality assessmentframeworks for the contactless ngerprint recognition. The
developmentand evaluation of the Mobile Contactless Fingerprint Image Quality (MCLFIQ)
algorithm con rm that while the feature set of NFIQ 2 [246] captures relevant quality aspects,
modality-speci ¢ retraining of the underlying classi er canimprove performancein the contactless
domain.

3.4.6.1 E ectiveness of the Adapted Framework

The strength of the MCLFIQ approachis its ability to usethe standardized feature set of NFIQ 2
while adapting the predictive model to the speci ¢ degradationscommon in contactlesscaptures.
The experimental results (Figures 3.20, 3.21,and 3.22) show that MCLFIQ outperforms the
original NFIQ 2.2 and other baselinemetrics (like sharpnessor retrained BRISQUE) in predicting
the utility of contactlesssamplesacrossvarious datasetsand recognition systems[194].

Furthermore, the successfuluse of synthetic data generatedby SynCoLFinGer [191]validates
synthetic data generationasa data alternative, enablingthe developmentof larger modelswithout
compromising real data neededfor testing [194]. The feature importance analysis (Table 3.12)
showsthat MCLFIQ prioritizes featuresrelated to image sharpnessand local ridge clarity ( delity
aspects),suchas ROI Relative Orientation Map CoherenceSum and Orientation Certainty Level
Mean. This contrasts with NFIQ 2.2, where feature importance is more distributed, re ecting the
shift in focustowards the primary quality challengesencounteredin mobile contactlessacquisition
[194].

3.4.6.2 Impact on Research Questions

This investigation into contactless ngerprint quality assessmentirectly addresseskey research
guestionsposedearlier in this thesis.

Most centrally, it tackles RQ4 (What are the problems of established ngerprints
quality assessment metrics [...] on contactless ngerprint images? What can be
changed to improve their performance?) The evaluation conrms that establishedmetrics
like NFIQ 2.2, while e ective for contact-basedprints, showsuboptimal performancewhen directly
applied to contactlessdata (Figure 3.20 vs. 3.21). The problem identi ed is the mismatch in the
weighting of quality featuresrelative to their impact on utility in the contactlessdomain. The
solution demonstrated is the adaptation through retraining the classi er component (MCLFIQ).
By retraining the random forest on modality-speci ¢ (synthetic) data, the feature weights are
adjusted (Table 3.12), leading to improved predictive performancefor contactlesssamples.

The work also implicitly relatesto other questions. Accurate quality assessments important
for the overall system pipeline. For instance, quality scoresfrom MCLFIQ can inform decisions
about sample usability before computationally expensivestepslike pose correction (RQ2)
are attempted. A low-quality scoremight indicate severeblur or illumination issuesthat could
hinder the accurate segmentation (RQ1 ) or corelocalization (RQ3) required for posecorrection
algorithms, suggestingrecapture might be necessary.
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3.4.6.3 Limitations

Despite the succesof MCLFIQ, certain limitations should be noted. Firstly, the performance of
MCLFIQ, like NFIQ 2, is dependenton a standardized pre-processingpipeline (Section 3.4.4.1).
Deviations from this pipeline could negatively impact feature extraction and thus the resulting

quality score. Secondly,while the NFIQ 2 feature set proved largely applicable, it is basedon
hand-crafted features. It remains possiblethat deep learning-basedfeature extractors could
capture more subtle or complex quality indicators specic to contactless modalities that are
missedby the current set. Thirdly, the evaluation relied on publicly available contactlessdatasets
which are still limited in size and diversity comparedto contact-basedbenchmarks. Further

validation on larger, more varied datasetswould strengthen the conclusionsregarding MCLFIQ’s

generalizability [194]. Finally, it's important to reiterate that the core developmentand training

of the MCLFIQ algorithm were primarily conducted by Jannis Priesnitz, with the author of this

thesis contributing signi cantly to the extensive evaluation phasedocumentedin [194].

3.5 Fingerprint Mosaicking Artifact Detection

Fingerprint mosaicking is the processof combining multiple, potentially overlapping, partial

ngerprint imagesto form a single, larger, and more complete ngerprint representation. This is
particularly relevant for generating imagesequivalent to traditional rolled ngerprints, which

capture the entire nail-to-nail surfacearea. Mosaicking techniquesare applied in both contact-
basedand increasingly in contactless ngerprint acquisition scenarios[49, 109, 142]. While

mosaickingaims to enhancethe captured data, the processitself can introduce errors, known

as mosaicking artifacts. Theseartifacts can manifest as structural inconsistenciesor geometric
distortions, degradingthe quality and biometric utility of the resulting image [142, 218]. This

section presentsthe challengesof combining individual ngerprint recordingsleading to these
artifacts, reviews related work, details a novel detection algorithm basedon self-supervised
learning, presentsevaluation results, and discusseghe overall ndings and implications.

3.5.1 Challenges of Fingerprint Mosaicking

Errors introduced during the ngerprint mosaicking processcan compromisethe integrity of
the nal compositeimage. Theseerrors generally fall into two categoriesbasedon their visual
characteristics and impact on ridge structures, termed soft and hard artifacts in [218].

Soft artifacts primarily involve geometric distortions, such as stretching, compression,or
warping, that might occur during the alignment and blending of partial images. While these
distortions alter the overall ngerprint shapeor relative minutiae positions, they typically maintain
the continuity of individual ridge lines acrossthe boundaries where the original imageswere
joined. Assessingthe severity of soft artifacts can be di cult without comparing the mosaicked
image to a ground truth or referenceprint, as somedegreeof natural elastic deformation is
inherent in ngerprint capture, especiallywith contact-basedrolling [218].

Hard artifacts on the other hand representmore severeerrors characterizedby visible structural
discontinuities in the ridge-valley pattern. Thesetypically occur at the seamsor overlapping
regions betweenthe stitched partial images. Examplesinclude ridgesthat terminate instead of
connecting to their correspondingcounterparts in the adjacent patch, noticeable misalignments
whereridge patterns do not smoothly transition acrossseams,or eventhe duplication or deletion
of ridge segmentsdue to poor registration or blending [218]. Such hard artifacts corrupt the
underlying biometric information encodedin the ridge pattern. They can create spurious minutiae
or displace genuineones,increasingthe likelihood of recognition errors, including false matches
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(incorrect identi cations) and false non-matches(failure to identify a true match) [45, 142].1n

somecases stitching algorithms might attempt to hide thesediscontinuities using post-processing
techniqueslike localized blurring or alpha blending along the seams.While this might improve

the visual appearance,it doesnot correct the underlying structural error and can make artifact

detection more complex[218]. Established ngerprint quality metrics, like NFIQ 2 [246], primarily

evaluate factors such as ridge clarity, contrast, and minutiae count, and are not designedto

detect thesekinds of structural aws arising from the mosaicking process. Therefore, dedicated
approachesare required to identify hard mosaicking artifacts.

3.5.2 Related Work

The creation of compositeimagesfrom multiple views, known asimage stitching or mosaicking,
is a well-establishedtechnique in computer vision with applications from panoramic photography
to medical imaging and remote sensing[245]. Researchin this areais done for both creating
seamlesanosaicsas well as techniquesfor evaluating their quality or detecting errors.

Fingerprint  Mosaicking Techniques: In the context of ngerprints, early work by Jain
and Rossdemonstrated the feasibility of mosaicking and emphasizedthe critical role of accurate
alignment (registration) of the partial images[109]. Subsequentresearchexplored various capture
and processingstrategies. Choi et al. investigated mosaickingbasedon sequencegaptured during
nger rolling and sliding motions to acquire a larger surfacearea[42]. Rosset al. comparedthe
merits of aligning imagesbasedon overall image information (intensity-based) versusaligning
basedon extracted featureslike minutiae (feature-based)[210]. Liu et al. speci cally addressed
the challengesof mosaicking images acquired using contactless sensors,which often have a
greater pose variability [142]. Algorithms basedon phase correlation [23] and minutiae-free
approaches|38] were also proposedfor speci ¢ alignment scenarios.More recently, deeplearning
has emergedas a powerful tool, with Cui et al. developing an end-to-end network for dense
registration, achieving highly accuratealignment for ngerprint mosaicking[49]. Thesetechniques
aim to minimize artifacts during creation, but errors can still occur due to factors like non-linear
distortion, acquisition inconsistencies,or algorithmic limitations.

Artifact and Error Detection in Image Stitching: Detecting errors in stitched images
is important for quality control. Generalimage stitching literature addressescommon artifacts
like ghosting (misalignment causing semi-transparent duplicates), blurring, visible seams,and
geometric inconsistencies[28, 245, 283].Reference-freequality assessmenmethods evaluate the
stitched imageintrinsically, without comparingit to a ground truth. General-purposeno-reference
image quality metrics, such as BRISQUE [162], assesgerceptual quality basedon statistical
featuresbut are not able to detect speci ¢ structural stitching errors. Fingerprint-speci ¢ quality
metrics like NFIQ 2 [246] and the adapted MCLFIQ [194] (discussedin Section 3.4)focuson
features indicative of sample utility, such as ridge clarity and minutiae quality, rather than
explicitly identifying mosaicking-inducedstructural aws. Metrics analyzing local sharpness
variations [261] have the potential to detect blurring which was introduced along seamsto mask
discontinuities, but they do not addressthe underlying misalignment [218]. Methods developed
for detecting errors in panoramic video stitching, suchasthe pairwise inconsistencyassessmenby
Nabil et al. [166], operate without a nal perfect referencebut focuson inconsistenciesbetween
adjacent input frames, which is analogousto detecting errors along seamsin a live recording, but
this may not capture all types of patch misalignments within a ngerprint context and is also
not suitable for image recordings. The core limitation of thesereference-freeapproachesis often
their lack of speci city for the unique, localized structural discontinuities, misaligned or broken
ridges, that de ne hard mosaicking artifacts in ngerprint patterns.
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Reference-basednethods, on the other hand, assessjuality by comparing the stitched image
against a known referenceor ground truth. General metrics like the Structural Similarity Index
(SSIM) [174] provide an overall measureof similarity but may lack sensitivity to localized defects.
In elds like 3D view synthesis assessmentmetrics evaluate geometric accuracy and visual
realism against the original 3D model or multiple sourceviews [14, 47]. Within ngerprint
biometrics, reference-basedvaluation conceptsexist, such as NIST's de nition of Geometric
Accuracy for assessingcquisition devices[133]and spectral validation metrics proposedby Libert
et al. [134], which inherently rely on comparing acquired data to known targets or references.
While potentially accurate for detecting both soft geometric distortions and hard structural
errors, the major drawback of reference-basednethodsin the context of operational mosaicking
is the generalunavailability of a pristine, artifact-free ground truth image correspondingto the
mosaickedsamplefor real-word usescasesOne possiblesolution is to test sensorsin a laboratory
environment with known grown truths and repeatable experiments. For this, standardized nger
phantoms are required, seesection 3.6 formore. This howeverbrings the risk that the laboratory
setting di ers from the real-word environment, resulting in possiblemissedissues.Consequently,
a reference-freeapproach speci cally designedto detect the characteristic structural aws of hard
mosaicking artifacts in ngerprints was needed,motivating the work presentedin [218]. The
conceptual distinction betweensoft (geometric/appearance)and hard (structural) artifacts aligns
with discussionsof geometric versus photometric inconsistenciesin generalstitching literature
[245], however, the speci ¢ way these manifest in complex ngerprint ridge patterns necessitates
a specializeddetection strategy.

3.5.3 Proposed Mosaicking Artifact Detection Algorithm

To overcomethe limitations of existing methods and the need for manual labeling, a novel
mosaicking artifact detection algorithm was developedusing a self-superviseddeep learning
strategy [ruzicka mosaickingpaper_2025 ]. The core principle involves training a neural
network to di erentiate betweenauthentic ngerprint ridge structures and the structural anomalies
introduced by mosaicking errors, using arti cially generatedartifacts for supervision. The full
framework, including the artifact insertion codeaswell asthe training and inferencecodecan be
found publicly available under the Mozilla Public LicenseVersion 2.0 here: [218].

3.5.3.1 Self-Supervised Training Strategy

The self-supervisedtraining strategy builds on a data generation pipeline that createslabeled
training data from unlabeled, artifact-free ngerprint images[218]. This processbegins by
taking a known, artifact free ngerprint image. Then, arti cial hard mosaicking artifacts are
programmatically introduced. Two distinct types of structural discontinuities are simulated. The
rst type involves simulating patch-basedmisalignments, where a randomly sizedrectangular
regionwithin the imageis selectedand its pixels are shifted by a small, random o set (constrained
to 2-7% of the image dimensionin the study). This replicates localized errors that can occur
when stitching together segments. The secondtype simulates seam-basederrors by shifting
all pixels along a randomly chosenhorizontal or vertical line by a small o set. This mimics
discontinuities along the boundary betweentwo stitched parts. As a result, we can recordedthe
exact locations and extent of theseintroduced artifacts during generation. This information is
usedto automatically create correspondingpixel-level ground truth segmentation masks, where
artifact regionsare labeled positively. The original image areasserve as negative examples. This
automatic labeling processenablestraining on large datasetswithout manual work. To ensure
the model learnsto detect the structural characteristics of the artifacts rather than super cial
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image features, standard data augmentation techniques(like rotation, perspectiveshifts, blur,
etc.) are applied to the baseimagesbeforethe arti cial artifacts are introduced [218]. Figure 3.23
illustrates this artifact simulation process.

(a) Horizontal Lines (b) Vertical Lines (c) Patches

Fig. 3.23: lllustration of the self-supervisedartifact generation. Top row showssynthetic nger-
print imageswith arti cially introduced hard mosaickingartifacts: (a) Horizontal line
shifts, (b) Vertical line shifts, (c) Patch shifts. Bottom row showsthe corresponding
automatically generatedground truth segmentationmasks(artifact locationsin white)
usedfor training the detector. Figure adapted from [218].

3.5.3.2 Model Architecture and Implementation

The artifact detector usesthe UNet++ segmentationarchitecture idea [289]. This architecture is
implemented using a ResNeSt-50dencoder[281], which is initialized with weights pre-trained
on the ImageNet dataset [55] for feature extraction. The UNet++ designutilizes nestedand
denseskip connections,allowing for feature fusion acrossmultiple scales,which is bene cial for
localizing the potentially small and varied artifact regions[218, Fig. 2]. The network takes a
ngerprint image asinput. Its output is a binary mask of the samedimensions,where pixels
identi ed asbelongingto a hard mosaicking artifact are predicted. The model training optimizes
a Jaccard loss (also known as Intersection-over-Union loss), commonly usedfor segmentation
tasks, via the Stochastic Gradient Descent (SGD) optimizer [218]. Figure 3.24 providesan
abstract overview of the architecture.

3.5.3.3 Mosaicking Artifact Score (MAS)

To enableautomated analysis and provide a summary of the severity of artifacts in an image,
the Mosaicking Artifact Score(MAS) was de ned [218]. This scoreconsolidatesthe information
from the output segmentationmaskinto a single value. It calculatesa weighted sum of the areas
of all detected artifact regions(both patchesand lines). The weights are chosento highlight the
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Fig. 3.24: Abstract visualization of the UNet++ basedmodel architecture usedfor artifact
detection, combining a ResNeStencoder(blue, labeled ResNeStBackbone) with a
UNet++ decoder(green/red, including intermediate layers like Ia, Ib, Ic, lla, llb,

Illa, and nal decoderstagesl, II, Ill, IV leading to the Segmentation Head SH).
Arrows indicate data ow, dotted lines representskip connections. Adapted from
[218, Fig. 2].

severity and also the nature of eachartifact type, with patch artifacts receiving a signi cantly
higher weight than line artifacts in the study (details in [218, Eq. 1]).

xXa
MAS = Bpatch + Wpatch  Npatch +
i

xn xo
c Sheight Wiine ¥ Swidth  Niine
i i
100
Swidth  Sheight

Swidth  Sheight
=b ——
bpatch 100

where n is the number of detected patches where misalignment occurred, b a constant that
weights the importance of multiple patchesand is setto 5 in this setting, Wpatch; Npatch Stand for
the width and the height of the detected patch, c is a constant that balancesthe importance of
the singleline artifact and is setto 0.025in our case,m is the number of detected purely vertical
line artifacts, speight Stands for the height of the segmentation mask, wjine is the width of the
detected line artifact, hjjne is the height of the detected line artifact, o depicts the number of
detected horizontal line artifacts and syiqth Stands for the width of the segmentation mask.

A MAS of 0 signi es an artifact-free prediction. Increasingscoresindicate progressivelymore
severeor widespreadartifacts. A threshold can be set basedon the patch weight (e.g., MAS 5
in the study) to make a binary decisionon whether signi cant artifacts are present[218].

(3.35)
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3.5.4 Experimental Evaluation and Results

A set of experimentswas conductedto evaluate the proposedartifact detection method’s accuracy,
its robustnessagainst various image degradations, and the impact of the artifacts it detects on
ngerprint recognition performance[218].

3.5.4.1 Datasets and Setup

Two main versionsof the detection model were trained using the self-supervisedstrategy. The
contactless(CL) version of the model was trained on a large dataset of artifact-free single-shot
contactless ngerprint imagestaken from [266]. The pressed(PR) ngerprint version of the
model was trained on a dataset of artifact-free contact-basedpressedprints. Model performance
was evaluated using standard image segmentation metrics (Intersection-over-Union (loU), F1-
score,F2-score,Accuracy, Recall) on held-out test portions of their respectivetraining datasets.
Generalization ability was assessedby testing these modelson entirely di erent datasetsand
modalities, including the challenging NIST SD300adataset containing scannedslap and rolled
ink ngerprints [73], an additional pressedprint dataset (PRD-2), and a dataset of rolled prints
(ROD-1) correspondingto the samesubjects asin PRD-1 [218]. The Mean ScoreDi erence
between the predicted MAS and the ground truth MAS (based on the known locations of
simulated artifacts during testing) was also calculated as a measureof scoreaccuracy.

The robustnessablation study tested the models’ speci city by evaluating their response
to imagescontaining common quality defectsthat are not mosaicking artifacts. One hundred
synthetic ngerprint baseimages(from SFinGe [33]) were altered using methods describedin
[191]to simulate three levelsof severity (low, medium, high) for various degradations: generalskin
defects,ink variations (smudging/lightness), additive sensornoise, scars,and wounds. Examples
are shownin Figure 3.25. The MAS was calculated for each of these altered imagesto determine
if the detector would produce false positives triggered by these unrelated quality issues[218].

The impact of mosaicking artifacts on ngerprint recognition accuracy was quanti ed by
introducing controlled arti cial artifacts (small o sets of 1-2% image dimension, large o sets of
2-7%) into a set of cleanimages. The Equal Error Rate (EER) wasthen computed by matching
these artifact-containing imagesand comparing the resulting comparisonscoreswith the scores
of the original artifact-free counterparts. This analysis employed three distinct ngerprint
recognition systems: an open-sourcepipeline (FingerNet [250] for minutiae extraction combined
with SourceAFIS [258] for template comparision), the standard NIST NBIS tools (MindTCT
for minutiae extraction and Bozorth3 for template comparison) [265], and a high-performing
commercial comparisonalgorithm (Innovatrics IDKit for the whole ABIS pipeline) [103].

3.5.4.2 Detection Accuracy and Generalization

The experimental results showedthat both the CL and PR trained modelsachievedexcellent
performancein detecting the simulated artifacts on test data matching their training modality,
with loU scoresaround 0.98[218, Table I1l]. Table 3.13 summarizeskey metrics. Both models
demonstrated substantial generalizationability aswell. The CL model, despite being trained only
on contactlessimages, successfullydetected artifacts in scannedslap ink prints (NIST SD300a
slap, loU 0.959) and in rolled ink prints (NIST SD300arolled, loU 0.908). The PR model also
generalizedwell to other pressedand rolled datasets. Figure 3.26 providesqualitative examples
of the detector output on challenging NIST SD300aslap and rolled images. The Mean Score
Di erence betweenthe predicted and ground truth MAS was consistently low (typically b)
acrossdiversetest sets, indicating that the quantitative scoreaccurately re ected the severity of
the simulated artifacts [218].
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(&) Medium ink variation

(b) Little scars

(c) Extensive noise

Fig. 3.25: Examples of synthetic ngerprint alterations usedin the robustnessablation study,
simulating common image quality issuesunrelated to mosaicking. Theseinclude (a)
medium ink variations, (b) minor scarring, and (c) extensive sensornoise. Images
generatedusing methods from [191] applied to SFinGe [33] bases.Adapted from [218,

Fig. 4].

Dataset loU F1 F2  Accuracy Recall Mean ScoreDif.

Weissenfeldet al. [266] 0.982 0.991 0.990 1.000 0.989 0.264

5' NIST 300aslap 0.959 0.979 0.975 1.000 0.972 0.483

NIST 300arolled 0.908 0.952 0.940 1.000 0.932 1.061

PRD-1-Test 0.977 0.988 0.987 1.000 0.986 0.355

g PRD-2 0.978 0.989 0.988 1.000 0.987 0.351

ROD-1 0.931 0.964 0.957 1.000 0.952 0.815

Tab. 3.13: Summary of model performance metrics (loU, F1, F2, Accuracy, Recall, Mean
ScoreDi erence) for the Contactless(CL) and Pressed(PR) trained modelsacross
various test datasets. Performanceis high on native modalities and showsgood

generalization. Adapted from [218, Table I1].
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(8) NIST SD300aSlap Examples

(b) NIST SD300aRolled Examples

Fig. 3.26: Examples of the artifact detector output (CL model) on challengingimagesfrom the
NIST SD300adataset. Each triplet shows: Input Image (left), Predicted Artifact
Mask (center, white areasindicate detected artifacts), Ground Truth Mask (right,
basedon simulated artifacts). The model e ectively identi es simulated artifacts
evenon thesesigni cantly dierent ink-based modalities. Adapted from [218, Fig. 3].

3.5.4.3 Robustness Ablation Study

The robustnesstests shownin Table 3.14 con rmed the models’ high speci city (taken from [218,
Table 111]). When evaluating imagessynthetically altered to include common quality defectslike
scars,hoise, or ink variations, the MAS scoresproduced by both modelsremained consistently
near zero acrossalmost all conditions and intensities. This demonstratesthat the modelsare
robust against thesefactors and do not incorrectly ag generalquality degradation as mosaicking
artifacts. Only medium/high levels of additive noiseled to a minimal number of false positives
(1-3 imagesout of 100slightly exceedingthe MAS threshold of 5), but the averagescoresremained
low, con rming the detectors’ focuson structural discontinuities typical of mosaicking errors.
Table 3.14 showsthe mosaicking scorefor the di erent alteration types.

3.5.4.4 Impact on EER

The analysis clearly quanti ed the negative impact of mosaicking artifacts on ngerprint recog-
nition accuracy [218, Table 1V], as shown in Figure 3.15. Introducing even small artifacts
(simulating 1-2% positional o sets) resulted in the EER more than doubling for both the open-
source SourceAFIS system and the commercial Innovatrics IDKit system comparedto matching
artifact-free images. Larger artifacts (2-7% o sets) causedfurther substantial increasesin EER
for the SourceAFISand Idkit recognition systems. This experiment provides strong evidencethat























































































































































































